FEDERAL RMF COMPLIANCE

NEICEIE:

Eligible for Federal Risk Management
Framework Accreditation

The Niagara Framework® is eligible for accreditation under the federal
Risk Management Framework (RMF). RMF is the unified information
security framework for the entire federal government, replacing the
legacy Certification and Accreditation (C&A) process within government
departments and agencies. Tridium has recently completed a suite of
RMF artifacts for Niagara 4 and JACE 8000° to be used for pending
type authorization under RMF. These artifacts are available for use in
dramatically reducing the cost and schedule for site authorizations.

WHAT THIS MEANS FOR YOU

RMF is an integral part of the implementation

of FISMA, the Federal Information Security
Management Act, and is based on publications
of the National Institute of Standards and
Technology (NIST) and the Committee on
National Security Systems (CNSS). When you

bid on future projects related to federal facilities,
you may be asked to provide documentation that
your solution will meet the RMF guidelines.

NIAGARA 4 SECURITY FEATURES

Niagara 4’s security features include: strong
authentication, role-based authorization,
encryption of sensitive information at rest,
encrypted communications, digitally signed and
validated code, the ability to customize user
account management based on organizational
security policies, and a “security by default”
approach, which means that configurations
default to the strongest security policies. For
more information on Niagara 4, visit Tridium.com.

FOR MORE INFORMATION ON NIAGARA’'S RMF
COMPLIANCE, CONTACT YOUR TRIDIUM ACCOUNT

MANAGER OR CALL 804.747.4771.




frequently

asked
questions

WHAT IS RMF?

Risk Management Framework
(RMF) is the unified information
security framework for the entire
federal government that is replacing
the legacy Certification and
Accreditation (C&A) processes within
federal government departments
and agencies, the Department of
Defense (DoD) and the Intelligence
Community (1C).

ARE NIAGARA 4 AND JACE 8000°
RMF COMPLIANT?

Yes. Tridium contracted the services
of a very experienced RMF services
firm to assess security control
compliance and prepare the full suite
of RMF artifacts for Niagara 4 and
JACE 8000°. The systems currently
await Government third-party test
and assessment in support of type
authorization as a follow-on to the
rigorous RMF test and assessment
which was already performed.

ARE NIAGARA 4 AND JACE 8000°
ACCREDITED?

Prior versions of Niagara and JACE
have been accredited. We have
recently completed a suite of RMF
artifacts for Niagara 4 and JACE
8000° to be used for pending type
authorization under RMF. These
artifacts are available for use in
dramatically reducing the cost and
schedule for site authorizations.

IF IT IS NOT TYPE AUTHORIZED
(ACCREDITED), WHAT IS THE
VALUE OF THE RMF WORK THAT
HAS BEEN PERFORMED?

There are two key benefits to the RMF
work that has been performed on
Niagara 4 and JACE 8000%: 1) A suite
of RMF artifacts have been completed
and are ready for use in dramatically
reducing the cost and schedule of site
accreditations for DoD posts, camps,
and stations around the world, and 2)
the systems have undergone the same
rigor of testing of a type-authorized
system and have been found to be

of low residual risk. Though Tridium

is currently seeking an opportunity
for type authorization, even if type
authorization currently existed, it
would not significantly further reduce
the workload needed for individual site
authorizations overall.

HOW DOES MY CUSTOMER/MY
LOCATION OBTAIN THE SUITE OF
RMF ARTIFACTS?

Tridium will deliver them directly

to the customer site via a secure
transfer system that requires that the
end user have a common access card
(CAO).

Please contact Michael Dennehy
at Tridium for details. (Michael.
Dennehy@Tridium.com)
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