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Who’s Watching Your Building Now? 



Recent (& Common) Building System Attacks
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• Ransomware & Malware Events
• Exploiting Email, Web Browsing Systems, USB

• Insecure remote access 
• Exploiting OT network to attack IT & other network(s)
• DOS attacks on building system components
• Exploiting unpatched systems 
• Changing control functionality  

• Self-Inflicted
• “Larry Code”
• “Shadow OT/IT” exploited 
• System changes without testing 



Every Device on Your Network Affects the Whole
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An Organizational, Holistic View 
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Best Practices 
• Last month, CISA, the Department of Energy, and the UK’s NCSC 

released “Cybersecurity Best Practices for Industrial Control 
Systems 
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Risk Management & Governance 
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• Understand Your Assets

• Understand Your Risks 

• Understand Who Is Managing 
What! 

• Periodic Risk Assessments

• Review ISA/IEC 62443 & NIST 
CSF for guidance on policies & 
procedures 

• Federal Systems & Government 
Requirements for Risk 
Management Framework? Last 
month’s Tridium talk 



The Network 
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Physical Security 
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Due Diligence – Before You Buy 
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Proactive & Active Management
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People - The Biggest Risk 
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• Train People in Cybersecurity Processes 
(in every part of the business)

• OT & IT – Establish ground rules & culture 
of teamwork, understand responsibilities 

• Building System Owners -

• Make Sure those managing your 
building systems understand Best 
Cyber Practices 

• Contractually put in Cybersecurity 
Requirements - Ex: Ask To See 
Security Dashboard for Security 
Posture, Require Third Party Risk 
Assessment after Installation 



Capabilities & Controls in Niagara
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Security Requirements 
Based on ISA 62443-3-3 Security Level 4 for Critical Infrastructure -
Protection against intentional violation using sophisticated means 
with extended resources, IACS specific skills and high motivation

Internal Reviews by Tridium’s Product Security Team

• Security Design Reviews, Security Code Reviews
• Security Threat Modeling 
• Automated Security Tests for ISA 62443-3-3 Security 

Requirements
• Reviews for vulnerabilities in third party libraries 
• Static Code Analysis and Binary Code Analysis 
• Risks managed in Risk Register according to CVSS Score 

Reviews by External Teams 

• Routine and Periodic Robust Security Testing by External 
Organizations on new and existing releases – partnering with 
commercial and government entities, throughout the year 

• Penetration Testing, Abuse Case Testing, Security Code Reviews 

Reviews by Internal Security Auditor, CTO, and CCB 
approval 

• 5 Phase Process, where all security artifacts from above are 
reviewed,  and must have CTO signoff before Tridium CCB meets 
to vote on each phase

Risk Management Process with Deadlines on 
mitigating all found threats 

• All known security vulnerabilities have visibility at the highest level, 
with 30-day, 60-day, 90-day, 120-day requirements for mitigation 
based on CVSS Score  

Product Security Incident Response Team 
• Robust process for investigating vulnerabilities, mitigating threats, 

and communication response. 
• Work closely with US Government re: Advisories 

Support • Routinely patch potential vulnerabilities, release security update 
builds, and send communications to the Niagara community 

Tridium’s Security Processes at a Glance

Security Processes 



Authentication

Pluggable schemes provide flexibility;defaults are the most secure;
Multi-Factor Authentication (MFA) now an option with Google 2 Factor 
Authentication; Niagara 4.8 includes digital certificate authentication 
(Kiosk Mode) & 802.1x device network authentication

Identity infrastructure and
PKI integration

Can integrate with any PKI infrastructure,LDAP directories, Kerberos,
and SAML 2 Identity Providers for Single Sign-On; Niagara 4.8 also 
includes 802.1x device authentication to the network; 4.9 includes 
SAML IDP integrated with Niagara  

Role-Based Access Control Provides access control for users by security role 

Encryption of all communications All communications encrypted by default 

Encryption at rest Sensitive data is encrypted on disk

Digitally signed code,validated at run-time Assures that core framework code can’t be altered or manipulated; 

Hardware Security: 
JACE-8000 Secure Boot & HSM 

Hardware root-of-trust; Only boots our digitally-signed trusted software, 
providing assurance against alteration; Also, Hardware Security Module 
provides hardware protection of private key for device authentication 

Common-sense
user account management

Configurable security mechanisms for attack prevention (lockouts, 
password strengths, etc.)

Authorization of Third Party Code 
Controls what individual software components can do
In 4.9, we require 3rd party module signing by default & provide visibility 
to administrator 

Auditing of all user activity User access is logged to customized levels
New for 4.9!  Enhanced Security Audit Log & security facets

Security Situational Awareness
Niagara 4.8+ Security Dashboard provides an actional view into 
security posture of your systems & other connected Niagara systems 
on your network

Security capabilities



Security Dashboard   

Security Dashboard in Niagara 4.8
(and Beyond)

Providing an Instant View of the Security Posture of Your Stations 
… so that you can adjust your settings for the best security. 



Our “Secure by Default” principle

1. Make security easier: default to the most secure configurations 
• All transmissions encrypted
• Users forced to have strong password strengths
• Users set up with the strongest authentication mechanism
• User lockouts upon consecutive bad log-ins  

2. Force administrators to do the right thing 
• Factory default password must be changed after commissioning

3. Do the right thing, regardless of configuration
• Encrypt sensitive information at rest
• Digitally Signed Code: validated at run-time 
• JACE-8000 Secure Boot: trusted software validated at boot-time 

4. Provide stronger configuration options based on best practices 
• Articles, documentation, TridiumTalks provide detailed guidance 

We provide strong security capabilities – but it is important for our 
our partners and customers to configure and manage Niagara correctly! 



Tridium Resources 

• "Meeting Government Security Requirements with the 
Niagara Framework" ”, Tridium Talk, May 2020  

• “After the Breach – How Can My Building Recover from 
a Cyberattack?”, New Deal for Buildings Article, January 
2020.

• Tridium White Paper,  Cybersecurity and the IoT –
Threats, Best Practices, and Lessons Learned, 2019.  

• “Do You Know Your Building Automation System 
Cybersecurity Risks?”, FacilitiesNet, November 2019. 

• “Reduce the Cyber Risks to Your Buildings”. 
AutomatedBuildings.com, September 2019.  

• “Cybersecurity Considerations in Smart Buildings” 
(video), August 2019. 

• “Towards a Cybersecurity Partnership in Connected 
Buildings”, Realcomm, February 2019. 

• “Harden Your Buildings Against Cyber Threats” (video), 
October 2018.  

• Niagara Hardening Guides  
http://www.tridium.com/en/resources/library

• Tech Bulletins
• https://docs.niagara-community.com/category/tech_bull

• Niagara 4 documentation 
• Station Security Guide (ships with Niagara)

https://www.tridium.com/en/resources/events
https://newdeal.blog/after-the-breach-how-can-my-building-recover-from-a-cyberattack-7280dc1de1a6
https://www.tridium.com/%7E/media/tridium/library/documents/collateral/white%20papers/white%20paper%20%20cybersecurity%20and%20the%20iot%20%20threats%20best%20practices%20and%20lessons%20learnedjan%202019-1.ashx?la=en
https://www.facilitiesnet.com/buildingautomation/Contributed/Do-You-Know-Your-BAS-Cybersecurity-Risks--45043
http://automatedbuildings.com/news/sep19/articles/tridium/190827032202tridium.html
https://www.youtube.com/watch?v=rkIE_jur5ho
https://www.realcomm.com/advisory/912/2/towards-a-cybersecurity-partnership-in-connected-buildings
https://www.youtube.com/watch?v=_jY5wBLOqRY
http://www.tridium.com/en/resources/library
https://docs.niagara-community.com/category/tech_bull


Resources Where to find it 
US Cybersecurity  & Infrastructure Security 
Agency

http://www.cisa.gov/

“Cybersecurity Best Practices for Control Systems”  
- CISA,  US Department of Energy, and the UK’s 
National Cyber Security Center (NCSC)  - May 22, 
2020

https://www.cisa.gov/publication/cybersecurity-best-
practices-for-industrial-control-systems

NIST Cybersecurity Framework (CSF) http://www.nist.gov/cyberframework

“NIST Cybersecurity Framework and Building 
Automation Systems (BAS)”  - Jan 2020

https://newdeal.blog/nist-cybersecurity-framework-
and-bas-white-paper-fc5ff3b83542

NIST SP 800-82: Guide to Industrial Control 
Systems (ICS) Security
NIST SP 800-61: Computer Incident Security 
Handling Guide 
NISTIR 8228 – “Considerations for Managing IoT 
Cybersecurity & Privacy” 

Found in http://www.nist.gov/

United Facilities Criteria (UFC) 4-010-06 https://www.acq.osd.mil/eie/Downloads/IE/UFC_4_01
0_06.pdf

US CERT – “Improving Industrial Control Systems 
Cybersecurity with Defense-In-Depth Strategies” 

https://www.us-cert.gov/ics/Recommended-Practices

Fred Gordy’s May 2020 Building Cybersecurity 
Articles 

Send him a LinkedIn Request
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External Resources 

http://www.cisa.gov/
https://www.cisa.gov/publication/cybersecurity-best-practices-for-industrial-control-systems
http://www.nist.gov/cyberframework
https://newdeal.blog/nist-cybersecurity-framework-and-bas-white-paper-fc5ff3b83542
http://www.nist.gov/
https://www.acq.osd.mil/eie/Downloads/IE/UFC_4_010_06.pdf
https://www.us-cert.gov/ics/Recommended-Practices
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