


Niagara Specifications



Tridium - Connecting Minds and Machines

Founded in 1996, Tridium became a wholly owned, independent business 
entity of Honeywell in 2005

Global leader in Open Platform Building Automation

•1 Million+ instances of Niagara operational

•5500+ partner companies

•30,000+ certified professionals

•1000+ developer partners

•Customers in 77+ countries

•60+ OEM Partners (brands) with Niagara products



Developing a solid specification

• A Team Effort between the End User, Specifier (and specifier departments), and in many 
cases, Vendor(s)

• Important regardless of product/technology/protocol

• Clearly defined scope

• Detailed coordination with various integrations with systems and equipment specified in other 
sections (drives, switchgear, fire alarm etc.).

• Execution is just as important as products

• Clearly define method of commissioning and accepting the system



Specifier

• Owns the Design

• Overall responsibility to collect needs and goals, provide technical expertise and be primary 
author 

• Define the functionality required

• Collaborate with all departments

• Define criteria for selecting a system, price, value criteria.

• Define scope. 

• Review submittals for compliance. 

• Participate in commissioning/acceptance



Owner/End-user 

• Provide detailed requirements, needs, goals to specifier 

• Continuously review and comment as spec/design is refined

– Comments at 95% spec submittal is too late!

• Provide budget guidance 

• Define roles/needs of each person using the system.

• Vendor, protocol, equipment, systems preferences

• Fund the support and training requirements for ongoing proper operation 



Facility Executive  Questions

• What are my goals and the mission of my department/organization?

• What tools and systems are required to help me meet my goals?

• Who will use these systems? Can the system be easily customized for 
each role? Will these solutions add value to my team?

• How will I be assured the system is working properly?

• How many bids will I get? More important- how many bids will I get 
when I expand my system?

• Will the system be able to add value to my operation by interfacing to 

my corporate enterprise system?

• Should I get the IT department involved?

– When?



• Educate

• Understand the importance of system integration and the 
collaboration requirements to support a good design 

• Provide accurate and complete technical information 

• Provide accurate and complete budgeting information 
– Budget early and refine, refine, refine

– Budget @ 95% spec submittal is too late!

Equipment/Control/Automation Vendors



Some features of a good spec?

• MSI standpoint 
– I am not excluded from bidding

– I know what and how I am integrating 
with systems specified in other 
sections/divisions of the spec.

– I can provide a very accurate/low risk  
estimate of my costs so I can submit 
the best solution at the best price. 

• Specifier standpoint 
– Few clarification 

requests prior to bid 

– No change orders 

– A quality, on time 
project

– Happy customer

– A reference project

• End user standpoint

– I get the system that meets my needs

– That has features and functionality I 

asked the for

– Was installed on time 

– Within budget

– Helping me meet my goals



Common Spec Issues

• Ambiguity

• Division of Contractual Responsibility

– 23, 25, 26, 28 …..

• Coordination of Integrations

– Not enough detail

• Graphic User Interface

– Trending, alarming, tagging analytics, scheduling

• Cyber Security, User Management, Network

• Hand-off of documentation, training, security info, licensing



Getting Started



Limitless Device Integrations with Niagara
Means detailed coordination is essential!

Central Plant Metering Data CenterHVACLighting Irrigation Safety Sensors Refrigeration Generation

Gas

Water

Electric

Data

Battery

Sprinkler

Recovery

Access

Cameras

Fire

Power

Cooling

Chiller

Boiler

Indoor

Outdoor

Signage

RTU

Head pump

Cooling Towers

Solar

Diesel

Weather

Retail

Medical

Elevator

Motion

Levels

Light

Door

Audio

Motors

VRF

ICE Storage

Monitor

Access

Contacts

Inverters

Air Quality

Particulate

Voltage/Amps



Division of Responsibility

• Systems Integration and Instrumentation & Control by 23 09 xx

23 09 40 Systems Integrator

230900
I&C

230000
Mech

260000
Elect

Other
Divisions



Division of Responsibility

• Systems Integration by MSI 25 00 00

250000 Master Systems Integrator

230900
I&C

23000
Mech

260000
Elect

Other
Divisions



BAS Graphic User Interface (GUI) Control Functions and I/O Summary

Network Area Controller (NAC) Application Programs

Demand Optimum Setback/ Night Duty

System Description Limiting Start/Stop Setup Purge Cycling Other?

AHU-1 X X X

Point Default

Point Description Type Units Value Read Write Alarm Trend Schedule

Supply Fan Start/Stop BO On/Off Off X X X

Supply Fan Status BI On/Off X X

Return Fan Start/Stop BO On/Off Off X X X

Return Fan Status BI On/Off X X

Supply Fan Static Pressure Setpoint AO in. H2O 1.0 in. H2O X X

Supply Fan Static Pressure AI in. H2O X X X

Supply Fan VSD Speed AO % Speed 20% X X X

Supply Fan kW AI kW X X

Supply Fan Runtime VI Hours X X

Building Static Pressure Setpoint AO in. H2O 0.1 in. H2O X X

Building Static Pressure AI in. H2O X X X

Return Fan VSD Speed AO % Speed 20% X X X

Return Fan kW AI kW X X

Return Fan Runtime VI Hours X X

Return Air Temp AI deg F X X X

Return Air Relative Humidity AI % RH X X X

Return Air CO2 Setpoint AO PPM 800 PPM X X

Return Air CO2 AI PPM X X X

Return Air Smoke Detector BI Nrm/Alm X X

Outside Air Damper Position AO % Open 0% X X X

Outside Air Flow AI CFM X X X

Air Filter Status BI Nrm/Alm X X

Mixed Air Temp AI deg F X X X

Supply Air Temp Setpoint AO deg F 55 deg F X X

Supply Air Temp AI deg F X X X

Supply Air Smoke Detector BI Nrm/Alm X X

Cooling Valve Position AO % Open 100% X X X

Heating Valve Position AO % Open 0% X X X

Integration Details - The Point List

•Necessary

•Not enough

• More data is now 

available from smart 

devices and 

equipment



Ingesting Data 
• Hardwired Points

• Points via a standard protocol or API

• Linked Points
– On a graphics or in a chart, trend or alarm

• Virtual Points 
– Points that you use for troubleshooting tuning etc. They are only connected when requested by the 

Niagara station. Don’t count against point license limits.

• Example
– A package RTU may have 30 linked points used for day-to-day monitoring, energy 

optimization etc. 

– However, there are another 100 points that may be useful for tuning and or troubleshooting. 
Special technician graphic. 

• Suction Pressure

• Discharge Pressure

• Damper torque

• ……. 



Integration Matrix

Smart Building System Integration Matrix Update 10-02-22 EJM

EXAMPLE - Modify for 

specific project

System

Specification 

Section/Furnished By Protocol Connection Master Systems Integrator - Div. 25 Control System Contractor - Div. 23 Network Contractor

Division 26 

Electrical Contractor

OT Network (OTN) Owner TCP/IP RJ-45

Makes final connection to networked 

device, configures OTN 

Install LAN, Cable, Switches , 

provide LAN drops with cable 

connector. Set up Firewalls, 

security, etc. .

Install LAN, Cable, 

Hubs, provide LAN 

drops with cable 

connector.

NOC Servers, Printers, Furniture Owner TCP/IP RJ-45

Provide installation of displays and pc, 

keyboard etc. in console. Set up displays 

and browser connections as required. Provide Power

Niagara Enterprise Web Supervisor 

Software Division 25/MSI TCP/IP RJ-45 Install software , program, connect

JACE - 8000, VEC-10 Division 25/MSI FOXS RJ-45

Furnish, install, program, commission 

JACE, EDGE 10. Integrate Data from Jaces 

to Niagara Enterprise Web Supervisor 

(NEWS) 

Install, program, connect local controllers 

to JACE in cooperation with MSI Provide Power

Lighting Control Division 26 Electrical

Appropriate 

open protocol

BACnet IP

MODBUS

Custom API RJ-45

Integrate Lighting data into NEWS. Program 

graphics. Integrate occupancy indications 

with local HVAC zones. Provide occupancy 

commands to JACE.

Furnish, install, 

program, connect to 

OT Network as 

directed. Expose 

lighting  points to 

network, provide 

documentation to MSI 

Electrical Switchgear and 

Generators Base Building Division 26

MODBUS 

RTU/TCP

RS-485/RJ-

45

Integrate Electrical data into Jace and 

NEWS. Provide MODBUS RS-485/RJ-45 

port on Jace-8000

Furnish, install, 

program, connect to 

OT Network. Expose 

Modbus points to 

network, provide 

documentation to MSI.



Integration Matrix

IAQ Monitoring System

Division 23 Controls 

Contractor. 

WIFI and Modbus 

TCP to Edge 10 or 

Modbus RTU via 

JACE-8000 . RS-45, RS-485

Furnish, install, program, commission JACE, 

EDGE 10. Integrate Data from Jaces to NEWS. 

Furnish, Install, Program, Commission IAQ 

devices. Connect to local JACE, Edge 10.

Provide Line Voltage 

Power

Tenant Submetering

Division 23 Controls 

Contractor. 

Modbus TCP to 

local JACE/Edge 

10 RJ-45

Furnish, install, program, commission JACE, 

EDGE 10. Integrate Data from Jaces to 

NEWS. 

Furnish, Program, Commission smart 

meters . Connect into JACE/Edge 10S. 

Coordinate installation with Div. 26 

contractor.

Install Meters under 

direction of Div. 23 

Contractor

User Experience Center - Purpl Owner  TCP/IP RJ-45

Push necessary building data to User 

Experience system via database or REST 

API connectivity TBD. Coordinate with 

owner UExp supplier (Purpl)

CRAC and VRF Division 23 Mechanical BACnet IP/MSTP RJ-45/RJ-485

Integrate data from  CRAC/VRF to JACE-8000 

and  to NEWS

ERU /DOAS Division 23 Mechanical BACnet IP/MSTP RJ-45/RJ-485

Integrate data from ERU/DOAS  to JACE-8000 

to NEWS

Parking System

Building Parking 

Contractor TCP/IP RJ-45

Integrate parking data from parking system 

via Rest API 

Smart Building System Integration Matrix Update 10-02-22 EJM

EXAMPLE - Modify for 

specific project

System
Specification 

Section/Furnished By Protocol Connection Master Systems Integrator - Div. 25 Control System Contractor - Div. 23

Division 26 Electrical 

Contractor



Key Spec Components 

Open Systems



The Niagara Compatibility Statement (NICS) for all Niagara Software shall allow open access and be set 
as follows: accept.station.in="*" accept.station.out="*" accept.wb.out="*" accept.wb.in="*”.  In any case, the 
end user shall maintain the right to instruct the contractor to modify any software license, regardless of 
supplier, as desired by the end user. The contractor shall not install any “brand-specific” software, 
applications or utilities on Niagara Framework-based devices unless accessible by any brand of Niagara 
tools.

All hardware and field-level devices installed shall not be limited in their ability to communicate with a 
specific brand of Niagara Framework JACE. They shall also be constructed in a modular fashion to permit 
the next generation and support components to be installed, in replacement of or in parallel with existing 
components. All plant and application controllers must be able to be programmed within the Niagara 
Workbench. 

At the completion of the project, the owner shall be given all existing platform and station login credentials 
to include; super user (admin) usernames; passwords and passphrases.

Open Licensing and Access
Niagara Information and Conformance Statement (NICS)



Graphics



Graphic User Interface

• Graphics Technology has changed but most specs still say “provide 1 graphic 
per AHU, Chiller etc.”

• Graphics are usually built for a very technical user
– The GUI must meet the needs of the user

– With Web Based Systems more diverse users have access

• Graphic Views should be based on the role of the user
– CFO, Technician, Tenant, etc.

– Spectrum objects, logs, embedded sequences are nice features, but they must be 
specified

• Must “responsive” to the device 

– Big Screen, Phone, Tablet, Kiosk

Tridium Graphics Design Guide

“Graphics. Provide Graphics as described in System Integration 

Matrix and point lists. All graphics shall be designed using 

Niagara “Responsive Pane” to utilize a single graphic 

implementation to render on a variety devices and window or 

screen sizes (mobile, tablet desktop). “



Graphic User Interface

• Prepare a Graphics Schedule that is more than just 
a check box on a point list

• A detailed description or example of each graphic 
and functionality
– Graphic Library

• Standard Niagara

• Owner Library & Standards

– Graphic symbols, animations, size

• A navigation methodology
– Tree, navigation buttons etc.

• Access methodology
– User capabilities read, write, etc.

OR



Graphic User Interface

• Establish a Graphics Budget in the spec for a specific number of graphics, with 
minimum number of points, navigation 

– Example: “Each VAV graphic (500) shall contain 25 points, sequence  link, 
O&M manual link, link to detailed set point page, animated fan, 3-
dimensional ductwork and devices.”

• Establish final Graphic Schedule as a team

– End User, Specifier, SI meet in graphics development meeting, so graphics 
are designed one time

• Meeting will be more effective once submittals are approved

– Actual equipment and capabilities built into the design.

– One four-hour meeting can save a lot of changes.



Point & Graphics Info on Integration matrix

System

Specification 

Section/Furnished By

Approximate Integration 

Point Count Approximate Graphic Page  Count 

OT Network (OTN) Owner 500

10 Graphic Architecture Diagrams. 

Indicate health of each Niagara device. 

Link to Niagara Security Dashboard for 

each Jace, Ciper and NEWS.

Lighting Control Division 26 Electrical 1000

Floor Plan Graphics (1 per floor). $ 

Outdoor Façade graphics, 1  Key lighting 

system health/operational graphic with 25 

points.

Electrical Switchgear and Generators Base Building Division 26 500

Provide electrical data graphics with roll 

ups of power by floor and building. Utilize 

Niagara Analytics for details of power 

rollups. 

Fire Alarm System Division 26 Electrical 1000

Show data on all floor plan graphics. Add 

FA Panel graphic with 10 key operational 

parameters



Templates



Templates for JACE and Edge 10 Controllers

Pre-configured system templates

• “All Niagara based controllers shall employ Niagara template functionality. 

• Templates are a containerized set of configured data tags, graphics, 

histories, alarms that are set to be deployed as a unit based upon 

manufacturer’s controller and relationships. 

• Templates shall be employed in this project and used in the JACE. Template 

files shall be provided to the owner.  

• All lower level communicating controllers connected to the JACE (AHU,PEC, 

AUC, VAV, VFD…) shall have an associated template file for reuse on future 

project additions.”



Cyber and User Management

Alarm, Schedule, Backup Management



Cyber Security, Users, Audits

• “Installation, set-up, and programming shall be in accordance with latest 

revision of the Tridium Niagara Hardening Guide”

• “Enable Niagara Security Dashboard for each Jace and Web Supervisor”

• “Enable audit logs for all functions including system operation, programming 

and cyber security. ”

• “Utilize Owners LDAP/Active Directory Infrastructure for all Users”

• “Provide unique credentials for up to 25 users with roles and permissions 

provided by the owner”

Wednesday October 12th

Writing Cybersecure Specifications for Buildings: What You Need to 

Know! 
-Kevin Smith, CTO at Tridium and Director of Cybersecurity, Honeywell 

-Fred Gordy, Director of Cybersecurity, Intelligent Buildings 



Alarm Management

• Alarm Classes

– Maintenance, Electrical, HVAC, Plumbing, Critical, Safety

– Specific criteria for how each class is annunciated, routed, and escalated

– “Specific alarm class information (up to 10) will be provided by the owner along with 
specific messaging and alarm limit criteria.”

• Alarm Escalations

– Critical Alarm Escalation until alarm is acknowledge

– “Set up Alarm Service recipients and escalation levels as directed by owner for 10 users. 
Critical Alarms shall be escalated to the next level after an alarm remains 
unacknowledged for XX minutes.”



Schedules 

• Schedules
– Geographic

– System
• HVAC

• Lighting

– Integrated Schedules
• Occupancy

• Cleaning

– Maintenance Schedules
• Generator Test

• Master Schedules for critical events
– Weather

• Special Reoccurring Schedules
– Sporting Events

– Board meetings 

• One Time Special Event

• Owner/End User is best resource for schedule planning



Provisioning/Backup/SMA 

• “System shall be installed with latest revision of the Niagara Framework 

(currently 4.12) at the time of acceptance.”

• “Set up the Niagara provisioning service to provide daily backups of all 

JACEs to the Niagara Web Supervisor. Coordinate with owner's IT 

department to set up backup of the Web Supervisor by the owner.” 

• “Provided 5-year Software Maintenance Agreement at no additional cost to 

the owner”

Wednesday, November 16th

Specifying an OT Network
-Greg Fitzpatrick, Business Development Leader - IoT and Integration, 

Cochrane Supply and Engineering



Tagging, Analytics, Commissioning



Tagging & Analytics

Thursday, November 3rd

Writing Analytics Specifications for Smart Buildings
-Stephen Holicky, Director of Product Management, Tridium

-Chris Larry, Director of Energy Engineering, EXP US Services, Inc.



The Hand Off

• Start-Up & Commissioning
– Specify any special Logs & Charts & Queries in spec to facilitate

• Training 

• Project Specific Onsite

• Factory (provide a minimum of 1 Operator and 1 Tridium certification class)

• Documentation – Sequence, Drawings, M&O
– Stored in the JACE and  Web Supervisor as PDF

– Links on the graphics to specific documentation

• Security – Id/Passwords, Admin Access
– Make sure you get OS & BAS ADMIN passwords

“Provide commissioning engineer for cyber security testing 

and set up using the Niagara Hardening Guide and under 

direction of the owner’s Corporate Cyber Security Team.”



– Tridium resources available to you

Specifying Niagara



Specifications and Guides 

• Division 23 and 25 Niagara Framework Guide Specifications

• Section 258000- IAS Fault Detection and Diagnostics

• Tridium Division 25 Design Guide

• Tridium Graphics Standards Guide

• Niagara Facility Integration Matrix

• Guide Specification for Niagara Edge 10 Controller

• Niagara Enterprise Security Guide Specification

• Niagara Information & Compatibility Statement Data Sheet

• Tridium Niagara 4 Hardening Guide





Upcoming Specifier Series Installments

Wednesday October 12th

Writing Cybersecure Specifications for Buildings: What You Need to Know! 
-Kevin Smith, CTO at Tridium and Director of Cybersecurity, Honeywell 

-Fred Gordy, Director of Cybersecurity, Intelligent Buildings 

Thursday, November 3rd

Writing Analytics Specifications for Smart Buildings
-Stephen Holicky, Director of Product Management, Tridium

-Chris Larry, Director of Energy Engineering, EXP US Services, Inc.

Wednesday, November 16th

Specifying an OT Network
-Greg Fitzpatrick, Business Development Leader - IoT and Integration, 

Cochrane Supply and Engineering



Question and Answer Time



Thank you 


