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Update E-Signature v2.3!



Version Update for E-Signature v2.3

• 4.10.0.150.6
• 4.11.0.142.6
• 4.12.0.104.6



Now available on Niagara Marketplace



Tridium University Update for v2.3



Feature Update for E-Signature v2.3

• LDAP Authentication support

• Multi-zone support

• Niagara 4.12 support

• Allow non-login user to authenticate

• Persist remote authentication requests during 
station reboot

• Enhancement for securing/un-securing the 
points.

• Multiple points can be secured and un-
secured at once.

• Points can now be directly secured at a 
dual signature level.

• Clear the non-secured points section.

• Remote request enhancements-
• Sorting the remote request by freshness and 

auto-refresh the remote requests.-
• Configure the JACEs that needs to be looked 

up for remote request from supervisor.-
• Send Email notification for remote request to 

second level users.

• Ability to change the legal statement.

• Slot for showing the pending remote requests.

• Alarm Acknowledgement enhancements
• Ability to toggle between single and dual-

authentication for alarm acknowledgement.
• Allow user to select reason for alarm 

acknowledgement.
• History of alarm acknowledgement.



What is it? 



Niagara 4 E-Signature: What is it?

• Tridium Professional Services application 
offered to help Niagara 4 users build systems 
that meet regulations on electronic records
and signatures

• Allows users to create and manage controlled 
audit logs to ensure accurate, time/date 
stamped data linked to signatures

• Offers procedural and technical controls for a 
compliant method of procedure (MOP) and 
standard operating procedure (SOP)

• (e.g. FDA’s 21 CFR Part 11)

9



Niagara 4 E-Signature: What is it?

• When manual changes are required, e-Sign 
ensures the changes and overrides are:

• Carried out by authorized personnel
• Documented in audit files
• Approved by managers (optional)
• Included Reason for Change

• Points can be designated as e-Sign Secured or 
remain as standard Niagara Points

• e-Sign Secured Points can only perform action 
with eSignature authentication
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Niagara 4 E-Sign: What is it?

• The e-Signature configuration is an add-
on module to the existing Niagara 4 
Framework

• Graphical Environment to program 
application

• User is configured to execute E-
signatures for authenticating the 
secured points. 

• Customer Information linked to users
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Subpart A - General Provisions
Sec. 11.3 Definitions
• (6) Electronic record means any combination of 
text, graphics, data, audio, pictorial, or 
other information representation in digital 
form that is created, modified, maintained, 
archived, retrieved, or distributed by a 
computer system.

• (7) Electronic signature means a computer data 
compilation of any symbol or series of symbols 
executed, adopted, or authorized by an 
individual to be the legally binding equivalent 
of the individual's handwritten signature.



Who is it for? 



Niagara 4 E-Sign: Who is it for?

• Authorization Checks
• Level 1 and Level 2 authentication to change a 

point value

• Linking
• Electronic signatures executed are linked to their 

respective electronic records

• Audit Trails
• Name of signer; date and time when signature 

was executed; meaning or reason for change
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Niagara 4 E-Sign: Who is it for?

• GxP organizations that require Validated 
Systems

• GxP – Good X (anything) Practice
• Ex: Good Manufacturing Practice (GMP) 

applications that require traceability and 
accountability

• Users who need to build systems to be 
compliant with sections of The Food and Drug 
Administrations part 11 of Title 21 of the 
Code of Federal Regulations (FDA’s 21 CFR 
Part 11)
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Niagara 4 E-Sign: Who is it for?

• Secured system 
• Authorized users 
• Audit trails 
• Historical data 
• Data security 

• User deactivation process 
• Standard operating procedure 
• Data validation 
• SOP enforcement 
• Electronic signature 
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Some of the major requirements for CFR21



How do I get started? 



Niagara 4 E-Sign: How do I get started?
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Niagara 4 E-Sign: How do I get started?

• JACE 8000 or Niagara 4 Supervisor:
• Niagara 4 e-Signature Secured Point 

packs or Unlimited
• Training:

• www.tridiumuniversity.com Niagara 4 
E-Signature Certification (Virtual)

• e-Signature application Technical 
Support
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Niagara 4 E-Sign: How do I get started?

1. Recommended E-Signature Certification 
Training. 

2. Recommended ESIGN-SVCS part
3. E-Signature parts are extended to your 

organization and can be ordered. 
4. Contact your Niagara Sales Account 

Representative and order through them.
5. Check out the Niagara Marketplace!
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Niagara 4 E-Sign: How do I get started?
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Application 



Niagara Resources & Materials



Updated Resources | 

To help protect your privacy, PowerPoint has blocked automatic download of this picture.



Where Can I Find More TridiumTalks?

To help protect your privacy, PowerPoint has blocked automatic download of this picture.



Looking for Niagara Pro Tips?

To help protect your privacy, PowerPoint has blocked automatic download of this picture.

https://www.youtube.com/user/TridiumInc/videos



Questions? 

Yes, the recording will be available
Yes, the slides will be available



Download available on Niagara Central



Included Modules and Documentation



Choose Points to Secure



Configure Reason Sets



Set With Authentication



Level 2 Authorization



Secure Points History
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