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SSO via SAML

HTMLS5 Scheduler & Alarm Console
Haystack 3.02

Analytics 2.

RHEL 7.4 Support
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ACCELERATING INNOVATION

Ux Media

‘ SSO via Niagara idP e
AW3B - James Johnson

Responsive Graphics Support |

AT3 — Kevin Mamajek

@ System Database
Bulk Tagging

HTMLS Tag Manager
Tag Based Analytlcs @ /

AW4 — Kevin Mamajek f




« System DB

« Responsive Graphics Support
« Bulk Tagging & Templating

« Template Provisioning
 FIPS 140-2

« RHEL 7.5
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@ System DB Support for tag-based b|n dings
AW3A — Curtis McKerlie - :

Application Templates
AW?2 — Kyle Sardinia




Edge 10
Enhanced Provisioning
Application Templates

JACE as a DHCP
Server
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. ACE Deterministic Engine
AWS5 — Kyle Sardinia

Expanded RIO support (E10) @,,
‘ Edge Tools and Licensing Update 7

AW?2 — Kyle Sardinia J
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 Security Dashboard

« Client Cert Auth

« ACE Deterministic Engine
e 3rd Party Module Signing

L
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ACCELERATING INNOVATION

ACE Deterministic Engine

AWS5 — Kyle Sardinia

ACE for NPSDK

NPSDK?

Niagara Portability
Software Development Kit

BW5B — Michael Smith .




AT4 — Nick Dodd & Jason Wodl"lf:

« JSON Toolkit « Https Proxy Server .
 SSO via Niagara idP Security History Log (1:0) System DB Support for » /
. Tag based px bindings + MQTT - AWS Auth tag-based bindings

« Expanded RIO support Video Surveillance AW3A — Curtis McKerI:_le |
(E10) Integration

Video Surveillance Vie:
TW2 — Michael Smith
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« System DB Support for tag-based
bindings

« Ux Media
« HTMLS5 Tag Manager
« ACE for NPSDK
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Bulk Cert Signing Tool
MQTT - Google Auth
Edge Tools and Licensing Upda

Video Surveillance Viewer




Cybersecurity

* SSO via SAML

* FIPS 140-2

e Security Dashboard

* Client Cert Auth

3" pParty Module Sighing
e SSO via Niagara idP

* Https Proxy Server

* Security History Log N s 202 2

* TLSv1.3 Support
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 Archive History
Provider

 Alarm Archive Provider
« BACnet SC

« Web Wiresheet

e TLSVI1.3 Support

=
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Niagara History Collection

Collection at the Jace

Archive to the Supervisor

Archive to Remote Storage

@ Config
@ Services
® Drivers
© Apps
i 0 NumericWritable
[3 Proxy Ext
» [J Numericinterval
® Files
A Histories
@ va5ltrls
A AuditHistory
A LogHistory
| » A NumericWritable
A SecurityHistory

Available Local Storage LOW
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ACCELERATING INNOVATION

@ Config
@ Services

@ Drivers
il 6 NiagaraNetwork
$ ProvisioningNwExt
¥ @ vasitrls

@ Points
o Histories

Q Retry Trigger
P & Remote NumericWritable
o Alarms
@ Schedules
© Apps
a Files

A Histories

ﬁ demo
¥ & va5ltri5

» A NumericWritable

Available Local Storage OK

500GB of 1TB Used

% Config
@ Services
@ Drivers
6 NiagaraNetwork
¥ © RdbmsNetwork
¥ & MySQLDatabase
© Histories

| Retry Trigger
P A& va51trl5_NumericWritable

Available Local Storage OK

% Config
@ Services
@ Drivers
6 NiagaraNetwork
it 6 Your Remote Storage Driver

50MB of 1TB Used

¥ & Your Remote Storage Device
O Histories

°| Retry Trigger
P A& ya51tr15_NumericWritable




P rO b | e m Remote Storage

Nav NurmericWritable [2 History Table v [x]
@ Config Today v
& Fi_les _ » A Y N P!
A Histories
@ demo Timestamp Trend Flags  Status  Value ¥
@ va5ltrl5 .
| > A Nermcrichiitoble 14-Oct21 4:59:25 PMUTC  {} [null} 0.0
14-Oct21 4:59:30 PMUTC  {} [null} 0.0
14-Oct-21 4:59:35 PMUTC |} null 0.0
14-Oct-21 459:40 PMUTC |} null 0.0
14-Oct-21 459:45PMUTC  {} nulll 0.0

EErrrrry
Jiddidididl
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ArChive HIStory PrOVider Remote Storage

public abstract class

Delivered at the History level by providing the History Service
the ability to look across multiple data storage locations

 Streamlines access to Niagara History data regardless of its location

Nav NumericWritable [3 History Table v ¥ R S
@ Config Today v g emote Storage
@ Files » A ? P [1 a
£ Histories
@ demo Timestamp Trend Flags ~ Status  Value ¥
| : :5::”5 S 14-0ct21 45925 PMUTC  {} mull 0.0
umericwritable

14-0ct214:59:30 PMUTC  {} (ul} 00 ~ . .
14-Oct-214:59:35 PMUTC  {} (ull 0.0 Local Nlagara I‘IIStOI'y Space
14-Oct-21 4:59:40 PMUTC  {} (ull, 0.0
14-Oct-214:59:45 PMUTC  {} (uly, 0.0
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RDB Archive History Provider

Archive to Remote Storage

@ Config
@ Services Nav RdbArchiveHistoryProvider ® 1 [2 PropertySheet v []

6 Drivers @ Config O Actions & Topics Slot Details
. @ Services

6 NiagaraNetwork O Aarmsenvice

*  RdbmsNetwork @ BackupService (W Status {ok}

v 3T ® CategoryService
m MySQLDatabase @ JobService (@l Enabled true @

o Histories W SecurityService
@ RoleService

g RE‘tI"}" Trigger O userService

P & va51trl5_NumericWritable i (@ Fault Cause
- &I DebugService

o BoxService
¥ FoxService P
o HierarchyService
¥ @ HistoryService [l Max Archive Results Per Query (50000 11 - max]
¥ BN Archive History Providers
== RdbArchiveHistoryProvider
. History Groupings (M Ord To Rdbms |station:|slot:/Drivers/RdbmsNetwork/MySQLDatabase | &

Display Name Value Commands

(M Archive Limit Notifications Notify Once Per Query Range Per Session v

o AuditHistoryService
— © LoghistoryService [l Use Default Fetch Size true (ignore Custom Fetch Size) @
h P Servi
— ® ProgramService [l Custom Fetch Size |D |[0 - max]

@ SearchService

© TagpictionaryService [l Fetch Size In Use 0
TemplateService

Se,
=
==,
Ea:
B
B
Ea
Ex

Niagara Supervisor Relational DB
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BACnet/SC Architecture

Hub and Spoke Design

Hub 8 Node
:Axh}l)ge_cts traffic between an Failover design —
ber of d dy Ex: Niagara * Allnodes must be capable of
?Sum cr odcfonnecte noaes. e Supervisor connecting to a Failover Hub in the
require@ for every event the Primary Hub is unavailable
BACnet/SC network (atleast 1) \
: Normal Situation :

3 ' .
Anode canbe a — ¢ \ .

* Device Controller l
-7 . :
o Node - .
M/TP BACnet Workstation . :
b e e e e e e e e ] 1
NDdE From ASHRAE’s BACnet Secure

* Router to an existing
BACnet system

* Single Thermostat
* Facility Workstation
BACnet SC Device Connect A Secure Building
Infrastructure for Building Automation

A node can also communicate
directly to another node
BACnet Devices
e
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