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Objectives

* Single Sign On (550)

 LDAP and Kerberos

« SAML

* Client Certificate Authentication
 Browser Based Kiosk Support
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Single Sign On (550)

A property of access control which allows a user to login with a
single ID and password to gain access to multiple related
applications or servers.

Mitigates risk for access to third party systems since user
passwords are not stored or managed externally.

Reduces password fatigue.
Reduces time spent re-entering passwords for the same identity.
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Niagara 4 SSO Authentication Schemes
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* Lightweight Directory Access Protocol A~ |
Kerb ! Username: SystemAdmin
Sroeros " Change User
o _
 saml Palette Password:|
* Security Assertion Markup Language  Login |
» clientCertAuth Palette — | |
Each device in the system is governed by
. L its own End User L A t
PKI Certificate o e Lpense Aaeenen
' Log in with Kerberos | Help
i — _ ' Log in with SAML |
1 AuthenticationService Log in with Client Certificate |
[CB Authentication Schemes ,
@ DiaestScheme Remember my choice
IGES (this station only)

2 KerberosScheme
2 SAMLAuthenticationScheme
2 ClentCertAuthScheme
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LDAP/AD Authentication

* Lightweight Directory Access Protocol (LDAP) is an application
protocol for accessing and maintaining distributed directory
iInformation services over an IP network.

* Active Directory (AD) is a Microsoft specific implementation of
an LDAP server.

« LDAP is commonly used on corporate networks for managing
domain user accounts and the user’s access to applications and
network resources.

* Provides single login credentials but not SSO.
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Kerberos

« An open-source computer network authentication protocol that
uses tickets to verify identity of users to control access to
network resources.

* Clients retrieve tickets from a Key Distribution Center (KDC).
« Setup using Kerberos Scheme from Idap palette.

 Requires configuring key tab file.

 Requires configuring the client browser.
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Security Assertion Markup Language (SAML)

 An open standard for exchanging authentication and
authorization data in the form of messages passed between
security domains.

« Messages may be encrypted and are typically signed using a PKI
certificate.

* Since Niagara 4.4 version, SAML 2.0 is supported.

 Works with popular third party on premise and cloud based
SAML Identity Providers such as OpenAM, Salesforce, Active
Directory, etc.

* Since Niagara 4.9 version, a Niagara based SAML Idp Service is
supported in place of third party IdP.
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Important Terms

 Assertion - a package of information (XML) that supplies
statements made by a SAML authority.

o Attribute - a piece of information which determines the
properties of a field or tag in a database.

* |[dentity Provider (IdP) - a system entity that issues
authentication assertions.

« Service Provider (SP) - a system entity that receives and accepts
authentication assertions.
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SAML Architecture

SP Signing Cert SP Encryption Cert

IdP Signing Cert

IdP Signing Cert

SP Signing Cert SP Encryption Cert
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SAML User Prototypes

 The defaultPrototype is a baja:User component used with
Niagara user synchronization and legacy LDAP/AD authentication.

« LDAP, AD and SAML authentication utilize a newer
baja:UserPrototype component found in the baja, I[dap and saml
palettes.

« Alternate Default Prototype should be configured to select a
baja:UserPrototype and is used if no matching prototype is
detected.

Property Sheet

& User Prototypes (User Prototypes)
@ Default Prototype defaultPrototype

(@l Alternate Default Prototype  |Ereaaes
a Manager User Prototype
i Operator User Prototype

NSZO22 TRIDIUM



Prototype Merge Policy (4.12)

* Available for SAML and LDAP authentication schemes.

 Configures merge behavior for properties when multiple
prototype matches are detected.

' g Frototype Merge Policy User Prototype Merge Policy

B Enabled ® e
(@ Roles Merge Mode Union
(@ Expiration Merge Mode Prefer Earliest

(@ Allow Concurrent Sessions Merge Mode | PreferFalse

. Auto Logoff Settings Merge Mode Prefer Shortest
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SAML Authentication Scheme

 Entity ID - URL to identify the station (SP) SAML services.
* |dP Host URL - redirect URL to IdP server.

* |IdP Login Path - appended to IdP Host URL to specify the IdP
login page URL.

* |[dp Cert - certificate provided by the IdP admin which must be in
the station’s trust store. Used to validate messages signed by and
received from the IdP.

« SAML Server Cert - certificate in the station’s key store which
must be provided to the IdP admin. Used to sign messages sent to
the IdP.
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SAML Encrypted Assertions

 Optional for IdP to encrypt assertions sent to SP.
« Must add SAML Xml Decrypter to SAML Authentication Scheme.

* |dP requires public key from specified certificate to encrypt
assertions.

« Station (SP) requires the private key from specified certificate in
Its key store to decrypt received assertions.

(@l samlDecrypter Saml Xml Decrypter
. SAML Server Encryption Cert saml signing cert sp
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SAML Attribute Mapper

 Defines attributes by name from the SAML assertion sent by IdP and
maps the attribute values to properties on the Niagara user account.

« SAML DevTools extension in
Chrome may be used to view
claims response from IdP. clam e name.

Miagarad5AML

Rule template: Send LOAP Attrbutes as Claims

Attribute store:
Active Directony w
Mapping of LDAF attributes to outgoing claim types:
I;gi'inﬁ?bme (Select or type to Cutgoing Claim Type (Select ortype to add more)
2 SAM-Account-Mame * |Mame |1D w
|department | |F'rDtUt'y‘pe Name |*|
Department ~ |department e
] CN Only ) )
@ SAMLAttributeMapper E-Mail-Addresses ~ | email W
|telephc-ne ||Ce" Phone Number |v| Dizplay-Mame ~ |[fullName ~
@ Telephone-Mumber « |telephaone |
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<Attributestatement:>

= <Attribute
SAML Assertions
<AttributeValuerMNiagaraOperators</AttributeValue:

</Attribute>
<Attribute

Request Response SAML Name="email" >
<AttributeValuerpjfry@planstexpress. com</AttributeValue >

</Attribute:
<samlp:Response <Attribute
ID="_05044298-2253-471c-3984-333F727a3220" Name="fullName">
Version="2.8" <AttributeValue>Phillip J. Fry</AttributeValue:
Issuelnstant="2819-08-81T19:54:46.456Z" </Attribute>
Destination="https://jace25.training.lan/saml/assertionConsumerservice” <Attribute .
Consent="urn:oasis:names:tc:SAML:2.8:consent:unspecified” Name=.telephnne > ] .
InResponseTo="_ 32150362-F0d2-4951-be55-cdfTcoe679F1" e riributeValue>5os-555-1212¢/AttributeValuey
1?1n5:sam1p="urn:nasis:names:tc:SAHL:E.E:prDtncal“b <HAt::?EE;;SEE:Zment>
¢Issuer S -
xmlns="urn:ocasis:names:tc:SAML:2.8:assertion™>http://idp.training. lan/adfs/services/trust
<fIssuer:
<samlp:Status:
<samlp:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:Success” />
</samlp:5tatus>
<Assertion
ID="_ acccfeed-48f6-4TdE-8584-13ef@76cE559"
Issuelnstant="2819-88-81T19:54:45.425Z"
Version="2.8"
xmlns="urn:pasis:names:tc:SAML:2.B:assertion™:
<Issuer>http://idp.training.lan/adfs/services/trust</Issuer:
<ds:Signature

[T Fa] = £ = Fi |

« Browser extensions or SAML |log are useful to debug.
* View attribute key names and values in assertion.
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SAML Metadata URL (4.8)

« Simplifies IdP configuration by providing metadata via XML.
« https://<host>/saml/samlrp/metadata?scheme=<schemeName>

&« (& & bldg1f1.ns2022.lan/saml/sa

ntityID="https://bldglfl.ns20822.1lan:443/saml/ ">
a

iptor xmlns:md="urn:casis:names:tc:5AML:2.@:metadata" walidUntil="2824-83-18T18:51:417" cacheDuration="PTe848005" e
i AuthnRequestsSigned="true" WantAssertionsSigned="true" protocolSupportEnumeration="urn:oasis:names:tc:5AML:2.8:protocol”>

or use="signing">
xmlns:ds="http://www.w3.org/2000/09/xmldsig#" >
te>MITEKzCCAxDgAWI BAgTMdtwHRF3z1B79138gMARGCSqG5S I b3DQEBCwUAMHA XHTALBgNVBAMMFHNh bl f € 2 1nbm1uZ19jZ X 18X 3NWMRgwF gYDVOQLDASUcm] kaXvt IFN1cHBvcnQxEDADBgNVBACME

</md:KeyDescriptor:
<md :NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified< /md:NameIDFormat:>
umerservice Binding="urn:casis:names:tc:SAML:2.8:bindings:HTTP-POST" Location="https://bldglfl.ns2822.lan:443/saml/assertionConsumerservice” index="1"/>

<md : AssertionCons
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SAML Idp Service (4.9)

 Native Niagara based ldentity Provider (IdP).
« Typically setup in the supervisor station.

* Requires samIDP feature : : T
in license.

Property Sheet

© saMLIdPService (SAMLId P Service)
m Status [0k}
[l Fault Cause
(M Enabled @ true
(W 1dP Server Certificate niagara idp
m Entity ID https://sup.ns2022.lan:443/saml/
[l Time Skew +00000h 03m 00s|<
(@ Apply Time Skew To Response | false
O circle Of Trust Folder Circle Of Trust Folder
[l xmlEncrypter Saml Xml Encrypter
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Circle Of Trust (COT)

« Component which defines a group of stations to which designated
users have access via SAML authentication.

« Each COT has its own HTTP Redirect Endpoint URL.
 Can define multiple COT components under the SAML IdP Service.

. Config . Senvices . SAMLIdPSernvice . Circle Of Trust Folder o NS2022 / Circle Of Trust Editor -
Display Name Value Commands
(M Description NS2022
(Ml Http Redirect Endpoint https://sup.ns2022.lan:443/saml/idp/auth/http
(@ Enabled true @
Stations Users Auth Schemes Prototypes
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COT Editor

« Stations - configures which stations are included.
« User - configures which station users are included.

« Auth Schemes - configures authentication schemes such as LDAP
where a local user may not exist to be assigned. Enabling an
authentication scheme allows all users who log in with that scheme to
utilize SAML SSO.

* Prototypes - defines place holder names for user prototypes used in
the remote stations to assign role, nav file and other properties to users
created via SAML authentication.
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COT - SAML Prototypes

« Configures the user prototype for each COT.
 Only lists COT components which have the user enabled.
 Configured on user prototype for authentication schemes such as LDAP.

Default Web Profile HTML5 Hx Profile
(M SAML Prototypes SAML CoT Prototypes
(i NS2022 & Manager (] Operator
(M training & MySweetPrototype
Mobile Web Profile Default Hx Profile
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Configure Niagara IdP and SAML Scheme

« Manually add/configure SAML Idp Service including COT and user’s
SAML prototypes.

 Either manually or using set property job step, setup user prototypes
INn remote stations.

« Use the provisioning job step to:
« Add and configure the SAML Authentication Scheme to remote stations.

 Import the public signing certificate from the supervisor to the trust store of
each remote station.

 Generate a unique certificate in the remote station’s user key store to be used for
signing/encrypting SAML messages.

* Assign the remote station’s certificate to the applicable station Service Provider
(SP) under the COT in the supervisor.

NSZOZZ TRIDIUM



Client Certificate Authentication (4.8)

* Provides authentication using PKI certificate instead of traditional
username and password.

 Extended key usage must be TLS Web Client Authentication.

 User must export public key from their certificate and share with the
Niagara system administrator.

2 ClientCertAuthScheme (Clent Cert Auth Scheme)
@ Logn Button Text |Log in with Client Certificate
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Supervisor.MyDomain.com

Client Certificate Architecture [\ G—_pGsu—G—_——m—"

Workbench or Browser

‘ O O‘?I @ :; Foxs or HTTPS
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Foxs

Niagara Station (SP)

3
[5}
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Kiosk Support - Client Authentication (4.8)

« Browser based kiosks can utilize certificates in the client’s key store
for station authentication.

e Station SSO configuration or client browser cookie may allow the
browser client to automatically attempt certificate authentication.

« Browser client may be configured to automatically select a specific
certificate for a given URL.
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Summary

 Niagara 4 supports SSO through various authentication schemes such
as LDAP/AD with Kerberos, SAML and Client Certificate.

« SSO mitigates risk for access to third party systems, reduces password
fatigue and reduces time spent re-entering passwords for the same
identity.

« SAML is an open standard for exchanging authentication and
authorization data in the form of encrypted messages passed between
security domains.

« Both on premise and cloud based IdPs are supported.

* Niagara specific user properties such as roles, nav files and web profiles
are configured with user prototypes.

* Client certificate authentication in conjunction with SSO simplifies
browser-based kiosk authentication.
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Questions
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