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The Niagara Journey



Roadmap & 
Vision

Fully 
Integrated 

& 
Automate
d Facility 
Systems

Big Data 
Integrity

Optimal 
Space and 

Asset 
Utilization

Provides a 
Safe and 
Healthy 

Environm
ent

Empowers 
Workers 

with 
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s 
Workplac

e Tech

Contribut
es to 

Carbon 
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The Niagara Journey

• Align with expectations of modern IT infrastructure & changing 
user base.

• Expand capability to encourage usage of Niagara across 
enterprises.

• Meet obligations for certifications, quality & updates.

Added Support Infrastructure
Thin Client & Robust UI

Connectivity First
Optimized Workflows

Subscription 
Licensing
New Ways of 
Deployment





Niagara Framework®: Always Evolving –
4.12

Visualization DeploymentSecurityConnectivity Certification & 
Compliance

Niagara 4.12 brings exciting new features that continue to evolve Niagara’s key tenets of 
visualization, rapid deployment, security, Edge, connectivity, certification and IT 

compliance.

WebWiresheet 2.0
HTML5 Niagara 

Point Manager View
HTML5 BQL Query 

Builder

Critical Support Updates & 
Enhancements

MQTT – Azure Auth
HTTP Driver

MSTP Engine Optimization
MaxPro Support in Video 

Framework

Expanded History 
Character 
Limitation

BACnet Protocol 
Revision 15 

Update

Internationalization 
Support

Edge Tools Updates





WebWiresheet 2.0

Logic 
Building 

Simplified

• Intuitive Linking

• Multi-Selection Mode

• Rapid Relation 
Marking

• Search Service 
Integration

With Niagara 
4.12 & 

Wiresheet 2.0

Get Back 
Your 

Valuable 
TimeWebWiresheet is a native 

HTML5 configuration tool which 
extends the power of the 
Workbench Wiresheet 
Application into a Browser 
Environment



HTML5 Niagara Network Point 
Manager
Extends the functionality of the 
Workbench Niagara Point Manager 
Application into a Browser 
Environment.

Discovery and addition of components via 
an enriched HTML5 Browser Interface

Drag-n-drop functionality

Improved user experience

Enhances your workflow efficiency

Provides Added Flexibility

Reduces 
Truck Rolls!



HTML5 BQL Query Builder
Provides an enhanced querying 
workflow and improved user 
experience, giving you even 
more flexibility to quickly get 
the job done

• Query components via an HTML5 
Browser Interface

• Configure Reports in a Browser 
using the Report Service

• Create BQL queries for later use 
across your Niagara Stations





MQTT Driver Azure ® Authenticator
Reduce the time and complexity of integrating Niagara 
with cloud solutions with updated connectivity options.

Updates to Niagara MQTT driver to support 
Azure authentication

Utilize with the JSON Toolkit to construct cloud 
messages



HTTP Client Driver
The HTTP Client module provides tools and a driver, which interact with HTTP 
services, such as web services and restful API endpoints

Niagara 
Superviso
r

JACE

SW Option for 
Purchase

Execute a GET, POST or 
PUT between Niagara and 
APIs or web services

Permits data exchange 
both in and out of a station

Requires Active 
SMA

{ ; }
JSON



JACE®  MSTP Engine Optimization

Prior to 4.12, MSTP communication on a JACE was handled by the primary processor
Now in Niagara 4.12, MSTP processing has been re-engineered to utilize the on-board 
co-processor to ensure robust and efficient communication



Integration with Video Surveillance
• Now Supported in 

the Video 
Framework

Integrate wi
th BMS via 

HTML5 
presentatio

n

Stream live 
or recorded 
video feeds

Integrate 
video with 

Niagara 
Alarm 

Console

Other 
supporte

d 
integratio

ns

Milestone 
Xprotect

Professional+ 
and 

Corporate
Axis Cameras 

(Live 
Viewing)





General Cyber Security Enhancements
User Prototypes & Authentication Scheme

• The SAML Authentication Scheme can now be configured to optionally merge user prototypes that match a user's 
prototype attributes, instead of just picking a single prototype.

• LDAP and Kerberos authentication schemes can now be configured to optionally merge user prototypes that match a 
user's prototype attributes, instead of just picking a single prototype.

Platform User Access
• Niagara Daemon user logins and login failures are now captured in the local station’s "Security Audit Log“

Security Dashboard Enhancements
• Hidden Users are now displayed on the User Service Card



Securing Niagara - 3rd Party Module 
Signing

Verification
Mode

Description

Low Modules that are unsigned, untrusted, or have expired certificates will 
cause warnings but still function. Error if signed module modified after it 
was signed.  Can be increased to Medium or High.

Medium All modules must be signed by valid, trusted certificate (may be self-
signed). Can be decreased to Low or increased to High.

High All modules must be signed with CA Certificate. Can be decreased to 
Medium.

Niagara 4.8
Niagara 4.9 - 4.11

Niagara 4.12
Niagara 4.x (Future)

Low Medium High

Default Verification Mode by Version





Internationalization Support
New Release Artifact which provides a delta of the lexicons added, edited or removed 
in the release in a user-friendly format

Targets Non-English-Speaking 
Segments

Quickly Incorporate Release 
Lexicon Changes into your 
Applications



Facilitating Niagara at the Edge

Reduce time spent installing, commissioning, and configuring multiple Niagara devices 
with application templates and provisioning. The latest updates to Edge Tools include:

 Enhanced Layout –
Combined Network & Device 
Job Step Windows

 New Provisioning Job Steps 
– Remove Platform User, Set 
Platform User & Remove 
Property

 Upgrade License Job Step 
now allows users to Defer 
Reboot for Later 





History Character Limit Expansion
In previous versions of the Niagara Framework, the character limit on history 
names was 44. Now in Niagara 4.12, the limit has been expanded to 200 
characters. 

Giving you back the flexibility you deserve!
Conform with any Point 
Naming Convention

Removes the need for 
cryptic point naming

Quickly Locate Niagara 
Histories



Supported 
Infrastructure

Keeping pace with advancing 
infrastructure to enable more efficient, 

long-term support

Windows

Windows 10 64-bit
Professional / Enterprise

Windows 11

Windows Server 2016

Windows Server 2019

Linux

Red Hat Enterprise 
Linux
7.x 64-bit

RedHat Enterprise Linux
8.x 64-bit

Ubuntu Desktop & 
Server
20.04 LTS

Supported Operating Systems

Mobile

iOS 12

iOS 13

Android 8 (Oreo)

Android 9 (Pie)

Android 10 (Queen 
Cake)

SQL Database

MySQL Server 8.0
(mysql-connector-java-
8.0.24)

MS SQL Server 2016 (v13)

MS SQL Server 2017 (v14)

MS SQL Server 2019 (v15)

SQL Database

Oracle 12c.1/2

Oracle 18c

Oracle 19c LTS

Niagara SystemDB

Orient v3

Browser

Chrome (v85)

Firefox (v81)

Microsoft Edge (v85)

Web Launcher

Mobile Browser

Safari on iOS (v13.1)

Chrome on Android 
(v85)

Supported Databases Supported Browsers

New 
Additions 
Shown in Bold

Virtual Machine

VMWare ESXi 6.7





Visualization
• HTML5 ColorEditor
• PX Transform Pane – Mirror, Flip & Rotate
• HTML5 GridTable Export

Tagging
• New Version Property on All Dictionaries
• Ad-Hoc Enum Range Support 

Connectivity
• kitControl Reset Component

Niagara 4.12 Hidden Gems

A Collection of 
Smaller Features 
with each release 

that provides 
specific ongoing
value for Niagara 

stations, 
applications, 

services and/or end-
users



4.xx



Niagara Framework®: Always Evolving –
4.xx

Visualization DeploymentSecurityConnectivity Certification & 
Compliance

The next generation of Niagara brings exciting new features that continue to evolve 
Niagara’s key tenets of visualization, rapid deployment, security, Edge, connectivity, 

certification and IT compliance.

HTML5 Niagara 
Device Manager 

Views
HTML5 Certificate 

Manager

Multi-Tiered SystemDB
Subscription Licensing
Containerized Niagara

Edge Tools Updates
Enhanced Installer

BACnet 
Protocol 

Revision 16 
Update

Haystack 4
Modern Auth 

Support for Email 
Service

Remote Updates

Critical Support Updates & 
Enhancements

SysLog Integration





Niagara Framework 4.10 LTS – Features 
Overview

Security

Critical Defects/Enhancements

Certification & 
Compliance

BACnet 
Certification

JACE-8000 = B-BC profile, 
Supervisor = A-WS, AS-B, and MOU-B 

profiles
Edge-10 = B-BC profile

Visualization Deployment

System DB Support for 
Tag Based PX

UI Performance 
Enhancements

Video Surveillance 
Viewer

HTML5 Tag Manager

Edge Tools Updates
Bulk Certificate Signing Tool

Connectivity

MQTT – Google Auth
Edge Licensing Scheme



4.10 LTS – Update Build Cadence

4.10R 4.10u1 4.10u2 4.10u3 4.10u4 4.10u5



The Why - Key Highlights

Support Updates & Defect Fixes through Q4 2023

Stability Targets Application Developers & 
Enterprises

Functionality Powerful Feature Set





Niagara Framework: Always Evolving – 4.11

Visualization Deployment Security Connectivity Certification & 
Compliance

WebWiresheet
WebChart 

Enhancements

Critical Support Updates 
& Enhancements

TLS 1.3

BACnet/SC
Archive History Provider

Edge Tools Updates
Optimized JACE Memory

Added Support Infrastructure

Alarm Archive Provider



The Why – Key Highlights

Appeal Latest & Greatest Features in Niagara

Innovative Targets Customers Who Need New 
Functionality

Secure Updates to Latest Support Tech & 
Libraries





JACE-9000 - Product Intro
Key Features
• Quad core iMX8M+ CPU
• Double the amount of RAM
• 4X the amount of storage
• Ubuntu Core 20 operating system
• Wireless and Non-Wireless model
• Refreshed branding clip
• Easy drop-in replacement / upgrade to JACE-

8000
• Supports all existing expansion modules (and 

remote IO)
• All connectors in same location and same 

orientation

Roadmap Objectives

• Remote device management
• Edge computing platform
• Mobile management UI
• Machine learning capabilities (NPU)

JACE-
9000

Industry leading enterprise 
supervisory controller



JACE-9000 - Product Comparison
JACE-8000 JACE-9000

Processo
r

Single Core 1GHz
TI AM3522

Quad Core 1.6GHz
NXP iMX8M+

Operatin
g System QNX Ubuntu Core 20 

Linux

Memory 1GB 2GB

Storage 4GB uSD 8GB uSD

RS-485 
Ports 2 2

USB 
Backup Yes No

Ethernet 10/100 10/100/1000

FRAM 2Mbit 4Mbit

Wi-Fi 2.4GHz 2.4 & 5GHz

Bluetoot
h NO Yes

Debug 
Port Yes Yes

Performance

Security

Compatibilit
y

Supply 
Chain





Niagara Containerization – Introduction

• Niagara Framework supplied in a Docker container

• Partner OEMs can add their own applications as required 
prior to their deployment

• Support for AMD_x86 and Arm64 architecture

• For OEMs using a container management system, this can 
facilitate easy remote deployment and updating of 
Niagara on connected devices

• As the container is commissioned, it will contact the Tridium 
entitlement server to authorize install, deploy license, and 
stay activated

• Containerized Niagara is being launched as a subscription 
only service

Niagara
Licensing
entitlement server

subscription 
management



Containerization – Roadmap
• Early adopter phase - Docker Container provided with full Niagara 

build plus built in JRE & Niagara licenses with 90-day expiry for 
testing in the partner OEM’s lab

• Pilot phase – containers provided for pilot customer sites – Docker 
container provided with full Niagara build plus built in JRE & 
maximum required Niagara licenses with agreed expiry date (up to 
6 months)

• All containers to be deployed in an environment that can contact 
the Tridium Entitlement Server to manage a) registration and 
activation of new site licenses b) validity of a site license c) feature 
set and optional add-ons to Niagara license

• Commercial offering targeted to coincide with Niagara 4.13 release

Early 
Adopter

Pilot

General 
Access





Niagara Enterprise Security – Roadmap

ADDRESS 
TECHNICAL 

DEBT

VISUALIZATION 
IMPROVEMENT

S

INTEGRATION

VIDEO 
FRAMEWORK

CONNECTIVITYENHANCED 
SEQUENCES



VISITOR MANAGEMENT 
Configurable, intuitive check-in process with reporting

CONTRACTOR MANAGEMENT 
Pre-induction and geo-fenced mobile check-in 

COMPLIANCE MANAGEMENT 
Digitize manual processes; record of logs and approvals

OCCUPANT EXPERIENCE
Frictionless access, information, feedback, booking

Seamless and integrated solution to help you manage risk 
and compliance in your Niagara Enterprise Security.

SINE | Niagara Enterprise Security 
Integration





ADDRESS 
TECHNICAL 

DEBT

VISUALIZATION 
IMPROVEMENT

S

ADVANCED 
CALCULATIONS

FAULT 
DETECTION & 
DIAGNOSTICS

ENHANCED 
SEQUENCES

BEST-IN-CLASS 
CLOUD-BASED 

APPS

Niagara Analytics – Enhancements Roadmap



Tridium Professional 
Services 



E-
Signatu

re

Compati
ble with 
the Edge 

10

LDAP 
Integrati

on

Tridium Professional – 4.12 Enhancements



CHARLOTTE, NC | APRIL 4-6

Q&A



Thank you!!
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