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LESSONS LEARNED



22-Story Tower
18 JACE 8000’s
28 Plant Controllers (Used as Routers)
62 Meters
29 VFD’s
785 Field Controllers

2 BACnet Broadcast Offenders
1 OT Network
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On-Site

?



ROOT CAUSE ANALYSIS
1. Commissioning team used a packet-capture tool 

to scan all BACnet traffic 12 times.
2. Located Broadcast offenders (2)
3. Located high-traffic and slow/no responders

• CONCLUSION:
1. Inconsistent Programming Practices
2. Mixed manufacturers on same trunk





LESSONS LEARNED CONTINUED
1.No plant controllers as routers
2.Don’t mix manufacturers on same trunk
3.Don’t assign blame until scans complete
4.Maintain core unit programming team
5.Introduce a Holistic OT Commissioning scope
6.Hire an Experienced technology OT 
Commissioning Authority!
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OT NETWORK TOPOLOGY 



OT NETWORK 
COMPONENTS
• Edge switches

• Network media (fiber or CAT 6)

• Network management switch 
w/GUI



OT NETWORK 
COMPONENTS
• Layer 3 router

• UPS

• Power distribution unit

• VPN/Firewall



OT NETWORK MDF 

Pre-functional

• Coordinate approved location for OTN 
MDF

• Verify that all components are installed 
per approved submittals

• Verify components are protected (UPS)

• Verify that server rack has lock and key

OT GRAPHICAL USER INTERFACE

OT NETWORK CONTROLLER

POWER DISTRIBUTION

LAYER 3 ROUTER

UPS

OT NETWORK MDF
NOT TO SCALE

WALL MOUNTED 
SERVER RACK

REDUNDANT OT GRAPHICAL USER 
INTERFACE

REDUNDANT OT NETWORK 
CONTROLLER

SERVER

FIREWALL

4 PORT SWITCH



EDGE SWITCHES
Pre-functional

• Verify power to switch

Functional Test

• Verify communication w/network 
management switch

• Verify switch type (capacity, POE, etc.)



NETWORK GRADE PDU
Functional Test  

• Verify remote access to PDU

• Test each outlet for device reset



LAYER 3 ROUTER

Functional Test  

• Verify communication with network 
management switch

• Verify VLANs (per owner’s requirements)

• Verify that IP address traffic is being 
routed properly back to the supervisor



NETWORK MANAGEMENT SWITCH

Pre-functional Test  

• Verify all edge switches on the network 
are communicating

• Verify MAC address of connected 
devices to every switch



FIREWALL/VPN

Functional Test  

• Verify configuration

• Verify Users & Authentication





Commissioning
Agent as a 
Partner
Good communication is the key 
to system coordination



Partnering with Commissioning

• Set up Program
• Cyber 
requirement

• IT requirements
• ASHRAE 
Guideline O Cx 

Vs PMI process

Smarter buildings/facilities = more complex construction;  requires proactive commissioning planning & coordination



Case Study - DEN Expansion

• $2B Program
• 39 Gates
• 80 Systems
• 4 different BAS 
control platforms

Smarter buildings/facilities = more complex construction;  requires proactive commissioning planning & coordination



Airport Systems



Facilities types
• Inmate rooms
• Medical and mental health clinic
• Administration building
• Food service building
• Offices
• Classrooms
• Kitchen
• Laundry
• Industry work areas
• Communications, data center and security electronics rooms.

$1B, 31-Building Campus 
Totaling 1.36M SF, Niagara 
Controls

Case Study - Utah’s Department of 
Corrections



Systems in the Campus
• Building Exterior 
Closure

• Conveying Equipment
• Fire Suppression
• Plumbing
• HVAC
• Electrical System
• Electronic Safety and 
Security

Indirect Direct Evaporative Cooling

2 Tier Housing HVAC Design



Correctional Facility Networks



Commissioning Management
• Understanding stakeholder & stakeholder’s needs

• Owner’s Project Requirements (OPR)

• IT System Communication Protocols

• Understanding communication paths and 
contractual links

• Understanding project charter

• Partnering session

• Schedule 



Commissioning Management
• Create Project Execution 

Plan

• PM software (BIM360)

• Cx software 

• FDD requirements

• Cx plan

• Cx specifications

• Specification Divisions 
22,23,26,27,28

• Functional Performance 
tests

• Integrated Systems Test

• Communication plan

• Meeting schedule

• Cx schedule requirement 
integration into master 
program schedule

• Establishing M&V 
requirements

• Establishing turnover criteria

• CMMS integration

• Cyber

• O&M Training

• Control Systems 



Q&A



Thank 
You. 
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