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ird’s Eye View of Security

SecurityService 9] [ Security Dashboard v [X]

System View | Station View

summit2022

Security settings all in
one spot

35

TOTAL FEATURES

Info 10

Fasy to read color
coding

DOK 24
Hide

Warning 1
Hide

. 7 . L] u
User Service A Super User with name "admin" () Web Service () Http Enabled is set to false, while Https
exists. = isEnabled.

) Lock Out feature is enabled in the User (/) Https Min Protocol is TLSv1.2+.
Service. -

Number of all users in the station is: 2. ) Cipher Suite Group (for TLS

connections) is set to: Recommended. m n n t S t h t n
6 ) Number of Super User accounts in the 1 3 ) Certificate is in validity period:

station is: 1. ~ localhost2020signed.
Password expiration is DISABLED for (&) Certificateis signed: -
all users. ~  localhost2020signed.
Concurrent sessions are ENABLED for () Require Https For Passwords is
super users: admin ~  enabled.
() Same Site cookie attribute is set to:
Warning 1 ~ Lax.
@ 0K 1 ©0oK 12 ) Host header validation is ENABLED.
Info 4 MORE Info 1 MORE
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Security Dashboard Card

Web Service Host header validation is DISABLED. CO n ta | n S m a n y re | a te d

Same Site cookie attribute is set to: None.

- Http Enabled is set to false, while Https is Enabled. I t e I I I S
l 3 (&) Https Min Protocol is TLSv1.2+.

O samensonsmsas | iNks back to a singl
E:}[lnemrr?‘lg;z:?up{ or TLS connections) is set to | n S a C O a S I n e
) Certificate is in validity period: localhost2020signed. CO m p O n e n t

/) Certificate is signed: localhost2020signed.

(] Alert 1 ) Require Https For Passwords is enabled.
Warning 1 .
) 8 /) AWLHTTP security headers are enabled.
) 0K 10 _ | -
Info 1 MORE
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Security Dashboard Item

Consists of a status, summary, and description

Web Service — Host header validation is DISABLED.

E Web Service
Same Site cookie attribute is set to:

—
. . [ Alert Warning | 1 0K |10 Info 1
— —> () Http Enabled is set to false, while H — L,_ - e
l : ; @ Https Min Protocol is TLSv1.2+. I
E Wast haadar ualidation is DISABLED
ioh . f ‘ The Host header i5 used to generate certain redirects and URLs. Turning on validation and setting a list of allowed values for the Host
@ Cipher SUItl:.'j G';OU p (for TLS connect header ensures that these URLs are being constructed with known, secure values,
Recommended. Same Site cookie attribute 1s set to: None.
1 e H™ H . etting Same 5ite to "Lax" or "5trict” is recommended to help protect against cross-origin information leakage and cross-site request
Certificate is in validity period: local Setting Same Site to "Lax” or "Strict” | ded 1o hel ' igininformation leakage and '
forgery attacks.
@ Certificate is signed' localhost2020s E—._f} Http Enabled is set to false, while Https is Enabled.
’ Setting Https Enabled to true is recommended to enable secure connections,
Alert 1 : : ~ . . |
] () Require Https For Passwords is ena () Https Min Protocol is TLSv1.2+.
Warning 1 )
_ () AUHTTP security headers are enabled.
©) OK 10
Info 1 MORE
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What’s the Benefit?

I\
N QY x *’}’.":
=L W
0 Ak

Makes security easier!
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Why We’re Here

Public APl allows custom modules to:

o/
o -
V—
V—

Add a new card Add items to an
to the dashboard existing card
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Sample Module
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HttpClientDevice

- MNav Property Sheet
#H o () My Network a SAMLMetadataFetcher (Hitp Client Device)
F. Status {ok}
@ My Host: (summit2022) @ Enabled @ true
@ My File System [l Fault Cause
O vy Modules [ Health Ok [16-Feb-22 2:26 PM EST]
RS © Alarm Source Info  Alarm Source Info
& station (summit2022) 9, Authenticator Http Authenticator
A Alorm (W Auth Type | httpClient NoHttpAuth 0
Config
S @l Config Mo Http Auth
@ SEMices
@ Transport Http Transport
e Drivers &
httpClient OkHttpTransport L -
@ Nisgaranetwork Ml Transport Type p p p o
@ Httpclienthetwork [l comm Ok Http Transport
& SAMLMetadataFetcher _ (M Http2 Enabled @ folse
Apps [l Tls Connection Spec  |Restricted _tls
Q rolder {P Ping Address Http Client Ping Address
@ HttpClient Ll Health Http Response Health
Q Files £ Address https://localhost/saml/samlrp/metadat....
[=) Hierarchy [l Mode Secure
@ History |l Host Address  |localhost
[l Port 443 [-1-65536]
F. Path /saml/samlrp/metadata?scheme=SAMLAuthent:

NSZO22 TRIDIUM




HttpClient

- Nav

Property Sheet
w o © vy Netwark @ HttpClient [Http Client)
(W Enabled ® true
@ My Host: =y (summit2022)

&) My File System
G My Modules
@ Platform r. out
# Station (summit2022)

.‘ Alarm

© config CJ Health Http Response Health

@ SERIE u‘:ﬁ Address https://stationl.domain.com/saml/saml...
6 WiagaraMetwork

[ Host Address | stationl.domain.com

@ HttpClienthetwork

- (@ Port 143 [-1-55536]
8 SAMLMetadataFetcher
r- Path /saml/samlrp/metadata?scheme=5AMLAuthent|
(@l Method GET
@ HttpClient Headers Http Headers
Parameters Http Parameters

X Http Tuning Policy  Http Standalone Tuning Policy

Hierarchy
. Q\ Authenticator jcator
@ History _____Http Authenticat
(@il Auth Type|| |httpClient MoHttpAuth o -
@il config NG Heep A
G} Transport Http Transport
F. Transport Type httpClient OkHttpTransport "9 -
(@l comm Ok Http Transport
(M Tls Connection Spec  |Modern _tls
X, Request Boady Request Body
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HttpClientService

- Nawv

t O (D) My Network

':' My Host: B
& My File System
G My Modules
& Platform
# Station (summit2022)
‘ Alarm

e Config

@ Services

@ HttpClientService

6 AlarmService
@ BackupService

NS2022

(summit2022)

Property Sheet

@ HttpClientService (Http Client Service)
ri Status [ok]
r. Fault Cause
(M Enabled @ true
(Ml Enable Non Driver Clients | () false

L] s M A Expiration Monitor
(M Global Request Throttle
O client Request History

5 M A Expiration Monitor
Request Throttle
Http Client Request History
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Security Dashboard API

BISecurityDashboardItemProvider
Adds items to an existing card.

BISecurityDashboardProvider
Adds a new card.

BISecurityDashboardProviderAgent
Adds a new card. Lets you split your code.
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Add Items to an
Existing Card

N S 2 O2 2 BlSecurityDashboard/temProvider
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Web Service Card

- Web Service ) Http Enabled is set to false, while Https is Enabled.

. Https Min Protocol is TLSv1.2+.

. Cipher Suite Group (for TLS connections) is set to:
Recommended.

l 3 ) Certificate is in validity period: localhost2040signed.
 Certificate is signed: localhost2040signed.
. Require Https For Passwords is enabled.
. Same Site cookie attribute is set to: Lax.
. Host header validation is ENABLED.

_ . AllHTTP security headers are enabled.
©OK 12

Info 1 MORE
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BlSecurityDashboardltemProvider

Must implement BIAgent

Must be an agent on a
BISecurityDashboardProvider or
BISecurityDashboardProviderAgent
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BlSecurityDashboardltemProvider

@NiagaraType
public interface BISecurityDashboardItemProvider
extends BInterface

{

/**
* Sets the object from which security dashboard items will be generated. The default
* implementation does nothing and is suitable for types that implement
* BISecurityDashboardProvider (because that type is itself the items source) or types that will
* petrieve the source(s) themselves.
*/

= default void setSecurityDashboardItemsSource(BIObject object)

{

}

/**
* Returns the version of the security dashboard items.
*/

= int getSecurityDashboardItemsVersion();

/>I<>I<
* Returns a List of SecurityDashboardItem objects.
* @Wsee SecurityDashboardItem
* @param cx The context, used for Llocalization
* @return List of the SecurityDashboardItems
*/
= List<SecurityDashboardItem> getSecurityDashboardItems(Context cx);

}

NSZO22 TRIDIUM




BlSecu

@NiagaraTyps =

public class BHttpClientSecurityDashboardItemProvider

rityDashboardltemProvider

extends BCESEZ

implements BISecurityDashboardItemProvider, BIAgent

{
@Override
public void setSecurityDashboardItemsSource(BIObject object)
{
webService = object.as(BWebService.class);
builder = new SecurityDashboardItemBuilder(this);
}
@Override
public int getSecurityDashboardItemsVersion()
{
return SECURITY_DASHBOARD ITEMS_VERSION;
}
@Override

public List<SecurityDashboardItem> getSecurityDashboardItems(Context cx)

{

List<SecurityDashboardItem> items = new ArrayList<>();

checkClientsForWarning(items,
checkClientsForWarning(items,
checkClientsForWarning(items,
checkDevicesForWarning(items,
checkDevicesForWarning(items,
checkDevicesForWarning(items,

BHttpClientService service =

INSECURE_SUMMARY_OK, INSECURE_SUMMARY_WARNING, INSECURE_DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isInsecure, cx);
BASIC_SUMMARY_OK, BASIC SUMMARY_WARNING, BASIC DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isUsingBasicAuth, cx);
COMPAT_TLS_SUMMARY, COMPAT_TLS DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isUsingCompatibleTls, cx);
INSECURE_SUMMARY_OK, INSECURE_SUMMARY _WARNING, INSECURE_DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isInsecure, cx);
BASIC_SUMMARY_OK, BASIC SUMMARY_WARNING, BASIC DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isUsingBasicAuth, cx);
COMPAT_TLS_SUMMARY, COMPAT_TLS DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isUsingCompatibleTls, cx);

BHttpClientService.service();

if (service != null && service.getEnableNonDriverClients())

checkClientsForWarning(items, NON_DRIVER_CLIENTS_SUMMARY_OK, NON_DRIVER_CLIENTS_SUMMARY_WARNING,
NON_DRIVER_CLIENTS_DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isNonDriverClient, cx);

}

return Collections.unmodifiablelist(items);



BlSecurityDashboardltemProvider
fﬂiifirilﬁii(éﬁiiﬁcirmm@%e”w”(ty"es arTTTEprOTITET——

extends BObject
implements BISecurityDashboardItemProvider, BIAgent

i “object” is a BWebService because
verride .
==» public void setSecurityDashboar‘dItemsSour‘ciﬂ[Object object) > \/\/e’re an ageﬂt on Bwebser‘\[ice, Wh|Ch
webService = object.as(BWebService.class); |S a BISecur‘ityDashboa r‘dpr‘ovider‘
= his);
}
@Override
==P public int getSecurityDashboardItemsVersion()
{
return SECURITY_DASHBOARD _ITEMS_VERSION;
}
@Override
== public List<SecurityDashboardItem> getSecurityDashboardItems(Context cx)
{

List<SecurityDashboardItem> items = new ArrayList<>();

checkClientsForWarning(|ltems, INSECURE_SUMMARY_OK, INSECURE_SUMMARY_WARNING, INSECURE DESER 2 i i 1 i e, cx);
checkClientsForWarning(lltems, BASIC SUMMARY_OK, BASIC SUMMARY_WARNING, BA D .' ON, || BH -nsx-ml|-l\vm-mmxorlﬂ-ll(-lnu(uvn-(-ln-lﬂm.nw X
checkClientsForWarning(lltems, COMPAT_TLS_SUMMARY, COMPAT_TLS_DESCRIPTION, cx);
checkDevicesForWarning(items, INSECURE_SUMMARY _OK, INSECURE_SUMMARY WARNING; =TT y & yUaSITo0a Prrovider: :isInsecure, cX);
checkDevicesForWarning(items, BASIC SUMMARY_OK, BASIC_ SUMMARY_WARNING, BASIC DESCRIPTION BHttpCllentSecurltyDashboardItemProv1der :isUsingBasicAuth, cx);
checkDevicesForWarning(items, COMPAT_TLS SUMMARY, COMPAT_TLS DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isUsingCompatibleTls, cx);

BHttpClientService service = BHttpClientService.service();
if (service != null && service.getEnableNonDriverClients())

checkClientsForWarning(items, NON_DRIVER_CLIENTS_SUMMARY_OK, NON_DRIVER_CLIENTS_SUMMARY_WARNING,
NON_DRIVER_CLIENTS_DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isNonDriverClient, cx);
}

return Collections.unmodifiablelist(items);



BlSecurityDashboardltemProvider

@NiagaraType(agent = @AgentOn(types = "web:WebService"))
public class BHttpClientSecurityDashboardItemProvider
extends BObject
implements BISecurityDashboardItemProvider, BIAgent
{
@Override
public void setSecurityDashboardItemsSource(BIObject object)
{
webService = object.as(BWebService.class);
builder = new SecurityDashboardItemBuilder(this);
}

@Override
public int getSecurityDashboardItemsVersion()
{

}

return SECURITY_DASHBOARD ITEMS_VERSION;

@Override
==P public List<SecurityDashboardItem> getSecurityDa
{

List<SecurityDashboardItem> items = ArraylList<>();

checkClientsForWarning(
checkClientsForWarning(

OardItems(Context cx)

INSECURE_SUMMARY_OK, INSECURE_SUMMARY_WARN.
ems, BASIC_SUMMARY_OK, BASIC_SUMMARY_WARNING, B
checkClientsForWarning(litems, COMPAT_TLS_SUMMARY, COMPAT_TLS_DESCRIPTION.
checkDevicesForWarning(items, INSECURE_SUMMARY_OK, INSECURE_SUMMARY_WARN.

private void checkClientsForWarning(final List<SecurityDashboardItem> items, String okSummaryKey,

}

riptionKey,

Predicate<BIHttpCommClient> secCheck,

Context cx)

List<String> warningClients = HttpClientRegister.getClients().stream()
.filter(secCheck)
.map(commClient -> getClientName(commClient, cx))
.sorted()
.collect(Collectors.tolList());

if (!warningClients.isEmpty())
{

items.add(builder.makeWarning()
.withSummary(warningSummaryKey, String.join(",
.withDescription(descriptionKey));

, warningClients))

else

items.add(builder.makeOk()
.withSummary(okSummaryKey, String.join(",
.withDescription(descriptionKey));

, warningClients))

}

VU, LIVOLUUNL_ LG4 14UIVy DITULPULILIUIILOULUT LUy DUSTIUUUT UL LU 1 UVLULT + « LOLIIoCLuU y VE)

checkDevicesForWarning(items, BASIC SUMMARY_OK, BASIC SUMMARY_WARNING, BASIC_DESCRIPfEON, BHttpClientSecurityDashboardItemProvider::isUsingBasicAuth, cx);
checkDevicesForWarning(items, COMPAT_TLS SUMMARY, COMPAT_TLS DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isUsingCompatibleTls, cx);

BHttpClientService service = BHttpClientService.service();
if (service != null && service.getEnableNonDriverClients())

checkClientsForWarning(items, NON_DRIVER_CLIENTS_SUMMARY_OK, NON_DRIVER_CLIENTS_SUMMARY_WARNING,
NON_DRIVER_CLIENTS_DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isNonDriverClient, cx);

}

return Collections.unmodifiablelist(items);



BlSecurityDashboardltemProvider

@NiagaraType(agent = @AgentOn(types = "web:WebService"))
public class BHttpClientSecurityDashboardItemProvider
extends BObject

implements BISecurityDashboardItemProvider, BIAgent

{
@Override
public void setSecurityDashboardItemsSource(BIObject object)
{
— cvice.class):

builder = new SecurityDashboardItemBuilder(this);
}
@Override
public int getSecurityDashboardItemsVersion()
{

return SECURITY_DASHBOARD ITEMS_VERSION;
}
@Override

==p public List<SecurityDashboardItem> getSecurityDashboardItems(Context cx)

{

List<SecurityDashboardItem> items = new ArrayList<>();
checkClientsForWarning(items,
checkClientsForWarning(items,
checkClientsForWarning(items,
checkDevicesForWarning(items,
checkDevicesForWarning(items,
checkDevicesForWarning(items,

INSECURE_SUMMARY_OK, INSECURE_SUMMARY_WARN.
BASIC _SUMMARY_OK, BASIC_SUMMARY_WARNING, B
COMPAT_TLS_SUMMARY, COMPAT_TLS_DESCRIPTION,
INSECURE_SUMMARY _OK, INSECURE_SUMMARY_WARN.

BHttpClientService service = BHttpClientService.service();
if (service != null && service.getEnableNonDriverClients())

private void checkClientsForWarning(final List<SecurityDashboardItem> items, String okSummaryKey,
String warningSummaryKey, String descriptionKey,
Predicate<BIHttpCommClient> secCheck, Context cx)

{
List<String> warningClients = HttpClientRegister.getClients().stream()
.filter(secCheck)
.map(commClient -> getClientName(commClient, cx))
.sorted()

.collect(Collectors.tolList());

(!warningClients.isEmpty())

(builder.makeWarning()

, String.join(",
.withDescription(descriptionKey));

, warningClients))

(builder.makeOk()

, String.join(",
.withDescription(descriptionKey));

, warningClients))

BASIC SUMMARY_OK, BASIC_ SUMMARY_WARNING, BASIC_DESCRIPf}ON, BHttpClientSecurityDashboardItemProvider::isUsingBasicAuth, cx);
COMPAT_TLS_SUMMARY, COMPAT_TLS_DESCRIPTION,

VU, LIVOLUUNL_ LG4 14UIVy DITULPULILIUIILOULUT LUy DUSTIUUUT UL LU 1 UVLULT + « LOLIIoCLuU 5

7

BHttpClientSecurityDashboardItemProvider: :isUsingCompatibleTls, cx);

checkClientsForWarning(items, NON_DRIVER_CLIENTS_SUMMARY_OK, NON_DRIVER_CLIENTS_SUMMARY_WARNING,
NON_DRIVER_CLIENTS_DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isNonDriverClient, cx);

}

return Collections.unmodifiablelist(items);



BlSecurityDashboardltemProvider

@NiagaraType(agent = @AgentOn(types = "web:WebService"))

public class BHttpClientSecurityDashboardItemProvider
extends BObject
implements BISecurityDashboardItemProvider, BIAgent

public void setSecurityDashboardItemsSource(BIObject object)

==p public List<SecurityDashboardItem> getSecurityDashboardItems(Context cx)

INSECURE_SUMMARY_OK, INSECURE_SUMMARY_WARNING, INSECURE_DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isInsecure, cx);
BASIC_SUMMARY_OK, BASIC SUMMARY_WARNING, BASIC DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isUsingBasicAuth, cx);

{

@Override

{
webService = object.as(BWebService.class);
builder = new SecurityDashboardItemBuilder(this);

}

@Override

public int getSecurityDashboardItemsVersion()

{
return SECURITY_DASHBOARD ITEMS_VERSION;

}

@Override

{
List<SecurityDashboardItem> items = new ArrayList<>();
checkClientsForWarning(items,
checkClientsForWarning(items,
choclkCliontelonlianninalitems,

checkDevicesForWarning(
checkDevicesForWarning(
checkDevicesForWarning(

[tems,
[tems,
[tems,

COMPAT_TLS_SUMMARY, COMPAT_TLS DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isUsingCompatibleTls, cx);
INSECURE_SUMMARY _OK, INSECURE_SUMMARY_WARNING, INSECURE_DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isInsecure, cx);
BASIC_SUMMARY_OK, BASIC SUMMARY_WARNING, BASIC DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isUsingBasicAuth, cx);
COMPAT_TLS_SUMMARY, COMPAT_TLS DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isUsingCompatibleTls, cx);

BHttpClientService service =

if (service != null && service.getEnableNonDriverClients())

checkClientsForWarning(items, NON_DRIVER_CLIENTS_SUMMARY_OK, NON_DRIVER_CLIENTS_SUMMARY_WARNING,
NON_DRIVER_CLIENTS_DESCRIPTION, BHttpClientSecurityDashboardItemProvider::isNonDriverClient, cx);

BHttpClientService.service();

5

return Collections.unmodifiablelist(items);



The Result

Web Service Secure Encrypted Connection (TLS/HTTPS) is NOT
USED for clients: SAMLMetadataFetcher

HTTP Basic Authentication is being used for clients:
SAMLMetadataFetcher

Compatible TLS is enabled for clients:
l 6 SAMLMetadataFetcher
Http Enabled is set to false, while Https is Enabled.

Https Min Protocol is TLSv1.2+.

. Cipher Suite Group (for TLS connections) is set to:
Recommended.

 Certificate is in validity period: localhost2040signed.

Warning 3 Certificate is signed: localhost2040signed.

o
i .,-" /]
et DK 12 Peminre HHme Ear Pacewrarde 12 eanahlad

Info 1 MORE
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Create a New
HttpClient Card
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BlSecurityDashboardProvider

Extends BISecurityDashboardItemProvider
Is not a BIAgent

Specifies a hyperlink ord and header name

NSZO22 TRIDIUM



BlSecurityDashboardProvider

@NiagaraType
public interface BISecuritvDashboardProvider

extends| BISecurityDashboardItemProvider Must also implement
{ L \ getSecurityDashboardItemsVersion(),

* Get the display name of the dashboard section. getSecur'ityDashboar‘dItems(), but not

* @param cx The context, used for localization .
* @return localization info for the dashboard section display name setSecur1tyDashboardItemsSour'ce()

*/
—» LexiconFormatInfo getSecurityDashboardSectionHeader(Context cx);

/**

* Returns the ORD of the service/security item that should be hyperlinked to
for more details. This ORD will be considered relative to the

{@code BISecurityDashboardProvider} instance, so in most cases,

{@code relativizeToSession()} should be used.

@return the ORD to the service/security item. This may also return
{@code null} or {@code BOrd.DEFAULT} to indicate that no hyperlink should
* be shown.
*/
—» BOrd getSecurityDashboardSectionHyperlinkOrd();
}

* X ¥ ¥ %X x
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BlSecurityDashboardProvider
puslic class|aHttpcliont

implements BIHttpCommClient, BIHttpCommClientTransport, BIHttpCommClientWrite, BISecurityDashboardProvider

{

@Override
- public LexiconFormatInfo getSecurityDashboardSectionHeader(Context cx)

{
}

return LexiconFormatInfo.make(TYPE,|SECTION_HEADER, getClientName(this, cx));

@Override

==p public BOrd getSecurityDashboardSectionHyper
{

return getNavOrd().relativizeToSession();

}

private static final String SECTION_HEADER = "securityDashboard.httpClient.sectionHeader.client";

module.lexicon
securityDashboard.httpClient.sectionHeader=HTTP/WebSocket client ({0})

@Override
—p public int getSecurityDashboardItemsVersion()

{
return SECURITY_DASHBOARD _ITEMS_VERSION;

}

@Override
—p public List<SecurityDashboardItem> getSecurityDashboardItems(Context cx)
{
List<SecurityDashboardItem> items = new ArraylList<>();
checkClientForWarning(items, INSECURE SUMMARY _OK, INSECURE SUMMARY WARNING, INSECURE DESCRIPTION, isInsecure(), CX);
checkClientForWarning(items, BASIC SUMMARY OK, BASIC SUMMARY _WARNING, BASIC DESCRIPTION, isUsingBasicAuth(), cx);
checkClientForWarning(items, COMPAT TLS SUMMARY OK, COMPAT _TLS SUMMARY WARNING, COMPAT TLS DESCRIPTION, isUsingCompatibleTls(), cx);

return Collections.unmodifiablelList(items);



BlSecurityDashboardProvider

public class BHttpClient
extends BComponent
implements BIHttpCommClient, BIHttpCommClientTransport, BIHttpCommClientWrite, BISecurityDashboardProvider

@Override
public LexiconFormatInfo getSecurityDashboardSectionHeader(C

{

boolean isInsecure, Context cx)
return LexiconFormatInfo.make(TYPE, SECTION_HEADER, getCl1i{ {

} if (isInsecure)
{
@0verride items.add(builder.makeWarning()
public BOrd getSecurityDashboardSectionHyperlinkOrd() .withSummary(warningSummaryKey)
{ .withDescription(descriptionKey));
return getNavOrd().relativizeToSession(); }
} else
{
@Override items.add(builder.makeOk()

public int getSecurityDashboardItemsVersion()

{

}

@Override

.withSummary (okSummaryKey)
.withDescription(descriptionKey));
return SECURITY_DASHBOARD_ITEMS_VERSION;

private void checkClientForWarning(final List<SecurityDashboardItem> items,
String okSummaryKey, String warningSummaryKey, String descriptionKey,

—p public List<SecurityDashboardItem)” getSecurityDashboardItems(Context cx)

{

List<SecurityDashboardItem>»”items = new ArraylList<>();

checkClientForWarning(jitefnts, INSECURE _SUMMARY _OK, INSECURE_SUMMARY _WARNING, INSECURE_DESCRIPTION, isInsecure(), cX);
checkClientForWarning(jftems, BASIC SUMMARY OK, BASIC SUMMARY _WARNING, BASIC DESCRIPTION, isUsingBasicAuth(), cx);
checkClientForWarning(fitems, COMPAT_TLS SUMMARY_OK, COMPAT_TLS SUMMARY WARNING, COMPAT_TLS DESCRIPTION, isUsingCompatibleTls(),

return Collections.unmodifiablelList(items);

cX);




The Result

HTTPIWEbSMkEt Compatible TLS is enabled.
client
(HttpClient) (/) Secure Encrypted Connection (TLS/HTTPS) is USED.

. HTTP Basic Authentication is NOT USED.

3

Warning 1
@ OK 2 MORE
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Create a New
HttpClient Card

N s 2 O2 2 BHttoClientService as a

ACCELERATING INNOVATION BlSecurityDashboardProviderAgent
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BlSecurityDashboardProviderAgent

Extends BISecurityDashboardProvider
|s a BIAgent

Specifies a hyperlink ord, a header name, and an
item source

NSZO22 TRIDIUM



BlSecurityDashboardProviderAgent

@NiagaraType
public interface BISecurityDashboardProviderAgent
extends |BIAgent) BISecurityDashboardProvider

{
//region /*+ ------------ BEGIN BAJA AUTO GENERATED CODE ------------ +*/

Type TYPE = Sys.loadType(BISecurityDashboardProviderAgent.class);

//endregion /*+ ------------ END BAJA AUTO GENERATED CODE -------------- +*/
}

Must implement
getSecurityDashboardItemsVersion(),
getSecurityDashboardSectionHeader (),
getSecurityDashboardSectionHyperlinkOrd(),
getSecurityDashboardItems(), and
setSecurityDashboardItemsSource()

INISE;ZZ(:);ZZZ TRIDIUM




BlSecurityDashboardProviderAgent

@NiagaraType(agent
public final clasg BHttpClientSecurityDas
{

ents| BISecurityDashboardProviderAgent |

@Override
== public void setSecurityDashboardItemsSourc¢(BIObject object)
{
httpClientService = object.as(BHttpClientService.class)1
= ryunLsy), ° . ° °
} object Is a BHttpClientService
3
@override because we’re an agent on that type
== public LexiconFormatInfo getSecurityDashboardSectionHeader(Context cx)
{
return LexiconFormatInfo.make(TYPE,|SECTION_HEADER)
}
@0verride private static final String SECTION_HEADER = "securityDashboard.httpClient.sectionHeader";
==P public BOrd getSecurityDashboardSectionHyperlinkOrd()
{ module.lexicon
return httpClientService.getNavOrd().relativizeToSession(); securityDashboard.httpClient.sectionHeader=HTTP/WebSocket clients
}
@Override
== public int getSecurityDashboardItemsVersion()
{
return SECURITY_DASHBOARD ITEMS_VERSION;
}
@Override
==P public List<SecurityDashboardItem> getSecurityDashboardItems(Context cx)
{
}
}

NSZO22 TRIDIUM




BlSecurityDashboardProviderAgent

@NiagaraType(agent = @AgentOn(types = "httpClient:HttpClientService"))
public final class BHttpClientSecurityDashboardAgent extends BObject implements BISecurityDashboardProviderAgent

{

@Override

==p public List<SecurityDashboardItem> getSecurityDashboardItems(Context cx)

{

List<SecurityDashboardItem> items = new ArraylList<>();

checkClientsForWarning
checkClientsForWarning

_checkClientsForWarning(

items,
items,
items,

checkDevicesForiWarning
checkDevicesForWarning
checkDevicesForWarning

items,
items,
items,

INSECURE_SUM OK, INSECURE _SUM _WARNING, INSECURE DESC, BHttpClientSecurityDashboardAgent::isInsecure, cXx);

BASIC SUM _OK, BASIC SUM _WARNING, BASIC DESC, BHttpClientSecurityDashboardAgent::isUsingBasicAuth, cXx);

COMPAT_TLS SUM _OK, COMPAT_TLS SUM_WARNING, COMPAT_TLS DESC, BHttpClientSecurityDashboardAgent::isUsingCompatibleTls, cx);
INSECURE_SUM _OK, INSECURE _SUM _WARNING, INSECURE _DESC, BHttpClientSecurityDashboardAgent::isInsecure, cx);

BASIC SUM _OK, BASIC SUM WARNING, BASIC DESC, BHttpClientSecurityDashboardAgent::isUsingBasicAuth, cXx);

COMPAT _TLS SUM_OK, COMPAT_TLS SUM_WARNING, COMPAT_TLS DESC, BHttpClientSecurityDashboardAgent::isUsingCompatibleTls, cx);

if [(httpClientService.getEnableNonDriverClients())

{

checkClientsForWarning(items, NON_DRIVER _SUM OK, NON_DRIVER _SUM_WARNING, NON_DRIVER DESC, BHttpClientSecurityDashboardAgent::isNonDriverClient, cx);

}

return Collections.unmodifiablelList(items);
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The Result

HTTP WebSocket Secure Encrypted Connection (TLS/HTTPS) is NOT USED for
clients clients: HttpClient

. HTTP Basic Authentication is NOT USED for any clients
. Compatible TLS is disabled for all clients

6 (/) Secure Encrypted Connection (TLS/HTTPS) is USED for all
~  devices

. HTTP Basic Authentication is NOT USED for any device

,  Compatible TLS is disabled for all devices

Warning 1
© 0K 5 MORE
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Which Interface
Should | Use?
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Summary

BISecurityDashboardItemProvider
Adds items to existing card

BISecurityDashboardProvider
Adds a new card

BISecurityDashboardProviderAgent
Adds a new card, new class
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How to Choose

How do you want the dashboard to look?
How many cards will it create?
What component will it link back to?

What do the individual items look like?
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Questions?
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