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Tools of the Trade

Threat Modeling

Code Coverage/Unit Tests
Code Reviews

Static Code Analysis

Third Party Components

Pen Testing
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Threat Modeling

« MS Threat Modeling Tool is the tool
of choice for us

Weh Server

* Threat model diagram derived
from network diagram

Browser Client ‘ iy RDBN’E Connection

‘ > & Intemét Boundary

« Auto generates risks based on _/
interactions : SQL Database

 Risks outside the automatic ones
can be added
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Threat Modeling

. . 1] * Diagram Changed By = Last Modified State * Title
‘ Threat LISt ShOWS ||St 0 Diagram 1 GLOBALN\E3Z397: 3/29/2022 10017 Mitigated Spoofing the Browser Client Process
of identified threats. 1 Diagram 1 GLOBAL\E33397 3/29/2022 10:1 Mitigated Cross Site Scripting
2 Diagram 1 GLOBALN\E3Z397: 3/20/2022 100180 Mitigated Potential Data Repudiation by Web Server

Threat Properties

° Threat propert|es o 1 Diagram: Diagram 1 Status: |M'rtigated Vl
provide status and g il
: e : Category: | @MPENNg
JUStIflcat 1on Of Descripiior:: The web server "Web Server' could be a subject to a cross-site scripting attack because it does not sanitize untrusted input.
Identlfled th reat Justification: |All input is santized by application.
Interaction: |HTTPS
Pricrity:
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Code Coverage/Unit Tests

Test Summary

e Unit Test Tools

i 147 0 0 4.348s 100%
L J U n |t tests failures ignored duration successful
 TestNG
Packages Classes
® J a S m I n e/ Ka r m a Package Tests Failures Ignored Duration Success rate
] m “mmw n 38 0 ¥] 0.470s 10:0%
ENEN D ceem - pme § s cew sl 34 0 0 0.E1lls 100%
. m | 15 0 0 3.067s 10:0%

« Code Coverage Tools
P R R e L BT D T
JaCoCo

[ ]
Element <+ Missed Instructions+ Cov.© Missed Branches+ Cow.- Missed: Cx
° 5 e il R e Sl 91% 42% 59 1
SonarQUbe EE - .P... r I = ?}I’D& I — ﬁﬁ% 16 4
e |stanbul Bl et e pmiip p N = 84% EI=I 75% 14
Total 790 of 7,039 88% 100 of 224 55% 89 2]
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Code Reviews

Some things to consider:

Coding Standards

Logging of Sensitive Data

Input Validation

Returning Privileged Information

Hardcoded Credentials

Some Niagara specific things:

NIS

Permissions Model
Security Audit Log
Security Facet

Security Dashboard Card
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val getTokMus = fn 1 string —» ¢
val getTokSym = fn 5 string -»
val discord. « fn 1 Text]0.instr
val tokenizelnput = fn ; Textl0.
val nextToken = fr : TextI0.inst.
val it = () 1 unit

val ntk = ref TK_NONE : token ref
exception BigError of string

val parse_factor = fn : ‘o -»

o VOl porse_progrom = fn : ‘a -> toker

val parse = fn : string -> token

Echoz430-asgn3 prentices []

else if Intk = TE D then
Mtk := nextToken 1ile:
i Itk - T _

maryop tok = (tok = TEWIT);

se_unaryop file =

if (is_unaryop (Intk)) then
Intk
else
Toise Bigbrror("Expected “unaryop®.");

unary —s {unaryop}.opt foctor
file =
Ntk = nextToken file;
parse_factor file)

4 parse_foctor file

wok = ((tok = TH_TIMES) orelse {tok = TK_DIV));

__op file =




Static Code Analysis

Snapshot |
¢ TO O | S CiD ¥ Type Impact Status First Detected Component Action Category File

64255 Uninitialized pointer field Medium New 02/17116 = Uninitialized members & W

P Cove r i ty 64254 Recursionin included headers Low New 02/17/16 (eI Build system issues ! = e
64253 Uninitialized scalar field Medium New 0211716 rEmLAd Uninitialized members Sl o i o wem

Uninitialized pointer field 021716 m g Uninitialized members P 1

() S O n a r Q u b e 64251 Resource leak High New 021716 e IS Resource leaks - ] g ——
64250 Recursion inincluded headers Low New 021716 Nl Build system issues / D s B
64249 Uncaught exception Medium New 021716 Al Error handling issues SN S T |
64248 Uninitialized pointer field Medium New 021THE reem— Uninitialized members | | -

CANAT N lmamiimbd mvamnbiae [V ey Blmsas ARATIAS Ferne bmmadlims lnminn Wl 0 T AP ms s sdin e snme s

P Functlons 1 of 487 issues selected < |Peg

-
[

=a
¥
r

- o
- 793 const allocator_type& __a)
[ ] Secu r I ty 79 : __hashtable base(__exk, __hl, _h2, _h, __eq),
9 __map_base(),

[¥+3
W oo~ b

__rehash_base(),
__hashtable_alloc(__node_alloc_type(__a)),
_M_element_count (@),

_M_rehash_policy ()

I Y I R e
O D

 Quality

gee {
861 _M_bucket_count = _M_rehash_policy._M_next_bkt(__bucket_hint);
882 _M_buckets = _M_allocate_buckets (_M_bucket_count);

4 CID 63132 (6): Uninitialized pointer field (UNINIT_CTOR) [selectissue]

¥ Ul d (UNINIT_CTOR) [selectissue

€ CID 64252 (#1 of 6): Uninitialized pointer field (UNINIT_CTOR)
2. uninit_member: Non-static class member _M_single_bucket is notinitialized in this constructor nor in any functions thatit calls.

83 )

@
805 templatectypename _Key, typename Value,
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Third Party Components

° TOOlS CVE Details

The ultimate security vulnerability datasource

e BlaCk DUCk HUb j;* |EnteraCVEid, product, vendor, vulnerability type...
« OWASP Dependency Checker
« Other Resources smiwasd
« https:/www.cvedetails.com/

Information Technology Laboratory
https://cve.mitre.org/cve/

_ NATIONAL VULNERABILITY DATABASE
« https:/nvd.nist.gov/
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Third Party Component

e Tools cv
« Black Duck Hu
« OWASP Depend

d, product, vendor, vulnerability type...

Validate Your Bill

¢ Other Resourcs RV EICHEIS
* httg First!!! :
ue. ‘L aboratory
« https://cvg

~.. JNAL VULNERABILITY DATABASE
* https:
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Penetration Testing

* Tools
 BurpSuite
 Metasploit
« FuzzDB

« Nmap

 Qualys
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Assessing Risk

. Primal’y methOd iS CVSS | Common Vulnerability Scoring System Calculator

This page shows the components of the CVSS score for example and allows you to refine the CVSS base score. Please read the CVSS

1: standards guide to fully understand how to score CVSS vulnerabilities and to interpret CVSS scores. The scores are computed in sequence
(Common Vulnerability

such that the Base Score is used to calculate the Temporal Score and the Temporal Scere is used to calculate the Environmental Score.

Scoring System) rssamesare o
10.0

100 0.0 e Impact Subscore: 2.5
8.0 8.0 8.0 8.0 Exploitability Subscore: 2.1
6.0 6.0 6.0 6.0 CVsS Temporal Score: NA
4.0 4.0 4.0 4.0 CVSS Environmental Score: NA
2.0 2.0 2.0 2.0 Modified Impact Subscore: NA
0.0 0.0 0.0 0.0 Overall CVSS Score: 4.6

Base Impact  Exploitability Temporal Environmental  Modified Impact Overall
« NIST Calculator —

CVss v3.1Vector

(https://nvd.nist.gov/vuln- e

metrics/cvss/v3-calculator)

Exploitability Metrics Scope (S)*
Attack Vector (AV)* Changed (S:C)
Network (AV:N) IRt C LA Local (AV:L)  Physical (AV:P) Impact Metrics
Attack Complexity (AC)* Confidentiality Impact (C)*
. . [ETTER High (ACH) None (C:N) High (C:H)
 Environmental scoring prlegsReaured P ety et 1
None (PR:N) [IGUHCGHNE High (PR:H) None (1:N) [MEA(HNE High (I:H)
C a n h e | b u t User Interaction (U1)* Availability Impact (A)*
p, LR Required (UI:R) __.m Low (A:L)  High (AH)
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https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator

Contrived Example
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Contrived Example

Are these REALLY the

same?
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Beyond CVSS

« Consider other factors in addition to CVSS, examples:
* Fire/Life Safety
 Alternative mitigations
« Number of customers impacted
 Risk of destabilizing product

e Cost to fix
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| essons Learned

 Relationship with engineering teams should be symbiotic,
NOT adversarial

« BREAK THE BUILD can be very counter productive

« Understand WHY something is being done, don’t just be a
checkbox

« OWN and EMBRACE findings and tackle them with pride
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Questions?

NS 0,2

bsmith@tridium.com ACCELERATING INNOVATION
httos./ www.linkedin.com,/in/bill-smith-vmi9l/
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