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Secure-by-Design Solution for Critical Facilities



You Can’t Say that Nobody Saw this Coming!
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Sam Esmail

A visionary or a scary storyteller?

Cyb er attacks can have  an imp act 
on our d aily lives

Leave the World Behind (2023) – Netflix

42M views

OT Ne tworks are  Good  Entry 
Points for Creating  Damag e

Mr Robot (2015-2019) – USA Network

17M views
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From Fiction to Reality : Overheated Data Center



From Fiction to Reality : GPS Spoofing
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Adapting to a Less Secure World
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Geop olitical tension
 Ukraine , Israe l, Taiwan,…
 Sino-American Duop oly

– Exte nd e d  BRIC (Saud i Arab ia, Iran)
– Re ind ustrializatio n in O ECD countrie s

Cyb e r-Security Stand ard s
 NIST CSF & ISA/IEC 62443
 Secure -b y-Desig n
 Europ ean Cyb e r Resilience  Act

Dig italization of Crime
 Corrup tion, o r d isrup tion o f systems
 Fraud  or id entify the ft
 Information warfare

Human Health & Safe ty
From cyb e r financial to  cyb e r p hysical

A shift from white -co llar crime  to  state -
sp onsore d  attacks on critical infrastructure s, 

with many p o te ntial casualtie s.



Why is Cyb e r Security b ecoming  a p riority?
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8T$

World wid e  Cyb e rcrime  Cost 
(2023)

10B$

US Gove rnme nt Bud g e t 
Allocate d  to  Cyb e rse curity 

(2023)

+37%

IoT Malware  Attack
(2023 vs 2022)



Smart Build ing  – An Eve r-Exp and ing  Attack Surface
Cyb er Security is op ening  new b id s and  op p ortunitie s
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ADR / Virtual Power Plant

Eq uip ment O p timisation

ESG / Ene rg y Rep orting

Sp ace  O p timization

Comfort O p timization



Targeted Markets
First and  fo remost, critical infrastructures whe re  any inte rrup tion in se rvice  has major 
rep e rcussions

Healthcare
Ransomware  attacks imp acted  more  than 289 hosp itals in 2022. Hosp itals are  lucrative  targ e ts b ecause  the ir d ata is 
valuab le  & they have  a hig he r rate  of p aying  ransoms.

Datacente rs
DC attacks are  p articularly d ang e rous b ecause  a sing le  b reech can many comp anies. Recent trend s show hacke rs are  
concentrating  on g aining  access throug h OT ne tworks b ecause  of softe r security stand ard s.

Corp orate  Camp uses
Larg e  institutions are  vulne rab le  to  attack b ecause  of the  size  of the ir ne tworks and  the  numb er of p eop le  working  on 
the  ne twork. Pe rsonal information, trad e  secre ts, and  financial d ata from larg e  corp orations is lucrative  for hacke rs. 

Se cure  Fed e ral Gove rnment Facilitie s (fo r the  USA)
The  numb er of attacks targ e ting  the  US g ove rnment increased  95% in the  2nd half of 2022 comp ared  the  same  time  
p e riod  in 2021. 
 3-Le tte r Ag e ncie s
 US O ve rseas Emb assy Facilitie s
 Hig h Se curity Military Base  (Nuclear Facilitie s, Command  and  Contro l Facilitie s, e tc.)

Transp ortation & Ene rg y Infrastructure  Contro l
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Se curing  IT ne twork - A Mature , Tried -and -Tested  Solution
In 2024, no  se rious comp any will connect a PC or any o the r IP d evice  to  its IT corp orate  ne twork without having  imp lemented  a so lution 
from at least the  fo llowing  3 categ orie s of IT security p rovid e rs.



IT and  OT Ne tworks – Similaritie s, b ut Major Diffe rences
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Mainly PC with lo t o f re source s Emb e d d e d  systems with limite d  re source s

IT OT

O fte n re p lace d  (e ve ry 3-4 years)

Mainly one  O.S. 
Wind ows

Consiste nt install b ase d
The  late st ve rsion o r the  one  b e fo re

Always up  to  d ate

Can b e  10+ years o ld

Lots o f d iffe re nt O.S.
Linux, And roid , Q NX, …

Lot o f d iffe re nt ve rsions o f the  same  O.S.

Almost ne ve r up d ate d



Securing  OT Ne twork - Trad itional Solutions – Comp lex, Costly

14

D
ig

ita
l I

de
nt

ity
 &

 
C

er
tif

ic
at

e 
In

fra
st

ru
ct

ur
e 

(P
KI

)

N
et

w
or

k 
Vi

si
bi

lit
y 

&
 

D
ef

en
se

En
d 

Po
in

t A
ss

et
 

M
an

ag
em

en
t &

 D
ef

en
se

O p e rational O ve rhead



Securing  OT Ne twork - Trad itional Solutions – Comp lex, Costly and  Risky
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Comp lex Maintenance  O ve r Time



Secure -b y-Desig n

Ap p rove d  b y 13 countrie s

Seamless integ ration red uces 
p otential vulne rab ilitie s and  
the  risk of misconfig urations 
that could  b e  exp lo ited  b y 

malicious actors. 

Pre -integ rated  cyb e rsecurity 
so lutions with BMS/HVAC 

vend or eq uip ment offe r b e tte r 
ove rall cyb e rsecurity 

outcomes.

Last up d ate  O ctob e r 16th 2023
Re fe re nce  d ocume nt p ub lishe d  b y CISA

The  software  ind ustry need s more  secure  p rod ucts, not more  security p rod ucts. Software  manufacturers should  lead  that transformation



Minimize  Imp act

Prevention Strateg ie s

Inte llig ence  Gathe ring

Left o f the  Boom (b e fore )

Le ft and  Rig ht of Boom
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It's virtually imp ossib le  to  g uarantee  100% ce rtainty that an unexp ected  hostile  event won't occur, b ut concep ts have  
b een d eve lop ed  in military circle s to  limit the  imp act of such events and  ensure  a re turn to  normal as q uickly as 
p ossib le  once  they have  occurred .

Incid ent Resp onse

Damag e  Contro l

Recovery Efforts

Rig ht of the  Boom (afte r)



Main Pillars to  Secure  OT Ne twork 
Based  on NIST Cyb ersecurity Framework NIST 800-53

Identify Protect Detect
Define  which 

eq uip ment and  
op e rators are  

authorized

Encryp ting  
communications
Create  sep arate  

ne tworks
Hig hly secure  
authentication 

me thod

Recog nize  
unid entified  

eq uip ment and  any 
unexp ected  or 

susp icious 
communication

Respond
Analyze  the  p rob lem
Remove  the  infection 

and  re turn to  a 
healthy situation

Imp rove  p rotection to  
p revent the  p rob lem 

from recurring

Recover
Deve lop  and  

imp lement p rocesses 
to  maintain re siliency 

and  b usiness 
continuity



Secure -b y-Desig n – Seamless Native  Security
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Se curing  critical asse ts that 
und e rp in the  BMS

Secure -b y-Desig n b y 

Identify Protect Detect Respond

Powered  b y

Identify Protect Detect Respond

Build -Secure , Dep loy-Secure
O n Prem or from the  Cloud

…



Secure -b y-Desig n O n-Prem Architecture
Identify

Protect

Detect

Respond

Protect



Secure–b y-Desig n Cloud -b ased  Architecture
Identify

Protect

Detect

Respond

Protect



Secure–b y-Desig n – Distrib uted  Software  Comp onents

Security Eng ine

End  Point Pro tection

Ne twork Defense

Dig ital Id entity /  AAA
Certificate  Infrastructure  Manag ement

End  Po int Asse t Manag ement & Defense

Ne twork Visib ility & Defense

Late r

Cap ab ilitie s Platform

Network Sensor

Identify

Protect

Protect

NIST CSF

Identify Detect

RespondIdentify Detect

Late r



Benefits for Systems Integrators

Minimal Cyb e r Security Exp e rtise

Built-in Cyb e rsecurity
- Sing le  source
- No risk of comp atib ility issues
- Tested  and  Valid ated  in Hig hly Secure  Environment

Easy d ep loyment
- BACne t/SC (Dig ital Ce rtificate  Manag ement)
- Cyb e r Security comp onents



Questions? 
If you have additional questions & we have run out of time, 

please reach out to any of our panelists outside of the room.
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