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Disclaimer

« The primary purpose of this session is to inform and provide information to
the audience. The views, information, or opinions expressed during this
}(:)resentatlon and/or its associated/referenced materials are solely those of

he individuals and/or organizations involved and do not necessarily
represent those of Tridium, its affiliates or its employees.

« With respect to this presentation and the information and materials
presented, Tridium makes no warranties, express or implied, including the
warranties of merchantability and fitness for a particular purpose, or
assumes any legal liability or responsibility for the accuracy, completeness, or
usefulness of an¥ information, apparatus, product or process disclosed, or
represents that its use would not infringe privately owned rights.

 Tridium is not responsible for and does not verify the accuracy or reliability of
any of the information contained herein. Results referenced, it any, may vary
and past performance is not indicative of, and Tridium does not guarantee,
future results. This information does not constitute professional or other
advice or services and is presented for informational purposes only.
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CONTEXT

We deploy more and more Niagara stations accross

Europe and we need to keep them operational.

But so many things can go wrong:

* Watchdog timeout
* Internet connection issues
 Station is stopped manually and never restarted

* NTP synchronisation issue
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OUR ANSWER :
OBSERVABILITY

Metrics

Observability




DATADOG
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HOST METRICS

CPU Usage

Number of threads of the niagara station

e Total

* Niagara station

* RAM Usage

ues Thu 7 Sat9 Mon 11 Wed 13 Fri 15 Mar17 Tue 19 Sat23 / od 2 Fri29 Mar 31 April

B bienfaisance-center-01 J bienfaisance-hub-01 [l commerced6-center-01 emblem-center-01 lerabelais-center-01 [ LinksperCenter-50Haussmann [l maguette-interne +2

e Total

Network usage

192

* Niagara station

* Network Usage

Mon 11 Wed 13 Mar 17 Tue 19 Thu 21

Niagara station CPU usage

e Time Synchronization

* Niagara Process (station/platform)

. Status

* Uptime
e T : L L d
Mar 10 Mar 1 Mar 24 Mar 31 Mar 10 Mar 17 4 Mar 31

B bienfaisance-center-01 [l bienfaisance-hub-01 [l commerced6-center-01 +6 B bienfaisance-center-01 bienfaisance-hub-01 [ commerce46-center-01 +6

* Niagara Station threads number




NOTIFICATIONS

e When ?
e Threshold reached
e Abnormalbehavior

e Processdown

e How ?
J Em ail
. Slack

e Zendesk Ticket

[Auto] Clock in sync with NTP

We receive no data from host {{host.name}}

The watchdog has detected an anomalous behavior

The connector {{connector_name.name}} on station {{station_name.name}} is down

The connector {{connector_name.name}} from the station {{station_name.name}} stopped sending messages
The connector {{connector_name.name}} from the station {{station_name.name}} have a strange behavior
Restart of the Niagara station on host {{host.name}}

Niagara station on host {{host.name}} is down

Niagara platform on host {{host.name}} is down

ALERT
OK
OK
OK
OK
OK
OK
OK
OK
OK

CPU very high for the last 30 minutes for the host {{host.name}}

[P2] Triggered:; Restart of the Niagara station on host 7georgev- [P3] Triggered: [TEST] CPU very high for the last 30 minutes for the
center-01 host bastioni-center-01

Please check if the niagara station restart was planned.

Else, it might be a Niagara watchdog trigger. Please investigate.
4 2 I g Test notification triggered by

system.processes.run_time.min over host:7georgev-center-01,process_name:nia

- : vg(las vg:system.cpu.idle{*} by {hnst} >
gara_station was <= 120.0 at least once during the last 1m. oA T LS Wy (L

View Event in Datadog \View Event in Datadog




NIAGARA LOGS : WEB

+

== Niagarad.13 TridiumEMEA stations S2 PPR weblogs weblogs

My Host : GHAIRAPETIAN-PC.ETIB.priv (warkshop) Station (warkshop) Config I Services : WebService I JettyWebServer

a Property Sheet [ Details

@ JettyWebServer (Jetty Web Server)
[ server State

o (%) My Network
started
equest.log

e My Host: GHAIRAPETIAN-PC.ETIB.priv (workshop)
Q My File System
G My Modules

Min Threads
[l Max Threads

[8-30]
[18-max]

Oh 05m 005 4 [1second - +inf]

24.request.log

(@ Thread Idle Timeout [
& Platform [l Denial Of Service Settings  Jetty Do SFilter
& station (workshop)
A Alarm
e Config
@ Services
o AlarmService
@ BackupService
@ CategoryService
@ JobService

. SecurityService

@ Quality Of Service Settings  Jetty Qo SFilter

M Connection Limit Jetty Connection Limit

Jetty Accept Rate Limit

[ Accept Rate Limit

Inet Access Handler
Ll NCSA Log

Jetty Inet Access Handler
N C5 A Request Log

. false
Retain Days 7

. true
. false

uTC (=0}

(W Enabled
u Edit View

[1-max]

"GET / HTTP/1.1" 362 @ "- zi11a/5.8 (Windows NT 10.@; Winb4; x64) AppleWebKit/537.36 (KHTML,

157 - - [29/No +8000]

Gecko) EZhche,"llE).E.E.U i .36"
157 - - [29/N +0000]

like Gecko) Chrome/119.0.8. E] / .36"
157 - - [29 +0008] "

5

@ Extended Format

"GET /ord HTTP/1.1" 382 @ " illa/5.@ (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML,

[ Log Cookies

@ roleservice /login HTTP/1.1" 302 @ i11a/5.0 (Windows NT 10.8; Winé. 4) ApplehebKit

[l Log Time Zone

o Userservice
O AuthenticationService
D Debugservice
@ BoxService
3 FoxService
@ HierarchyService
@ HistoryService
o AuditHistoryService
o LogHistoryService
@ ProgramService
0 SearchService
° TagDictionaryService
TemplateService
@ WebService
[ Http Port
[l Https Port
LT warmup config
X Http Header Providers
. Host Header Validation Settii
@ JettyWebServer

. false

[ Diagnostics Enabled

like Gecko) lhlcms,’llg 0.0.0 Safar
157 - - [29/No 02 e g
like Gecko) Chrome/119.8.8.
157 - - [29/Nov/202
Applellebkit/537.36 (KHTML, 1ike
192.1i 157 - - [29/Nov/:
AppleWebKit/53 U«HTHL like

+0000]

:10:56:16 +8000]

- [29/No
Windows NT ll] E
[29/No
(H:Lndc\-ta NT 10.8; H

[_ | 023:10 fE]E]EE]]

:16 +0008]

ApplelebKit/53 HTI-\L lll's G

192.168.6.157 - - [29/Nov/202 e

NT 108.8; Winé: 4) Ap) lsltsbhlt’

192. 1 157 - - [29/No e

(Windows NT 18.8; Winb6d; x64) AppleWebKit/

192.1i 157 - - [29/Nov/2023:10

(Windows NT 10.9; Winb64;
157 - - [29/No

illa/5.0 (Windows NT 18. 8

157 - - [29/Nov/202

T 10.0;

Win64;
0

(Windows Win64; x64) AppleWebKit/537.

64) AppleWebKit/537

64) ApplelebKit/

7.36 (KH

/saml/samlrp HTTP/1.

/login?auth=Ffail HTTP /11"

rome/119.8.

"GET gi fail HTTP/1.1" 20@ 15

Chrome/119.0.

“GET iny inN4.css HTTP/1.1" 200 6996 "h

L, like Gecko) Chrome/119.

.js HTTP/1.1" 280 3884 "ht
6 (KHTML, like Gecko)
ogo HTTP/1.1" 483 416
i o) Chrome .0.0.0 Safari

login 'I«sy, png HTTP/1.
6 (KHTML, like Gecko) Chrome/119.
200 "http
37.36 (KHTML,
"GET ,m‘d’ﬁle img/Image%2@de%20Fond/@1%28Un
NT 108.8; Win6d; x64) A

"GET /login/loginN4.cs .1" 2008 6996 -

o) Chrome/119.6.8.8@ Safar

ET /login HTTP/1.1"
like Gecko) Chrome/119.
ET ,)anl,’sanlrp HTTP
Gecko) Chrome,
n’autr fail HTTP/1.1

Chrome/119.
"https://192.168.6.157:8443/prelogin?auth=fail”

like Gecko) Chrome/119.

.8 (Windows NT 18.8; Wi

zilla/5.8 (Windows NT 10.0;

"Mozilla/5.0 (Windows
ttps://192.168.6.157:
0.98.0 Safa
tps://192.168.6.1
0.0.0 Safa

uL'LAH

:8443/p

pre
l] 0.9 Safari

5://192. 16

0.8.0 Safari

ppleblebKit/537.36 (KHTML,

11a/5.8 (Windows NT 18.8;

443 /prelogin?auth=fail™ ~

443 /prelogin?

8443/prel

n64; x64) ApplebebKit
Win64; x64)

NT 18.9; Winé.
/prelogin?auth=fail”
relogin?auth=fail”

"Mozilla/5.@

login?auth=fail™

1" 302 @
like Gecko) Chrome/119.0.0.0

Win64; x64)
zilla/5.@ (Windows
11a/5.8

auth=fail™ *

n?auth=fail™ "Mozilla/5.@

8443 /prelogin?auth=fail”

like Gecl I'U) Ehl‘cme,’llg.

.1" 280 @ "http

36 (KHTML, like Gecko) Chrome/119.8.8.@ S

11a/5.8




NIAGARA LOGS :

Platform Administration

#' View Details

Baja Version

a Update Authentication

Q\ System Passphrase

Change HTTP Port

E] Change TLS Settings

Change Date/Time

7 Change Output Settings

| Q’ Syslog Configuration

View Daemon Output

Configure Runtime Profiles

9 Backup

Commissioning

Reboot

D Version
System Home
User Home

Host

Daemon HTTP Port
Daemon HTTPS Port
Host ID

Host ID Status
Model

Product

Serial Number
Local Date

Local Time

Local Time Zone

Operating System

#% Syslog Configuration

Enabled
Host
Port

Message Type

Transport

Client Alias

Client Password

Platform

Station

Tridium 4,13.2.13

4,13.2.18

C:\Miagara\Niagara-4.13.2.18 - stable
C/\ProgramData\Niagarad. 13\ TridiumEMEA
My Host : GHAIRAPETIAN-PC.ETIE.priv (workshop)
3011 (disabled in TLS settings)

5011

Win-C7B7-4B63-22BF-E3E4

Perpetual

Waorkstation

Waorkstation

Mone

02-Apr-24

17:12 Central Euro pean Summer Time
Europe/Paris (+1/+2)

Windows 10 Pro (10.0)

.false

localhost ation 1.8.0.391.0)

514 |[0-65535]

BESD
TCP

default

[ use global certificate password

. true
. true

Syslog Log Level Filter [NFO

Station Audit
Security Audit
Facility

Queue Size

. true
. true

locald

1000 |[1-10000]

Save Cancel

SYSLOG

* Nav

E 4 O ) My Network

@ My Host : GHAIRAPETIAN-PC.ETIB.priv (workshop)
e My File System
0 My Modules
& Platform
& station (workshop)
! Alarm
e Config
@ Services
o AlarmService
@ BackupService
@® categorysenvice
@ JobService
. SecurityService
(D RoleService
G UserService
G AuthenticationService
LT pebugservice
@ BoxService
3 FoxService
@ HierarchyService
e HistoryService
° AuditHistorySenvice
° LogHistoryService
@ ProgramService
O SearchService
o TagDictionaryService
@ TemplateService
WebService
€ BatchJobService
E Emailservice
T PlatformServices
6 TeplpService
@ LicenseService
€ certManagerservice

B SyslogPlatformService

Syslog Platform Service Plugin

Enabled

Server Host

Server Port

Message Type

Transport Protocol

Client Alias And Password

Platform Log Enabled

Station Log Enabled

Log Level Filter

Station Audit Enabled

Security Audit Enabled

Facility

Queue Size

Station Server Status

Queue Full Percent Station

Platform Server Status

Queue Full Percent Platform

Syslog Server Connection Alarm Enabled
Syslog Server Connection Alarm Support
Syslog Message Queue Alarm Enabled

Syslog Meszage Queue Alarm Support

[ Enabled

514 [1-65535]

TCP
¥
Eng
Enabled
INFO
Ena
Enabled

locald

1000 [1-10000]
Disabled
0%
Disabled
0%
Enabled
¥
Enabled
¥




NIAGARA LOGS :

RAW FORMAT

0930 10:00

137 logs found Download as CSV | More... 3 Options

M 0 Watchdog Insights

«» DATE HOST SERVICE CONTENT
Index )
Apr 83 18:59:59. ppr-bos syslog =< >Apr VSTEHPPRBOSNGE1 GRAVE | H3-avr 4 CEST][niagaraDriver] receiving

Source @ Apr B3 18:59:59. ppr-bos syslog =Apr VSTEHPPRBOSNGE1 GRAVE [ A3-& 24 CEST][niagaraDriver] receiving

Apr 83 :58:50, ppr-bos syslog =Apr VSTEHPPRBOSNGE1 GRAVE B3-avr.-24 CEST][niagaraDrive receiving

Host &

Apr 83 :50:54, ppr-bos syslog >Apr VSTEHPPRBOSNGE1 GRAVE B3-avr.-24 CEST][niagaraDriver] receiving

Service &

¥ syslog

Status @
& § Error
% | warn
% | info

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr

a3
a3
a3
a3
a3
a3
a3
a3
a3
a3
a3
a3
a3
a3

ppr-bos
ppr-bos
ppr-bos
ppr-bos
ppr-bos
ppr-bos
ppr-bos
ppr-bos
ppr-bos
ppr-bos
ppr-bos
ppr-bos
ppr-bos

ppr-bos

syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog

syslog

>Apr
=Apr
=Apr
>Apr
>Apr
=Apr
=Apr
>Apr
>Apr
=Apr
=Apr
>Apr
>Apr

=Apr

VSTEHPPRBOSNGE1
VSTEHPPRBOSNG@1
VSTEHPPRBOSNGE1
VSTEHPPRBOSNGA1
VSTEHPPRBOSNG@1
VSTEHPPRBOSNG@1
VSTEHPPRBOSNGE1
VSTEHPPRBOSNGA1
VSTEHPPRBOSNGE1
VSTEHPPRBOSNG@1
VSTEHPPRBOSNGE1
VSTEHPPRBOSNGA1
VSTEHPPRBOSNGE1
VSTEHPPRBOSNG@1

AVERTISSEMENT
AVERTISSEMENT

GRAVE
INFOS

AVERTISSEMENT

GRAVE [
GRAVE
GRAVE
INFOS

AVERTISSEMENT

GRAVE
GRAVE
GRAVE |
GRAVE [

‘\" VAYANDATA

| TLS handshake with <

| connection failed, retrying GET / at
on] connection failed, retrying GET / at

Error receiving

ee231b7e3f8bb285af6b66cd9T21937adc65ec28eT3d297e8707cd49b2348bad -

failed. Cause

r] Error receiving

Error receiving

| Error receiving

2cBfbea%e2c82b32d05d631279897024c3cc91¢c89e08c5841448ccb35dd255bfa =

TLS handshake with < failed. Cause

Error receiving

| Error receiving
| Error receiving

r] Error receiving

unkno..

failed ..

unkno...

Cer..




NIAGARA LOGS : PARSING AND MAPPING

PIPELINES 2active 0 disabled S e T

PIPELINE NAME FILTERS rule \

\
NCSA log pipeline = source:niagara servicezweb

Grok Parser: NCSA log processor
String Builder Processor: Message builder

Message Remapper: Message remapper
v Advanced Settings

Category Processor: Categorize http status code 0 Helper Rules, 1 Parsing Rules
rule rule matched. Extraction:

Status Remapper: Status remapper (

"log”: {
or "original_date": "17/Jan/20824:16:48:27 +8088"
|8
"http”: {
Miagara syslog T source:niagara service:syslog "referer”: "https://dharma.linksper.com/ord/station:|slot:/",
"status_code": 288,
. "method”: "POST",
Grok Parser: Niagara syslog parser "resource”: "/box/",
“version”: "1.1",
"user_agent": "Mozilla/5.8 (Windows NT 18.8; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/128.8.8.8 Safari/537.36"
Lookup Processor: Lookup Processor security audit "network”: {
"bytes_written": 313,
"client”: {
Status Remapper: status remapper "ip": "0:0:0:0:0:0:0:1"
}

Lookup Processor: Lookup Processor log.level

}

Service Remapper: Service remapper "username”: “"ghairapetian$4@vayandata$2ecom”

}

Message Remapper: Message remapper

\,VAYANDATA



NIAGARA LOGS : PARSED FORMAT

into | Fields | Patterns | Transactions

| List i Timeseries & Toplist = Table == Tree Map @ €Y PieChart | % Scatter Plot NE

-_I,,,-_klll-_,_,I_-I_,,,I—II,_-__l,,-_II_II_II__I_._fffn_kffl-_,,,,,l

21:00 22:00 2300 Thu 4 [E ] 02:00 03:00 04:00 05:00 D6:00 07:00
158k logs found +; Download as CSV | More... 4 Options
M 0 Watchdog Insights

- DATE HOST SERVICE @LOGGER.NAME @USERNAME CONTENT
Index
Apr 84 12:37:41. prd-bos web Cambet_e POST e, b, with reponse

Source & Apr 94 12:37:41. prd-bos station platform.daemonSession connection failed, retrying GET / at

Host @ Apr B4 12:37:48. prd-bos web Cambet_e POST i with reponse

Apr @4 12:37:48. prd-bos web Cambet_e POST % i3 with reponse
ppr-bos

Apr 84 12:37:48. ppr-bos station niagaraDriver Error receiving
prd-bos

Apr 94 12:37:39. prd-bos web Desplain_a POST % w with reponse

Service @ Apr 84 12:37:39. ppr-bos station niagaraDriver Error receiving
Apr 84 12:37:39. ppr-bos station platform.daemonSession connection failed, retrying GET / at

SR Apr B84 12:37:38. prd-bos web Astreinte_8861 POST T% 7 with reponse

WEb_ Apr @4 12:37:38. prd-bos web STEF POST % with reponse

2ydit Apr 84 12:37:38. prd-bos web STEF POST ¢ 7 with reponse

platform
Apr @4 12:37:38. prd-bos web Durand_g POST % with reponse

securi
! Apr B84 12:37:38. prd-bos station platform.daemonSession connection failed, retrying GET / at

Apr 94 12:37:37. prd-bos web Milandri_c POST % :7 with reponse
Status @
Apr 84 12:37:37. prd-bos web Fayolle_y POST i with reponse
Error
Apr 84 12:37:37. prd-bos web Fayolle y POST /timeout with reponse
| warn
l Info

Jok

Apr B84 12:37:37. prd-bos web Fayolle_y POST e, 27 reponse

Apr 94 12:37:37. prd-bos web Fayolle y POST % 17 reponse

Apr B84 12:37:37. prd-bos web Fayolle_y POST % +2 reponse

Apr 84 12:37:37. prd-bos web STEF POST 3 with reponse
Apr 84 12:37:37. prd-bos web yero$2esaidou$dBstefS2ecom POST : with reponse

Issue ID
Apr 84 12:37:37. prd-bos web yeroS2esaidou$4BstefS2ecom POST % K with reponse

\,VAYANDATA



COMING SOON : NIAGARA METRICS

. . . . . )
The goals is to get metrics from the station directly ... Resource Information
* engine.scan.recent Name Value
* engine.scan.lifetime component.count 1182
. cpu.usage 0%
° engimne.scan.usage
engine.queue.actions 0iPeak3)
* Certificate expiration _ _ , _
engine.queue.longTimers 4(Peak4)
¢ And so on ... engine.queue.mediumTimers 3(Peak3)
engine.queue.shortTimers 0(Peak0)
e ...And send it to Datadog . o
engine.scan.lifetime 000 ms
engine.scan.peak 000 ms
engine.scan.peakinterscan 47000 ms
engine.scan.recent 00 ms
P rty Sheet engine.scan.timeOfPeak 04-Apr-243:22 PM CEST
roperty Shee
@ SccurityService (Security Service) engine.scan.timeOfPeakinterscan  04-Apr-24 3:22 PM CEST
(M Status {ok} engine.scan.usage 0%
(@ Fault Cause
. heap.free 260 MB
UMl Enabled @ e
O certificates Certificate Folder heap.max 1omMEe
(@i default Certificate Info heap.total 553 MB
L Alias default heap.used 204 MB
Expiry 288.0 {ok}
Q) usedin  Folder histary.count &
@ Save Dashboard Data To Bog | false mem.total 16103 MB
. Station Link Config Display remote station dashboard el 12383 MB




NIAGARA TRACES

* Permitto know which Java method consume
alotof CPU in realtime

* Notable touse it fornow because it needs to
use a jaras a javaagentand it is against
Tridium Java Security Policy.

e Maybe one day ? Please ?

THE CHRISTMAS GIFT

0% Frame width represents the CPU time per method 100% (34.385)

CPU Time (34.38s over 60s)
VM Thread.runlL#832

Garbage C... QueuedThreadPool$2.run():L#683

QueuedThreadPool.sunjob(Runnable):L#765.
ReservedThreadExecutor§ReservedThread.run():L¥366
EatWhatYouKill.run():L#126

EatWhatYo ryProduce(boolean).Lu168

EatWhatYouKill.runTask{Runnable):L#333
ChannelEndPoints2. run():L#118

Fillinterest filable{):L#103
AbstractConnection$ReadCallback succeeded(}:L#305

HttpConnection.onFillable():L#260
HttpChannel handie{):L#364

Server.handle(HttpChannel):L#503

I oProduce(boolean) L4310

‘

Server.moviesEndpoint(Request, Response):L#56
Server.reply]SON(Response, Stream})Le74
ReferencePipeline.collect(Collector):L#578

L[

AbstractPipeline evaluate{TerminalOp):.L#234

ReduceOps$ReduceOp.evaluateSequential(PipelineHelper, Spliterator):La913

AbstractPipeline.wrapAndCopylnto(Sink, Spliterator):L#d74

AbstractPipeline.copylnto(Sink, Spliterator):L#485

SortedOps$SizedRefSortingSink.end():L#353

Arrays.sort{Object(], int, Int, Comparator):L#1306
TimSort.sort{Object]], int, int, Comparater, Objec... TimSort.sort{Object[], int, int. Comparator, Object], i
TimSort.binarySort{Object(], int, int, int, Compar.. TimSort.mergeCollapse():.L#448

SortedOps3$Siz...

ReferencePip.. I

TimSort. mergeForceCollapse(::L#d61
[imsenmeontonios ||
TimSort.mergeHi(int, int, int, intkL#841 I TimSort.mergeHi(int. int, int, int):.

Collections$ReverseComparator2.compare{Obje... | TimSort.mergeAt(int):L#518

Comparator.lambda$comparing$77a9374f$1(F. I TimSort.mergeLoint, int. int, intkL#721

[oweimeromearprscmseme e |
|Err—
[ omsemaowermermsecen|
I .

I
I

i

[[rwirouseresmsmsn
I

| .

Collections$ ReverseComparator2.compare{Object, Object).L...
Comparator Jambdascomparing$77a9974f$1(Function, Obje...
Server.lambda$sortByDescReleaseDate$ 2(ServersMavielL...
LocalDate.parse{CharSequence):L#14
LocalDate.parse({CharSequence, DateTimeFormatter):L#429
DateTimeFormatter.parse{CharSequence, TemporalQuer...

DateTimeFormatter.parse...
DateTimeFormatter.parse...
teTimeFormatterBuilder... .
[[[oaer.. omer.

I
I

DateTimeFormatt.. _Parsed.resonv... |
[ roe. | I ]
[ rose- ||| W]
: LR

[comasoamassomsrs ] |
e | |||
e | ||
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