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Today'’s Topics

* Niagara Cloud Suite (NCS)
*Niagara Data Service (NDS)
* APl Usage

*Demo
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Niagara Cloud Suite
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NCS Management Portal
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Niagara Data Service
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Using NDS APIs

Create a Service Account
Obtain an access token

Use Model API to find semantic
metadata

Use History API to get history data

Use Command API to read/write values
to station
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Using NDS APIs

ingBootApplicatio

public class NdsaApiDemo {

S M B A no usages
prlng OOt pp @Bean
public CommandLineRunner run(/unused/ RestTemplate restTemplate) throws Exception {
Uses HttpClient
NdsApiTokenHolder holder = getAccessToken();

Demonstrates I/ query £85 for points

List<Point= points = modelQuery(holder.getAccessToken()):
for (Point point : points) {

e Get access token e e o e Lemety data

Optional<String> telemetryId = point.getTags().stream().filter(

°® I\/I d | API [t -> "nc:telemetryld®.equals(t.getTagId())).map(t -> t.getTagValue()).findFirst();
u e ry O e if (telemetryId.isPresent()) {

TsdbQueryResponse telemetryData = readTelemetryData(

1 holder.getAccessToken(), gueryConfig.getSystemGuid(), telemetryId.get()):
* Query History API }

f{ Evarnta rammandc
f CACLULE LU [N 8=

° .'-...
® Rea d a n d erte ReadCommandResponse readResponse = readPointCommand(

holder.getAccessToken(), gueryConfig.getSystemGuid(), point.getCloudId());

CO m m a n d AP | S double value = Double.parselouble(readResponse.getPointReadDetails().get(0).getValue()) + 5;

WriteCommandResponse writeResponse = writePointCommand(holder.getAccessToken(],
gueryConfig.getSystemGuid(), point.getCloudId(), value, duration, priority);
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Using NDS APIs

1. Create a Service Account
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Create a Service Account

niagara

= cloud ®

Niagara Smart Buildings

ALL CUSTOMERS Q. Search
NSB PROFESSIONAL NSB SYSTEMS TRIDIUM EUROPE LTD
SERVICES ENGINEERING

O Projects | O Devices
1 Projects | 1 Devices 10 Projects | 9 Devices

. Copyright @ 2023 Tridium Inc. All Rights Reserved.
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Create a Service Account

niagara

= cloud ®
& Back
CUSTOMER
NSB Systems Engineering [ % Service Accounts]
PROJECTS (10) RICHMOND, VA Q_ Search Sort by v
Q_ Search Project 2 Results
All Projects
DEVICE/HOST ID PROJECT/LOCATION SUBSCRIBED SERVICES
Navarre, FL )
J8blue Richmond, VA . CiB & E
London, UK
Mechanicsville, VA VA51J8_2 Richmond, VA .
~ Q& :

Richmond, VA
ACME Tomato, NC
Tofte, MN

Dubai, AE

NAiAlA+li~nm VA

+ Create New Project
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Create a Service Account

= cloud ®

& Back
SERVICE ACCOUNTS

MY SERVICE ACCOUNTS Q_ Search [’ Create New Account l ]
1-100f 12
SERVICE ACCOUNT NAME EXPIRATION DATE ACTION
AcmeTomatoeService 17 Apr, 2024 y
Details [

Expires in 7 days

Mamajek 20 Apr, 2024 ,
Details 0
Expires in 10 days
Tandem .
5 May, 2024 Details @
CMcK Grafana _
15 May, 2024 Details (O
< 1 2 > Go to Page

.I Copyright © 2023 Tridium Inc. All Rights Reserved.




Create a Service Account

= cloud ®

< Back

Service Account Name

Service Account / Create New Account

SERVICE ACCOUNT DETAILS

Service Account Name

Demo Service Account

° °
Give a name to the service account D e S C r I pt I O n

Description

Sample Service Account for NDS API DemD|

Describe what this service account will do

Set Expiration Date @

21 Sep 2024 (180 days) B8

Manage Access
. Copyright © 2024 Tridium Inc. All Rights Reserved

Expiration Date
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Create a Service Account
PROJECTS AND DEVICES ACCESS O [ J

Role Role

[ User e J User A

User

(J Al Projects

NDS Operator

B Richmond, VA (1/2 Devices) A
Q. Search
(] alphaJ9 VAH2J80...
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Service Account Created

SERVICE ACCOUNT CREATED Cllent ID
The Client |D can always be accessed from the service account page.

Like a username

Your Client ID (i)

Your Client Secret (D

Client Secret
Like a password

©

The Client Secret is not being saved: please copy and paste it somewhere
safe for future reference.

Close
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Using NDS APIs

1. Create a Service Account
2. Obtain an access token
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Get an Access Token

OAuth request data
* grant_type: client_credentials
* scope: ncp:read
private NdsApiTokenHolder getAccessToken() throws Exception {

| Fa £ n pim . AT Lmm M |-|-|-:|--|--|.- AT TAN ™IS T ol alilals
| | y

Map<Object, Object> requestData = new HashMap<>();
requestData.put("grant_type", "client_credentials");
requestData.put("scope", "ncp:read");
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Get an Access Token

Build HTTP Request

* Token endpoint URI is documented
e client_id: from Service Account

* client secret: from Service Account

'/ Build the HTTP Reguest

S L L L I'¥ {

Httpﬁequest tokenRequest = Httpﬁequest newBuilder()

- -." authentication endpoint .—'-"'."-- —""."".:'."'"'."" -—"'Tf-'.’

Wat wod WU LULLUN € ULl u LUNT LY L4 4

url(URI create("htips: Iﬁauth pingone. comﬁ?bbﬂSeﬁb dd73-47d3-984b-6e601302d766/as/token”™))

fFr Cam Ppanact into ICAM cfrTnmnn
/ Serialize reguestT data i1nTo JoUN STring

.PDST{tGFurmDuta{requestﬂata}}

T T pael o P e e TT:T= ey by oo Lemmm oo e
Luge content Type ryor Tne jorm datd

LIks L

.header( name: "Content-Type®", walue: "application/x-www-form-urlencoded®)

// Include the authorization header
.header( name: "Authorization®, getAuthHeader(authConfig.getClientId(), authConfig.getClientSecret()))
Lbuild():

I~4I!Ei;:;2(::):;2£fl TRIDIUM




Get an Access Token

Send request
Deserialize return value
Store access token

f ! "i;l'.rl UTTD naniaet - ang I-"'"""'F PACRNNGA
IR oy dL Witk Ui Lt 1 LRI

HttpResponse<String> response
NdsApiTokenHolder tokenHolder
return tokenHolder;

}

NSZOZ4 TRIDIUM

httpClient.send(tokenRequest, HttpResponse.BodyHandlers.ofString());
mapper.readValue(response.body(), NdsApiTokenHolder.class)




Get an Access Token

“access token™ : "eylhbGciOiJSUzI1NiIsImtpZCISImRLIZmF1bHQifQ.eyljbGllbnRfa
"token_type™ : "Bearer”,

“expires in" : 3608,

"scope” : "ncp:read”
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Using NDS APIs

1. Create a Service Account
2. Obtain an access token

3. Use Model API to find semantic
metadata
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Model API

& C @ (% niagara-clﬂud.cumicustnme

Nlagara

= cloLid

& Back
CUSTOMER
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Model API

RPK Authenticator Device Registration

Search by Tag
Va I ue Device Registered o

Authenticator Enabled @

Device Connected o

System Type A
System GUID 68celfb6-f5b5-4ee2-aa5c-b94e9e79563e

Force re-authentication
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Model API

Search by Tag {
Name

"searchType": "tagName",
"systemGurd”: "11223344-5566-7788-%%a-bbccddeef 00",

"searchltems": [
"n:point,hs:air”

]

J
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Model API

Search by Point

"searchType": "pointName",

Name "systemGuid": "11223344-5566-7788-99aa-bbccddeef 00",
o Compa rison "searchItems”: [
"SpaceTemp”
Type -any, 1,
exact, contains "comparisonType": "exact"
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Query Model API

private List<Point> modelQuery(String accessToken) throws Exception {

-Build EMS -search - query

SearchCriteria searchQuery = new SearchCriteria(
gueryConfig.getSearchType(),
gueryConfig.getSystemGuid(),
gueryConfig.getSearchItems(),
gqueryConfig.getComparisonType());

String queryBody = mapper.writeValuveAsString(
searchQuery

);
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Query Model API

// Build EMS query request

String route = String.format("/api/vl/customers/%s/pointNames", queryConfig.getCustomerId());

HttpRequest modelQuery = HttpRequest.newBuilder()
.Uri(URI.create("https://www.niagara-cloud.comn" + route))
.POST(HttpRequest.BodyPublishers.ofString(queryBody))
.header( s: "Content-Type", s1: "application/json")

.header( s: "Authorization", s1: "Bearer " + accessToken)
build(Q)
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Query Model API

Send request
Deserialize return value
Return list of matching points

I .I'il'.'| '_|TT: pamilacT . T EII:I'.I' T |-.-||-.-|'I: pacnancs
| A'TRAT I .'.-'.|'.-'.--.: L LW Y

HttpResponse<String> response = nttpClient,send(modelQuery, HttpResponse.BodyHandlers.ofString()):
EnsQueryResponse body = mapper. readValue(response.body(), EnsQueryResponse.class);

List<Point> points = Optional.ofNullable(body.getContent()).orElse(new EnsQueryResults()).getPoints();
return points;
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Model APl Response

" _embedded™ : {
"pointModels™
"systemGuid™
“"cloudId™
“"namea™
"tags™ [
"tagld”
"tagvalue™

"tagId™
"tagvalue”

"tagld”
"tagvalue™

" tragId"”
"tagvalue”

»

relations™
" inbound™
"rId” : "n:p
"cId™ : "add 5-87

" inboun

“"rId™” : :
"cId™ : "adi 3 2 5-87

i/vili/entitymodel /customers/5888274/pointNames

"page” : f
"size™ :@: 28,
"totalElements™
"totalPages™ :
“number™ : @
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Using NDS APIs

1. Create a Service Account
2. Obtain an access token

3. Use Model API to find semantic
metadata

4. Use History API to get history data
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History Data API

egress-controller A

Query Parameters [y mem e
» System GUID
* Telemetry ID (list)

e Start Time

Request body

application/json

Example Value | Schema

. {
® E n d Tl rr‘ e "systenGuid": "alb45678-0235-184b-0p45-1e671a7dfay"

"cloudId": [
"0b1c1234-6e89-44do-7ccf-68dbebI3a0hew” ,
"eSbabdey32-4232-4867-9a94-770cdBal234"

» Record Limit ,
e CO r I m I ;|' tartTime": "2022-01-03706:28:14.353",

"endTime": "2022-03-237108:59:49.4272",
"recordLimit": "500",
"includePreRecord": true,
"includePostRecord": true,
"sortAscending": false
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Query TS DB via History API

private TsdbQueryResponse readTelemetryData(String accessToken, String systemGuid, String telemetryId)
throws Exception {

// Build telemetry query

Tsthuery query = Tsthuery builder()
.systemGuid(systemGuid)
.startTimeStr(gueryConfig.getStartTimeStr())
.endTimeStr(gueryConfig.getEndTimeStr())
.recordLimitstr("5")
.clovdId(List.of(telemetryId))
uild();

String queryBody = mapper.writeValveAsString(query):
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Query TS DB via History API

// Build request for Egress Service

HttpRequest telemetryRequest = HttpRequest.newBuilder()
.uri(URI.create("https://www.niagara-cloud.com/api/vl/eqress/telemetry"))
.POST(HttpRequest.BodyPublishers.ofString(queryBody))
.header( s: "Content-Type", sT: "application/json")

.header( s: "Authorization", s1: "Bearer " + accessToken)
Lbuild();
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Query TS DB via Egress API

Send request
Deserialize return value
Return list of history records

UTTD r
rr ri

i - I
F'J/ oand u
! SN |

/s request to Egress Service and handle response

HttpResponse<String> response = hitpClient.send(
telemetryRequest, HttpResponse.BodyHandlers.ofString()):

TsdbQueryResponse telemetryData = mapper.readValue(
response.body(), TsdbQueryResponse.class);

return telemetryData:

r‘s;:2()2;4_ TRIDIUM




Query TS DB via Egress API

"systemGuid”: "a3151287-a891-4caa-8a53-5bdad
"recordLimit™:
"pointDetails™:
"pointId”:
“preRecord”:
"postRecord”:
“historyRecords™: [{
“time": "2024-84-12T15:45:8¢
"value": 16.8,
"properties™: "{trendFlags.out0OfOrder=false, status.over

NS2024 7



Using NDS APIs

Create a Service Account
Obtain an access token

Use Model API to find semantic
metadata

Use History API to get history data

Use Command API to read/write values
to station
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Command Service API

Execute read, write, and read inputs commands

NDS Control Api ® <

fapifvi/controlfopenapi_json

Servers
lapilvi/control v ]
command-controller ~
[ POST J/devices/{systemGuid}/commands/read API|toread currentvalue of one or more points \/] a
POST Jfdevices/{systemGuid}/commands /write AFPI to write current value of one or more points S a
v e

Jdevices/{systemGuid}/commands/readAll APItoread all current input values for one or more points
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Executing a Read and ReadAll Command

Commands target points by cloudl|d

private ReadCommandResponse readPointCommand(String accessToken, String systemGuid, String clovdId)
throws Exception
{
ReadConmandRequest request = ReadCommandRequest.builder()
.clovdIds(List.of (clovdId))
Duitd():
String requestBody = mapper.writeValueAsString(request):

NSZOZ4 TRIDIUM



Executing a Write Command

Write command also takes Value, Duration, and Priority level

private WriteCommandResponse writePointCommand(String accessToken, String systemGuid, String cloudId,
Object value, int duvration, int priority)
throws Exception

1
WriteCommandRequest request = WriteCommandRequest.builder()
.points(List.of(WriteInfo.builder()
.cloudId(clouvdId)
.value(value)
.duration(duvration)
.inputPriority(priority)
Lbuild()))
Lbuild();
String requestBody = mapper.writeValuveAsString(reguest):

NSZOZ4 TRIDIUM




Executing a Command

// Build request for Command Service

String route = String.format("/devices/%s/commands/", systemGuid);

HttpRequest commandRequest = HttpRequest.newBuilder()
.Uri(URI.create("https://www.niagara-cloud.com" + route + "read"))
.POST(HttpRequest.BodyPublishers.ofString(requestBody))
.header( s: "Content-Type", s1: "application/json")

.header( s: "Authorization", s1: "Bearer " + accessToken)
Lbuild();

NSZOZ4 TRIDIUM



Executing a Command

// Send HTTP reguest to Command Service and handle response

HttpResponse<5tring> response = httpEllEﬂt send(
commandRequest, HttpResponse.BodyHandlers.ofString()):

WriteCommandResponse commandResponse = mapper.readValue(
response.body(), WriteCommandResponse.class):

return commandResponse:

NS2024 TRIDIUM



Executing a Command

Read command results

"pointReadDetails™: |
"cloudId™: "
"value™: "

“"ctatus™: "

NS2OZ4 TRIDIUM



Executing a Command

Write command results

"pointWriteDetails™: |
“"cloudId™: "cé
"status™: "success”

"writeTime™: "2824-84-12T12:11
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Executing a Command
ReadAll command results

"pointReadAllDetails”:
"cloudId™: "c6
"inputValues”:

"value":
"inputPriority”: °
"status™: "{null}”
"sourceld"”:

"value": 8",
“inputPriority™: "
"status": "{ok}",
"sourceId":
"value™: "55.88",
“inputPriority”™:
"status™: "{okl}",
"sourceId":
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Let’'s see this in action...
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NDS APl Usage Demo

java -jar

-Dspring.profiles.active=local ~
target\nds-api-demo-8.8.1-SNAPSHOT . jar

main]

tDemo\ndsapid

main]
main]

main]

ApiDemo.NdsApiDemoApplication
\src\summitDemol\ndsapidemol\tar

c.t.ndsApiDemo.NdsApiDemoApplication

o.5.b.w.embedded.tomcat. TomcatWebServer

.StandardService
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Want More?

Come see us at the Tridium Booth
e More demos
* Talk to experts
Talks
* Leveraging Niagara Cloud Suite
e Tomorrow at 2pm, Pacific Ballroom C-D
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GIVE YOUR FEEDBACK R
NIAGARA CLOUD SUITE o T

Come to the Tradeshow Hall SE—— e T R

solution that provides secure, remote building

Experience a live demo of Niagara Cloud Suite A e I e

This offering provides new integration, connection,
and deployment capabilities, building on Tridium’s

PrOV|d e you r fEEd baCk & h el p Sha pe th e current model of open and extensible integration

with devices, services and applications.

future of Niagara Cloud Suite TRIDIL
(& win one-of-many prizes)

Complete this short

niagara
survey to provide your C|O U d-
feedback on Niagara DEVELOPE.R

Cloud Suite!

WHAT’S IN IT FOR YOU?

Win one-of-many prizes
that will be awarded at the
end of Niagara Summit EMAIL:

K j.,

v Knowledge that your
feedback will help us
continue to enhance PHONE:
Niagara Cloud Suite

TRIDIUM
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Documentation and Code

NCS Documentation Home

* https://docs.niagara-community.com/category/NCS

NDS API Guide

* https://docs.niagara-community.com/bundle/NdsApi/page/index.html
NCS Partner Guide

* https://docs.niagara-community.com/bundle/NcsPartner/page/index.html

Example Reference code is available on the Tridium GitHub Repository at
e https://github.com/tridium/nds-api-demo/releases/tag/summit24
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Thank You!
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