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Hypothetical NDriver Implementation - 
NDriver for Network UPS Tools (NUT)

Hypothetical: Existing NUT TCP/IP NDriver implementation 
using TcpLinkLayer needs to be to modified to allow 
encrypted communication.

Implementation Plan: Create an implementation of 
ILinkLayer capable of sending/receiving encrypted 
messages using Transport Layer Security (TLS) that 
supports:

• Specifying a minimum TLS protocol
• Use of mutual TLS Authentication (mTLS)
• Optional Opportunistic TLS (STARTTLS)

• Ability to reject connection if encrypted 
connection can not be established



NDriver Architecture Primer



NDriver Link Layer – A Closer Look



Transport Layer Security (TLS)

• The most widely used protocol for implementing cryptography on the web

• Secure enhancement to standard TCP/IP Socket Protocol

• Effective when used correctly -- though, incorrect usage may result in a 
compromise of confidentiality

• Positioned between Transport (usually TCP/IP) and Application Layers
• Largely transparent to Application Protocol

Source: TLS protocol overview - IBM Documentation

https://www.ibm.com/docs/en/sdk-java-technology/8?topic=provider-tls-protocol-overview


Java Secure Socket Extension (JSSE) Primer

Security component of the Java SE platform that provides SSL/TLS

javax.net.SSLSocketFactory Factory for creating pre-configured secure sockets 

javax.net.SSLSocket
Subclass of java.net.Socket that adds secure socket-specific functionality

Usually created by SSLSocketFactory using the createSocket() methods

javax.net.ssl.TrustManager Determines whether the remote authentication credentials (and thus the 
connection) should be trusted

javax.net.ssl.KeyManager Determines which authentication credentials to send to the remote host



TLS TCP Comm Config Implementation
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TLS TCP Comm Config Implementation



ILinkLayer Interface



Implementing ILinkLayer



Implementing ILinkLayer - LinkSession



Implementing ILinkLayer - LinkSession



Implementing ILinkLayer - LinkSession



Implementing ILinkLayer - LinkSession



Obtaining an SSLSocketFactory – 
The Easy Way
• BajaSSLSocketFactory

• Public API implementation of javax.net.ssl.SSLSocketFactory
• Creates SSLSocket instances using ‘supported’ Cipher Suite.
• Does not allow further configuration

• ICryptoManager.getClientSocketFactory(ClientTlsParameters)
• Creates SSLSocket instances configured using the provided ClientTlsParameters
• Supports creation of SSLSocket instances that can be used to:

• Negotiate a Minimum TLS Protocol 
• Configure a Certificate Alias and Private Key password that a client can use as 

authentication credentials if using mTLS.



Configuring SSLSocketFactory - 
Configuring ClientTlsParameters



TLS Client Authentication –
Updating module-permissions.xml



Configuring SSLSocketFactory



Configuring SSLSocketFactory - STARTTLS



Configuring SSLSocketFactory - OK STARTTLS



Configuring SSLSocketFactory – ERR STARTTLS



Implementing ILinkLayer – 
LinkSession Termination



Implementing ILinkLayer –
Sending Messages



Implementing ILinkLayer –
Verifying Comm Config Changes



Implementing ILinkLayer -
Life Cycle Methods



Troubleshooting/Debugging Tips

Bouncycastle JSSE Debug Logging (category: org.bouncycastle.jsse, level: FINE)

Reference TLS Alert Protocol (Alert IDs) to help decipher often cryptic log messages

OpenSSL s_client

Packet Analysis Tools (i.e., Wireshark)



Security Considerations

 Test your implementation to see how it behaves when presented 
with abnormal SSL certificates

 Don’t modify application code or disable certificate validation for 
testing with self-signed certificates.

 Don’t rely on default settings to be the best fit, always explicitly set 
the options specific to the application



Resources and Further Learning

• Java Secure Socket Extension (JSSE) Reference Guide - JDK 8
• https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/JSSERefGuide.html 

• Transport Layer Security (TLS) Protocol Overview - JDK 8
• https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/tls.html 

• Network UPS Tools Project Website
• https://networkupstools.org 

• Niagara Community
• https://www.niagara-community.com 

https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/JSSERefGuide.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/tls.html
https://networkupstools.org/
https://www.niagara-community.com/
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