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Agenda

• Network architecture
• Relational databases
• System database
• Reachable stations and multi-tiered design
• On demand Px views
• Enterprise hierarchies
• nspace and sys ord schemes
• Alarm management
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Demonstration Architecture
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How do we accommodate 2 million + points

First, we need to talk about efficiency 



Relational and Graph Databases 
• Relational database such as SQL, My SQL and Oracle work well 

with structured data like trend data, financial data, etc.
• IoT networks typically generate a lot of unstructured data which 

relational database servers can’t accommodate easily. 
• Graph databases are NoSQL databases which use a graph data 

model comprised of vertices and edges 
• Vertices are entities such as people, places, objects or pieces of data
• Edges represent relationships between two vertices

PRODUCT_CODE DESCRIPTION COST

PVC 00300-1400 4” PVC 90 deg elbow $12.00

PVC 00324-1200 4” PVC 22 ½ deg elbow $13.00

PRODUCT_CODE LOCATION QUANTITY

PVC 00300-1400 Bldg A, Isle 12B 50

PVC 00324-1200 Bldg A, Isle 12E 125

Graph databases are much more efficient in relationship modeling



Oh yeah, I remember hearing 
about that. 

SystemDB



System Database (SystemDb) Overview

• A graph database running on the Supervisor station which indexes 
entities, tags and relations from the entire Niagara enterprise 
application. 

• SystemDb only supports NEQL queries run against it. 
• Data is entered in the SystemDb based on BQL or NEQL queries 

processed by the System Index Service. 
• Entities may include networks, devices, control points, schedules and 

other station components.
• A JACE station will not have a SystemDb, but it’s entities may be 

indexed and stored in the Supervisor’s SystemDb. 



SystemDb Indexing 

• Export – Remote stations running 4.6 or newer build may be 
configured to push indexing to the Supervisor. 

• Import – Supervisor may be configured to pull indexing from the 
remote stations running 4.4 or newer build. 

• Individual – Remote stations may be configured with unique indexing rules 
on a per station basis. 

• Global – Uses common indexing rules for all remote stations. 

• May also need to index the local Supervisor station. 
• Indexing may need to be performed on a periodic basis. 



SystemDb and SystemIndex Setup

• Unconfigured services and components are found in systemDb and 
systemIndex palettes. 

• The niagaraSystemIndex palette contains services and components 
with typical configurations. 

• Must configure the System Database Type Selection to 
orientSystemDb 

• Optionally configure Niagara Network and Local System Indexers.
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Local System Indexer

• Disabled by default. 
• May need to enable if using IP based drivers or creating Niagara 

network device folders, points folders and points. 
• Default configuration indexes the local station root component 

and local (non-Niagara driver) networks, device folders, devices, 
point folders, points, schedules and any component assigned a Px 
view. 

• May disable the default index queries to use custom index queries 
or may merge custom index queries with the default. 
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Niagara Network Indexers

• Enabled by default and re-indexes every day at 2:00 AM. 
• Default configuration indexes the remote station root component 

and remote (non-Niagara driver) networks, device folders, 
devices, point folders, points, schedules, and any component 
assigned a Px view.

• May disable the default index queries to use custom index queries 
or may merge custom index queries with the default. 

• May setup Import or Export indexers for specific Niagara stations 
which override global indexing.

• Reminder: Should enable the Import Virtual Px Files On Demand 
property under Virtual Policies in the Niagara Network. 
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Accept Global Requests & Receive Exported Indexes



About This Demo

• We are deliberately slowing this down
• Cooking Recipe concepts so you can see how each ingredient 

mixes.  
• If you feel you need to yell out, that I missed a Configuration 

option
• That was done on purpose
• Please hold your excitement to the end 



System Indexing Demo





So far, we captured this much

ACME Corp

ACME Adhesives ACME Anvil ACME Fasteners



System DB Spy and 
Search Demo





Reachable Stations 4.13+
• Defines all downstream Niagara stations that 

are routable through this Niagara station
• System Database indexing (4.13+) and Security 

Dashboard (4.14+) leverage reachable stations
ACME Corp
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Reachable Stations Info 4.13+
• Info and Spy view shows routes 

to each station
• If multiple routes exist to same 

station, route preference is 
utilized
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• Top level and intermediate 
stations must be at 4.13+ 
version, leaf node stations must 
be at 4.4+ version. 

• Optionally enable the Import 
Virtual Px Files On Demand 
property under the Niagara 
Network Virtual Policies for both 
top level and all intermediate 
stations. 

Multi-tier SystemDb Indexing (4.13+) 



Multi-tier SystemDb Indexing (4.13+)

• Set Global Niagara Network Indexer’s Include Reachable Stations 
property to true



Multi-tier SystemDb Indexing (4.13+) 

• Reachable Stations 
are stored under 
Sys Def for each 
Niagara Station 
Device. 

• Used to manage 
indexing on 
individual 
reachable stations. 





Wait, WHAT just happened
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Reachable Stations Just Happened



Ok, So what now

Virtuals



Virtual Components

• Virtual components are transient, on-demand components in a 
station that only exist when needed. 

• You cannot add point extensions such as history or alarm 
extension to virtual components. 

• You cannot link to virtual components, nor link the virtual 
components to other components. 

• You cannot assign Px views to virtual components. 
• System scalability is increased by using virtual components 

because they only exist when needed, which results in fewer 
persistent components and requires less heap memory. 



Virtual Component ORDs

• The virtual ord uses the virtual gateway and the remote station.

<ordInSupervisorToVirtualGateway><ordInRemoteStation> 

station:|slot:/Drivers/NiagaraNetwork/Bldg1F1/virtual|virtual:/Drivers/
BacnetNetwork/Floor/AHU_01

• Px views in the supervisor station can use virtual component ORDs in 
bindings, but those ORDS cannot be made relative. 

• Historically Px View export tags were required to make use of the relative 
Px view from the remote station leveraging virtual component ords.



Workbench and Px Views on Virtual Components

• Using Niagara 4.4 and newer, Px views are available when Import 
Virtual Px Files On Demand is enabled.

• Using Niagara 4.6 and newer:
• HTML5 schedule views are available
• Component Grid and BQL Grid view are available





Hierarchies

What else can I use 
SysteDb for? 



Hierarchy Component 

• Provides dynamic navigation trees based on the 
applied data model

• Scope Ord is used to limit the NEQL query to only 
search within a specific location in the station or 
SystemDB (sys:)



Enterprise Hierarchy & Query Context

• Enterprise hierarchies span stations and relations are limited to being 
assigned within a single station.

• Query context stores tag values which can be used to filter results in 
subsequent query level def or relation level def components.





nspace ORD Scheme

• Local station examples – optional to specify station name 

nspace:|slot:/Home → station:|slot:/Home 
nspace:Bldg1F1|slot:/Home → station:|slot:/Home 

• Remote station example – nspace resolves to virtual in supervisor 

nspace:Bldg1F1|virtual:/Home
station:|slot:Drivers/NiagaraNetwork/Bldg1F1/virtual|virtual:/Home



What about Alarms

But WAIT





Alarm Hyperlinks Using Virtuals (4.13+) 
• Alarms routed via station recipient prepend remote station connection 

details and clicking the alarm hyperlink in the supervisor alarm console 
redirects the user to the remote station. 

• New behavior utilizes the virtual space and on demand Px views







Questions
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