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Activities
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tridium@trid

Terminal

Nov8 12:21 PM

tridium@tridium-virtual-machine: ~/niagara

ium-virtual-machine:~$ cd niagara
tridium@tridium-virtual-machine:
[+] Running 1/0

S docker compose up

| init.sh | Initializing Niagara container

init.sh | Container is starting with root-level commands

init.sh | Setting timezone to America/New York

copy_modules.sh | Checking for removed modules

copy_modules.sh | Copying core Niagara modules to fhome/niagara/modules
init.sh | niagarad.sh running as PID 1488

niagarad.sh | Container version is 1.4.70@

niagarad.sh | Hard open file limit is 1048576

niagarad.sh | Starting niagarad.
| niagarad.sh | niagarad running as PID 1483
[12:20:52 @8-Nov-23 EST][crypto] loading module signature registry...
[12:20:52 @8-Nov-23 EST][crypto] module signature registry up-to-date
[12:28:52 08-Mov-23 EST][crypto] module signature registry loading complete (86 ms)
[12:28:52 08-Mov-23 EST][niagarad] starting, niagara user_ home=/home/niagara

WARNING [12:20:52 @8-Nov-23 EST][webserver] using default TLS server certificate 'default' is not recommended

[12:20:53 08-Nov-23 EST][webserver] web server threads started [threadCount = 5]

[12:20:53 ©8-Nov-23 EST][stationRegistry] station registry starting

[12:28:53 08-Mov-23 EST][stationRegistry] station Docker watchdog thread started [tid = 32]
[12:20:53 @8-Nov-23 EST][stationRegistry] station Docker starting

[12:20:53 @8-Nov-23 EST][niagarad] startup complete (2518ms)

v Container niagara-niagara-1 Created
Attaching to niagara-niagara-1
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 |
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO
niagara-niagara-1 | INFO

[12:21:05 08-Mov-23 EST][stationRegistry] station Docker startup complete

Home
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Miagara-4.13.1.14 (Update 1)

File  Edit Search Bookmarks Tools  Window  Help

O- o & C 0 -

192.168.206.129 (Docker) . Platform

Platform Administration

[*] |@ 192.168.206.129 (Docker) # View Details

& Platform & Update Authentication

& Station (Docker) q\ System Passphrase

% Change HTTP Port

i] Change TLS Settings

After connecting to
the container's

(©) Change Date/Time

J’ Advanced Options

? Change Qutput Settings

platform, use the

E Syslog Configuration

Platform

View Daemon Output

View System Log

Administration to

initiate a backup —

} ‘:9 Backup

*,_ commissioning

£ Reboot

- Template

Baja Version
Daemon Version
System Home

User Home

Host

Daemon HTTP Port
Daemon HTTPS Port
Host 1D

Host ID Status
Model

Product

Serial Number
Local Date

Local Time

Local Time Zone
Operating System
Miagara Runtime

Architecture

Tridium 4.13.0.186

4.13.0.186

Jopt/niagara

/home/niagara

192.168.206.129 (Docker)

3011 (disabled in TLS settings)

5011
Mre-0EQ04-47DB-FOS0-4005-912F-36D1-74A4-TAES
Registered

nédcontainer (1.4.70)

nédcontainer

Mone

08-Mov-23

12:21 Eastern Standard Time
America/New_York (-5/-4)

Miagara Container (1.4.70)
tridium-linux-amdé&4-nre-core-fda (4.13.0.186)
54

Enabled Runtime Profiles rt,uxwhb

Java Virtual Machine

azul-jre-linux-headless-amded (Azul Systems, Inc. 1.8.0.372.24)

Miagara Stations Enabled enabled

Number of CPUs
Current CPU Usage
Overall CPU Usage
Filesystem

Physical RAM

Other Parts

2
10%
1%
Total Free Files Max Files

Jtmp 40,453,376 KB 18,181 424 KB 240241 2588672
Jopt/miagara 40,453,376 KE 18,191 424 KB 240241 2588672
/homefniagara 40,453,376 KB 18,131 424KB 240241 2588672
Total Free

3,964 456 KB 1,339,608 KB

Mone

e

Platform Administration -




Miagara-4.13.1.14 (Update 1)
File  Edit Search Bookmarks Tools  Window  Help
O- o A O GO w-~
e e / Platform Administration -

Platform Administration

Baja Version Tridium 4.13.0.186

[*] |@ 192.168.206.129 (Docker) # View Details
Daemon Version 4.13.0.136

& Update Authentication |

© BT Platform

@& Station [Docker) @, system Passphrase | User Home /home/niagara
Host 192.168.206.129 (Docker)

Daemon HTTP Port 3011 (disabled in TLS settings)
1] changeTLS Settings Daemon HTTPS Port 5011

YO u W| | | b e p rom pte d (© change Date/Time Host 1D Nre-0E04-47DE-FD90-4D05-912F-86D1-T4A4-TAES

Host ID Status Registered
to a | | OW WO rkb e n c h J’ Advanced Options Model nédcontainer (1.4.70)
to authenticate and —E";m‘“*’ s e
connect to the ) ViewDaeme

station to back it up.

Y Configure Runt

‘:9 Backu!

*,_ commissioning

System Home Jopt/miagara

% Change HTTP Port

@ Station "Docker” is currently running. Do you

want to connect to the station to back itup?

Enabled Runtime Profiles rt,uxwhb

Java Virtual Machine azul-jre-linux-headless-amded (Azul Systems, Inc. 1.8.0.372.24)

Miagara Stations Enabled enabled

Number of CPUs 2

Current CPU Usage 1090

Overall CPU Usage 1%

Filesystem Total Free Files Max Files
Jtmp 40,453,376 KB 18,181 424 KB 240241 2588672
fopt/niagara  40,453,376KE  18,191424KB 240241 2588672
/home/niagara 40,453376KE 18191 424KE 240241 2588672

Physical RAM Total Free

3,964 456 KB 1,339,608 KB
Other Parts Mone

£ Reboot

- Template




Miagara-4.13.1.14 (Update 1)
File  Edit Search Bookmarks Tools  Window  Help
O- o A O 0 -
192.168.206.129 (Docker) . Platform / Platform Administration -
Platform Administration

Ll . i~
[x] @ 192.168.206.122 [l .= W W Tate T

© BT Platform
. —
& Station (Docker) E Flle Spa Ces
~backups

S Flesstem IR EERREN -
The default folder is (D backup_Docker_231103_0918.dist
backu PS, click save (D backup_Docker_231106_0735.dist
to save the backup (D backup_Docker_231106_1053.dist

fl | e (D backup_Docker_231106_1255.dist

(D backup_Docker_231108_0908.dist

(D backup_Docker_231108_1159.dist

A Bookmarks
(D backup_J2000_20231015061614_a2211a

(D backup_J2000_230919_1034.dist
(D backup_Provisioning_231005_1513.dist

(D backup_Provisioning_231005_1530.dist

Filename: backup Docker 231108 1222.dist
Files of type: Distribution File

I 9GS O56 RE  L359,608 KB

Other Parts Mone

- Template




Default Platform backup settings

This is configured inside the Niagara Station under the BackupService

~ Nav i Property Sheet

@ BackupService (Backup Service)
(@ Status {ok}
(@l Fault Cause

1 O %) My Network
@ Services

- Palette

- Template

'ﬂ' AlarmService

@ BackupSenvice

@ CategoryService
@ JobService

' SecurityService

G} RoleService

'ﬂ' Userservice

ﬂ AuthenticationService
Er Debugservice

@ Box5Service

v FoxService

@' HierarchySenvice
@ HistoryService

o AuditHistoryService
O LogHistoryService
@' Program5ervice

(@ Enabled
(@l Exclude Files

(Ml Exclude Directories

(@ Offline Exclude Files

(@ Offline Exclude Directories

. true

¥ hdb;¥.adb;*.lock; *backup®;conscle.*;com *.hd b;*.ad b;*.'OCk;*baCkU p*;co
® X nsole.*;config.bog.b¥*;

config_backup*

file:rthiztory
file:""alarm

file:"*webFileCache

History folder, alarm folder,
® x webFileCache folder

¥ . lock;*backap*;conscole. ¥ ;config.bog.b¥

*.lock;*backup*;console.*;conf
ig.bog.b*;config_backup*

D Refresh [D Save



Platform Backup use Stations

BackupService

4
- Nav (A
E # O D) My Network Backups 5 objects
- _ - ) . =
& Platform Timestamp Host Path User
& Station (Docker) ﬁ) 03-Nov-23 18 AMEDT  192.168.206.1 filei~backups/backup_Docker_231103_0918.dist admin
‘ Alarm ﬁ) 06-Mov-23 12:55 PM EST  192.168.206.1 file:~backups/backup_Docker_231106_1255.dist admin
e Config ‘_:_T-} 08-MNov-23 1116 PMEST  192.168.206.1 file:~backups/backup_Docker_231108_1316.dist admin
@ services “T) 20-Nov-23 10:40 AMEST  192.168.206.1 files~backups/backup_Docker_231120_1040.dist admin

o AlarmService ) ) ) )
'_’E) 20-Nov-24 105 PMEST  192.168.206.1 file:~backups/NEW_MREID_backup_Docker_241120_1304.dist admin

@ BackupService

@ CategoryService

o JobService

' SecurityService

This is an audit on when backups were initiated, and their
filenames stored via Workbench

ﬂ:l' RoleService

0' Userservice

0 AuthenticationService
B DebugService

- Palette (7
w x D

6 BacnetMetwork

i bacnet

‘G) Backup

TRIGrom™
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Miagara 4.14.0.162 | Cloudlink 4.14.0.164
File Edit Search Bookmarks Tools Window  Help

o A O 0 ™~

. Platfarm

@ My Network

o el MylLaptop
v O Home Office
¢ 192.168.200.5 (WHITE)
r 192.168.200.152 (VAHO1KM)
v (@) 192.168.206.129 (Docker)
w BT Platform
@ Application Director
0 Certificate Management
9 Distribution File Installer
e File Transfer Client
@ License Manager
o Platform Administration
o Software Manager
e Station Copier
 1CP/IP Configuration
b a Remote File System
» & station (Docker)

- Palette

- Template

Station Copier

el Stations on this computer

SC:/Usera/h249585]1 /Niagarad.l4/tridium/stations

alarmClass
alphal200badLlink

Blank

Bldgl NS2022
Bldgl_NS2022FF
BrickRuleExample

Chiller

demo
EntSec_2000Controller
JACE_1

JACE 2

M52024v2
P5_CloudDataJACE_20240425
PS_CloudDataJACE_clean
TTeertService

VAS19000

~3tations

Docker

/ Station Copier -

&7 Stationson "122.168.206.1293"

Select the station
that is on the left
side which is the

container. Press
the Copy button to
copy it to your
Workbench stations
folder




Station Transfer Wizard

™™ Transferring station "Docker"
What name would you like the new station to have?

Station name Docke — Name the station as

it should be stored.
You can copy
multiple versions.

Next

" Finish x Cancel

S F

TRIDIUM



Station Transfer Wizard

™™ Transferring station "Docker"
Which station files are to be copied?

<> Copy files from selected directories
Copy every file in the station directory and its subdirectories 8
& Comperey , e o enything

<> Copy only the "config.bog" station database file

4 Back | """"" P Next | Finish 3 cancel |

o

TRIDIUM



TRIDIUM

Station Transfer Wizard

£ Transferring station "Docker"
Please review your changes

All station files will be copied from "192.168.206.129" to the local computer

Please select the "Finish" button to start the transfer,

-

_ Finish the Wizard,

and begin copying
station



E Transfermng station

f Transferring station
J

Completing transfer:

ﬂ Savestation  Success
@) Transferfiles  Success

Saving station "Docker”...done
~gtations/Docker/config.bog
~3tations/Docker/console backup 241119 092]1.txt
~3tations/Docker/console backup 241119 0850.txt
~3tations/Docker/console _backup 241119 0955.txt
~3tations/Docker/console backup 241119 095&6.txt
~stations/Docker/console backup 24111% 1046.txt
~gtations/Docker/console backup 241119 1620.txt
~gtations/Docker/console backup 241120 0801.txt
~stations/Docker/console backup 241120 0817.txt
~gtations/Docker/console backup 241120 0901.txt
~3tations/Docker/niagaralriver nVirtual
~atations/Docker/shared/images/caution.jpg
~3tations/Docker/shared/images/ContainerVi.png
~3tations/Docker/shared/images/contanerPPT.png
~atations/Docker/shared/images/cpu.jpg .
~atations/Docker/shared/images/disk.png f}/
~3gtations/Docker/shared/images/heap.jpg Verl the TranSfer Of
~3tations/Docker/shared/images/network.jpg
~3tations/Docker/shared/images/storage.jpg tr1€3 (:()F))/
~atations/Docker/shared/images/warning.jpg
~atations/Docker/shared/px/containerPPT.px
~3gtations/Docker/shared/px/deploy/stationdiagnostics/diskSpace.px
~atations/Docker/shared/px/deploy/stationdiagnostics/stationInfo.px
~atations/Docker/shared/px/niagaracontainer.px
~atations/Docker/shared/template,/Tridium/stationDiagnostics.ntpl
~3tations/Docker/userdata/admin/mru

Transfer complete.

Close Window

TRIDIUM



Default Station Copy Options

This is configured within Workbench under the Tools:Options menu

I General

! Alarm Console { station Copier Options

l S (@i File Pattern Exclude List ¥.lock console.* config.bog.b* config ba *.|0Ck CO”SOIG.* Conﬂg.bog.b*
Jll FIPSOptions (@l Directory Pattern Exclude List CcO nﬂg_backu p'k

D Text Editor

A Lexicon Editor

a Bajadoc

x_s Station Copier Options

Bl Copy Remote Station Alarm Data @ false

. Copy Remote Station History Data . false

T Platform Connections
;,] Code Signing Options
@ Px Editor

. Template Options

E Wire Sheet

@ Web Browser

oK Cancel |




What is in a default platform backup

This is configured inside the Niagara Station under the BackupService

- MNav

E 4 O

- Palette

- Template

@ My Network

@ Services

'ﬂ' AlarmService

@ BackupSenvice

@ CategoryService
@ JobService

' SecurityService

G} RoleService

'ﬂ' Userservice

ﬂ AuthenticationService
Er Debugservice

@ Box5Service

v FoxService

@' HierarchySenvice
@ HistoryService

o AuditHistoryService
O LogHistoryService
@' Program5ervice

Property Sheet

@ BackupService (Backup Service)
(@ Status
(@l Fault Cause

(@ Enabled
(@l Exclude Files

(Ml Exclude Directories

(@ Offline Exclude Files

(@ Offline Exclude Directories

{ok}
*.hdb;*.adb;*.lock;*backup™*;cons
ole.*;config.bog.b¥*;

o x config_backup*

. true

* hdb; *.adb; *.lock; *backup?* ; console.*; col

file:rthiztory

file:"*webFileCache

History folder, alarm folder,
webFileCache folder

¥ . lock;*backap*;conscole. ¥ ;config.bog.b¥

® % *]Jock;*backup*;console.*;conf

ig.bog.b*;config_backup*

D Refresh [D Save



What is in a default Station Copy

This is configured within Workbench under the Tools Options menu

I General

! Alarm Console { station Copier Options

l S (@i File Pattern Exclude List ¥.lock console.* config.bog.b* config ba *.|0Ck COﬂSOle.* Conﬂg.bog.b*
<Ml FIPS Options (@l Directory Pattern Exclude List CcO nﬂg_baCku p'k

D Text Editor

A Lexicon Editor

a Bajadoc

x_s Station Copier Options

B Copy Remote Station Alarm Data @ false

(@l Copy Remote Station History Data | false

T Platform Connections
;,] Code Signing Options
@ Px Editor

. Template Options

E Wire Sheet

@ Web Browser

oK Cancel |
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E;_E Miagara-4.13.1.14 (Update 1)
File  Edit Search Bookmarks Tools  Window  Help
O- o a O 0 -
192.168.206.129 (Docker) . Platform / Distribution File Installer -~

/C:/Users/h249351/Niagarad.13/tridium/backups
12 distribution files were found in directory "/C:/Users/h248851/Niagara4.13/tridium/backups”
[*] |@ 192.168.206.129 (Docker)
Version  Status Description
¥ F Platform Docker_231103_0918.dist Tridium 0 Modified Online backup of station "Docker” on "e0ddd6sds026"

@ application Director r_231106_0735.dist Tridium0  Modified Online backup of station "Docker” on "e0ddd68d5026"
0 Certificate Management
D) Distribution File Installer

e File Transfer Client

1106 1053.dist Tridium 0  Modified Online backup of station "Docker” on "elddd68d5026"
 1255.dist Tridium0® Meodified Online backup of station "Docker” on "elddd&gds026"

o Lexicon Installer m backup_Docker_231108_0208.dist Tridium0 Modified Online backup of station "Docker" on "e0ddd&8d5026"

© License Manager (D backup_Docker_231108_1159.dist Tridium 0 Modified Online backup of station "Docker” on "e0ddd68d5026"

o Platform Administr m backup_Docker_231108_1222.dist Tridium® Maodified Online backup of station "Docker” on "elddd&3d5026"

O Software Manage! : backup_J9000_20231015061614_a2211a21-5d84-debe- - di TridiumQ  Different target platform  Online backup of station "J2000" on "ubuntu”

e Station Copier backup_J3000_230919_1034.dist Tridium @  Different target platform  Online backup of station "J2000" on "ubuntu”

: backup_Provisioning_231005_1513.dist Tridium 0  Different target platform  Online backup of station "Provisioning" on "VA51LT33GPYD3.glok
backup_Provisioning_231005_1530.dist Tridium @ | Different target platform  Online backup of station "Provisioning" on "VAS1LT32GPYD3.glok

» & station (Docker)
m backup_test2_231106_1312.dist Tridium0 Modified Online backup of station "test2" on "6719d2b1d10b"

Use the Distribution
File Installer within
the Platform to
select and install the
backup

- Template

ochnnsen'lr\ettory | ACIBBII‘IrIg | Acnmrsinn | “E-JBm:kups | ’ Install




Miagara-4.13.1.14 (Update 1)
File  Edit Search Bookmarks Tools  Window  Help
D- o A O 0 -
R e / Distribution File Installer «

/C:/Users/h249351/Niagarad.13/tridium/backups
12 distribution files were found in directory "/C:/Users/h248851/Niagara4.13/tridium/backups”
[*] |@ 192.168.206.129 (Docker)
File Version  Status Description
¥ F Platform @ backup_Docker_231103_0918.dist Tridium 0 Modified Online backup of station "Docker” on "e0ddd6sds026"

@ Application Director Py _ o ; e L e B Online backup of station "Docker” on "e}ddd68d5026"

Certificate Management 4" i 2 H
0 E sl Distribution File Installer L Online backup of station "Docker” on "elddd68d5026"
D) Distribution File Installer

. . . . Online backi f station "Docker” on "elddd68d5026"
@ File Transfer Client Distribution File Installer 2 S5 [RTR PO R S
@) Lexicon Installer Stopping application(s) Online backup of station "Docker” on "edddd63d5026"

@ License Manager Online backup of station "Docker” on "e0ddd68d5026"

Running applications must be stopped before installation can proceed. Choose
o Platform Administration gapp PP P Online backup of station "Docker” on "edddd&3d5026"

'Finish' to stop the applications and perfarm the saftware installation.
O Software Manager Online backup of station "J2000" on "ubuntu”

e Station Copier
6 1cr/iP configuration
» e Remote File System
] 3 Station [Docker)

o

Online backup of station "J3000" on "ubuntu”
Online backup of station "Provisioning” on "VAS1LT32GPYD3.glok
Online backup of station "Provisioning” on "VAS1LT32GPYD3.glak

Online backup of station "test2" on "6719d2b1d10b"

Click “Finish” to stop
all applications
within Niagara and
allow workbench to
install the backup to
the container

- Template
ochnnsenir\ectnry| Acleaning| &Oﬂnversinn




E Miagara-4.13.1.14 (Update 1)
File  Edit Search Bookmarks Tools  Window  Help
O- o A

L] - - - -
Installing Distributicn
192.168.206.129 (Docker) . Platform / Distribution File Installer -~

m Installing Distribution

Installing:

%] |@ 192.168.206.

=T Platform "Docker” on "e0ddd68d5026"

@ Application Director o Stop running application(s)  Success

€ certificate Management o Install software Success
D) Distribution File Installer ﬂ Restart application(s) Success
@ File TransferClient Installation complete.

9 Lexicon Installer

"Docker” on "efddd68d5026"
"Docker” on "efddd68d5026"
"Docker” on "e0ddd&8d5026"

"Docker” on "efddd68d5026"
Deletelllestoreklement: ideletellle Jhome/nlagara/etc/platiorm backup A31108 12:42.bog del

© License Manager DeleteFileStoreElement: :deleteFile /home/niagara/stations/Docker/alarm/alarm.adb deleted fon "Docker” on "e0ddd6ad5026"
© Platform Administration DeleteFileStoreElement: :deleteDirectory '/home/niagara/stations/Dockerfalarm' deleted ion "Docker” on "edddd&8d5026"
DeleteFileStoreElement: :deleteFile fhome/niagara/stations/Docker/history/station/segl/Se
DeleteFileStoreElement: :deleteDirectory "/home/niagara/stations/Docker/history/station/s J9000" on "ubuntu”
@ station Copier DeleteFileStoreElement: :deleteFile /home/niagara/stations/Docker/history/station/segd/Lc
) Tcr/iP Configuration DeleteFileStoreElement: :deleteFile /home/niagara/stations/Docker/history/station/seg4/De o -
DeleteFileStoreElement: :deleteDirectory '"/home/niagara/stations/Docker/history/station/s Provisioning"” on "VASILT33GFYD3.glok
DeleteFileStoreElement: :deleteFile /home/niagara/stations/Docker/history/station/seg7/Ac
& station (Docker) DeleteFileStoreElement: :deleteDirectory "/home/niagara/stations/Docker/history/station/s
DeleteFileStoreElement: :deleteFile /home/niagara/stations/Docker/history/station/segl/De jon "test2" on "6712d2b1d10b"
itoreElement: :deleteFile fhome/niagara/stations/Docker/history/station/segl/Ne
O b serve th e itoreElement: :deleteDirectory "/home/niagara/stations/Docker/history/station/s
. . itoreElement: :deleteDirectory "Shome/niagara/sstations/Docker/history/station”
itoreElement: i:deleteDirectory "Shome/niagara/stations/Docker/history" deleted
I n Sta I I I ng Statu S’ a n d itoreElement: :deleteDirectory "/home/niagarasstations/Docker/niagaraDriver nVi
"ileStoreElement: :commit file written /Shome/niagara/stations/Docker/config.bog
Whe n CO m p | ete Close "ileStoreElement: icommit file written Shome/niagara/etc/platform.bog

0 Software Manager

Q Remote File System
n"Provisioning” on "WVAS1LT32GPYD3.glok

h . d wrtFileStoreElement: :commit imported data to keyvring in Jhome/niagara/security
t e Wl n OW "ileStoreElement: :commit file written Shome/niagara/daemon/daemon.properties
e i leStoreElement: tcommit file written Shome/niagara/etc/license.properties
FileStore::commitInstance commit complete

Begetting subscription parameters

Starting "station Docker™

Installation complete.

Close Window |

- Template

Ochoosenir\ectory | &Cleaning | &l.‘.omrersion | {L)Backups | ’ Install




This is the docker console showing the install of the backup

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
leted
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

Trash

[12:24:25
[12:24:28
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30

[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30
[12:24:30

08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23

08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23
08-Nov-23

EST][stationRegistry] station Docker stopping
EST][stationRegistry] station Docker exited with status @

EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]

EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]
EST][file]

DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:

DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:
DeleteFileStoreElement:

:deleteFile
:deleteFile
:deleteFile
:deleteFile
:deleteFile
:deleteFile

Jhome/niagara/stations/Docker/console.txt deleted
Jhome/niagara/stations/Docker/console backup 231108 1218.txt deleted
/home/niagara/stations/Docker/console_backup_231108_1282.txt deleted
/home/niagara/etc/platform.bog deleted
Jhome/niagarafetc/platform backup 231108 1222.bog deleted
fhome/niagara/stations/Docker/alarm/alarm.adb deleted

:deleteDirectory '/home/niagara/stations/Docker/alarm' deleted

:deleteFile

/home/niagara/stations/Docker/history/station/seqg@/SecurityHistory.hdb deleted

:deleteDirectory '/home/niagara/stations/Docker/history/station/segd' deleted

:deleteFile
:deleteFile

/home/niagara/stations/Docker/history/station/seg4/LogHistory.hdb deleted
fhome/niagara/stations/Docker/history/station/seg4/DeviceNetworkJobHistoryRecord.hdb de

:deleteDirectory '/home/niagara/stations/Docker/history/station/seg4’' deleted

:deleteFile

/home/niagara/stations/Docker/history/station/seg7/AuditHistory.hdb deleted

:deleteDirectory '/home/niagara/stations/Docker/history/station/seg7' deleted

:deleteFile
:deleteFile

Jhome/niagara/stations/Docker/history/station/segi/DeviceStepHistoryRecord.hdb deleted
/home/niagara/stations/Docker/history/station/seg1/NetworkStepHistoryRecord.hdb deleted

:deleteDirectory '/home/niagara/stations/Docker/history/station/segl’' deleted
:deleteDirectory '/home/niagara/stations/Docker/history/station' deleted

:deleteDirectory
:deleteDirectory
FileCachedFileStoreElement::commit file
FileCachedFileStoreElement::commit file

' fhome/niagarafstations/Docker/history' deleted

' /lhome/niagara/stations/Docker/niagaraDriver_nVirtual' deleted
written fhome/niagara/stations/Docker/config.bog

written /home/niagarafetc/platform.bog

KeyRingImportFileStoreElement::commit imported data to keyring in fhome/niagara/security/.kr
FileCachedFileStoreElement::commit file written fhome/niagara/daemon/daemon.properties
FileCachedFileStoreElement::commit file written /home/niagara/etc/license.properties

IF the docker console shows the following “station Docker failed” after the restore has completed. It's because
NRE ID’s of the backup did not match the container during the restore. You will need to Re-Register after a

“Clean Install”

2
M

U5 -NOV -
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INFO [12:24:35 08-Nov-23 EST][stationRegistry] station Docker exited with status -3

SEVERE [12:24:35 @8-Nov-23 EST][stationRegistry] station Docker failed, rc =

=3




E Miagara-4.13.1.14 (Update 1)
File  Edit Search Bookmarks Tools  Window  Help
O- o a O 0 -
192.168.206.129 (Docker) . Platform / Application Director =

Application Director

[X] | 192.168.206.128 (Docker) Connected to 192.168.206.129

Mame Type  Status Details Auto-Start  Restart on Failure
=T Platform
E[)m:ker station Failed fox=n/afoxs=4911 http=n/a,https=8443 true true
9 Application Directar

0 Certificate Management INFO [nre] Launching Niagara Buntime Em_.fironmenl; [#] Auto-Start
INFO [12:24:32 08-Nov-23 EST] [nre] Booting
@ Distribution File Installer INFO [12:24:32 02-Nov-23 EST] [org.bouncycastle.jsse.provider.PropertyUtils] Found string security property [jdk.tls.disa [#] Restarton Failure
WAENING [12:24:32 03-Now-23 EST] [org.bouncycastle.jsse.provider.DisabledRlgorithmConstraints] Ignoring unsupported entry
@ File Transfer Client INFO [12:24:32 08-Wowv-23 EST] [org.bouncycastle.jsse.provider.PropertyUtils] Found string security property [jdk.certpath Start
9 i Il WARNING [l2:24:32 08-Now-23 EST] [org.bouncycastle.jsse.provider.DisabledAlgorithmConstraints] Ignoring unsupported entry
Lexicon Installer WARNING [12:24:32 08-Nov-23 EST] [org.bouncycastle.jsse.provider.DisabledAlgorithmConstraints] Ignoring unsupported sntry Stop
@ License Manager WABNING [12:24:32 08-Now-23 ES5T] [org.bouncycastle.jsse.provider.DisabledhlgorithmConstraints] Ignoring unsupported entry
INFO [12:24:32 08-Nowv-23 EST] [org.bkouncycastle.jsse.provider.PropertylUtils] Found boolean security property [keystore.ty
o Platform Administration INFO [12:24:32 08-Nov-23 EST] [org.bouncycastle.jsse.provider.PropertyUtils] Found string system property [Jjava.home]: /o Rehoot
INFO [12:24:32 08-Nov-23 EST] [org.bouncycastle.jsse.provider.PropertyUtils] Found string system property [Java.home]: fo
0 Software Manager INFO [12:24:32 08-Nowv-23 EST] [org.bouncycastle.jsse.provider.PropertylUcils] Found string system property [java.home]: /o Kill
. . INFO [12:24:32 08-Nowv-23 EST] [sys] Logging initialized
© station Copier INFO [12:24:34 08-Nov-23 EST] [sys.registry] Up-to-date [39ms] Dump Threads
GTCP-"IPConfiguration INFO [12:24:34 08-Nov-23 EST] [sys.registry] Loaded [48ms]
. INFO [12:24:35 08-Now-23 EST] [crypteo] loading module signature registry... Save Bog
QREthEFilES\,‘StEI’TI INFO [12:24:35 08-Nov-23 EST] [crypto] module signature registry up-to-date Verify Software

INFO [12:24:35 08-Nov-23 EST] [cryvpto] module signature registry loading complete (87 ms)
@& Station {Docker) E R R R S E e E e e

*k%k% This is an unregistered subscription instance! Clear Qutput
*%¥%% Register your station instance using the AL

**kx%x Ticense Manager

E R R S S E e e E T e e R Pause Qutput
INFO [12:24:35 08-Nov-23 EST] [sys] Niagara runtime booted ("/opt/niagara™) on Nre-0E04-47DB-FD90-4D05-912F-836D1-74R4-TRAE Output Dialog
SEVERE [12:24:35 08-Nowv-23 EST] [sys] Cannot boot

javax.baja.license.FeatureNotLicensedException: tridium:nre Stream To File

At th i S p O i nt’ yo u at com.tridium.sys.license.NLicenseManager.checkFeature (NLicenseManager.java:a5)

at com.tridium.sys.Nre.runClass(Nre.java:516)

at com.tridium.sys.Nre.main({Nre.java:354) Qutput Settings

m u St h ave at com.tridium.sys.Nre.bootstrap(Nre.java:175)

at sun.reflect.NativeMethodAccessorImpl.inwvokel (Native Method)
at sun.reflect.NativeMethodhccessorImpl.invoke (NativeMethodhccessorIlmpl.java:62)
WO r k b e n C h re— at sun.reflect.DelegatingMethodAccessorImpl.invoke (DelegatingMethodAccessorImpl.java:43)

at java.lang.reflect.Method.invoke (Method.java:498)
o at com.tridium.nre.bootstrap.Bootstrap.Main(Bootstrap.java:146)
register the
SUbSCI’IptIOﬂ INto
backup

Restart

The application will also show that station
startup failed. The console shows
FeatureNotLicensedException

- Template




Niagara Workbench
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Miagara-4.13.1.14 (Update 1)
File  Edit Search Bookmarks Tools  Window  Help
O- b & O 0 -
192.168.206.129 (Docker) . Platform / P

License Manager
Host Address 192.168.206.129

[X] | 192.168.206.128 (Docker)
Host ID Mre-DE04-47DB-FD90-4D05-912F-86D1-TAA4-TAES i Regenerate

w @ Platform

Brand ID
@ Application Directar

Licenses Certificates

0 Certificate Management
@ Distribution File Installer
e File Transfer Client
9 Lexicon Installer
o License Manager
o Platfarm Administration
O Software Manager
e Station Copier
 1cr/iP Configuration

» e Remote File System

& Station (Docker)

The Platform License

Manager will allow

you to re-register the Visual Que, that you
backup and link it must re-register
back to the

subscription. Click

Register

- Template - A Unregistered Host ID. Please register.

Import Export View Delete




E Miagara-4.13.1.14 (Update 1)

File  Edit Search Bookmarks  Tools  Window

Help

4 O- o a O [ =~

192.168.206.129 (Docker) . Platform

@ 192.168.206.129 (Docker)

=T Platform
@ Application Directar
0 Certificate Management
@ Distribution File Installer

/ License Manager ~

License Manager
Host Address 192.168.206.129

Device Registration

# | Licensing
1 Registerthe device for subscription license

e File Transfer Client
9 Lexicon Installer
o License Manager

o Platfarm Administration

0 Software Manager

e Station Copier

6 1cr/iP configuration

Q Remote File System
& Station (Docker)

You will need to
provide the original
Subscription Key
used for that

Subscription Key
Verification URL https://www.niagara-community.com/setup/connect _
Code

24GFV3ER

Using the same method
you used to activate the
container the first time.

Follow these steps to complete subscription licensing:

1) Enteryour Subscription Key above, 5

2)Goto :he".l'eriﬁ-:atizn URL::rith a browser, CI | Ck the U RL an d e nter th e
3] Enterthe Code at the website, tem p code |t req UestS.

4) Login to your account.
5] Approve the device you are registering,

container’s Nre host
ID. Copy that into
the Subscription Key
field.”

 OK | xl.‘..an{el|

Subscription key was delivered via email or
contact the SI who sold the subscription.

A Unregistered Host ID. Please register.

Import Export View Delete Import




E;_E Miagara-4.13.1.14 (Update 1)
File  Edit Search Bookmarks Tools  Window  Help
O- o a O 0 -
. Platform / License Manager =

License Manager
Host Address 192.168.206.129

[X] | 192.168.206.128 (Docker)

» JT Platform Device Registration
@ Application Directar

€ certificate Management i I Licensing

@ pistribution File Installer Registerthe device for subscription license

e File Transfer Client

9 Lexicon Installer Subscription Key

© License Manager Verification URL |https://www.niagara-comminity.com/setup/connect
© Plstform administration Code efle BH icensing Complete

O Software Manager

@ station Copier The licenses and certificates for the remote host have
 TcP/IP Configuration been successfully updated.

» e Remote File System Added
@ Station (Docker) MTEST.license (Tridium 4.13 - expires 2024-10-17)

Follow these stepstoc

1) Enter your Subscriptismreyooores

2) Go to the Verification URL with a browser.
3] Enterthe Code at the website,

4) Login to your account,

5) Approve the device you are registering.

- Template - A Unregistered Host ID. Please register.

Import Export View




E;_E Miagara-4.13.1.14 (Update 1)
File  Edit Search Bookmarks  Tools
4 D- o A O

192.168.206.129 (Docker) . Platform

@ 192.168.206.129 (Docker)

w BT Platform

@ Application Directar
0 Certificate Management
9 Distribution File Installer
e File Transfer Client
9 Lexicon Installer
o License Manager
o Platfarm Administration
O Software Manager
e Station Copier
 1cr/iP Configuration

» e Remote File System

& Station (Docker)

Your container is
now restored from
the backup and the
Subscription has
been re-attached
and will now start

up

- Template

Window

Help

G -

/ License Manager ~

License Manager
Host Address 192.168.206.129

Host 1D Mre-0E04-47DE-FD30-4D05-912F-86D1-T4A4-TAES a Register Regenerate

Brand 1D MNTEST

Licenses Certificates

MTEST.license (Tridium 4,13 - expires 2024-10-17) Tridium.certificate (Tridium - never expires)

This has now re-registered the backup with the Licensing
server

Now restart the station through the Application Director

Import Export i Import View Delete



This is the docker console showing the station and subscription completed successfully

INFO [12:26:11 88-Nov-23 EST][licensing.subscription] Polling for registration status (will poll for 5 minutes)

INFO [12:26:11 @8-Nov-23 EST][updatedaemon] access token poll started, poll interval 5 seconds

INFO [12:27:00 88-Nov-23 EST][licensing.subscription] Access token retrieval successful.

INFO [12:27:17 08-Nov-23 EST][licensing.subscription] This device is registered with the subscription licensing system.
INFO [12:27:18 08-Nov-23 EST][licensing.subscription] Certificate request completed successfully.

INFO [12:27:18 88-Nov-23 EST][updatedaemon] license request successful

INFO [12:27:18 08-Nov-23 EST][file] FileCachedFileStoreElement::commit file written /fhome/niagara/security/subscription/licenses/NTEST.license
INFO [12:27:46 08-Nov-23 EST][stationRegistry] station Docker watchdog thread started [tid = 63]

INFO [12:27:46 88-Nov-23 EST][stationRegistry] station Docker starting

INFO [12:27:58 @8-Nov-23 EST][stationRegistry] station Docker startup complete

TRIDIUM



Clean Install

TRIDIUM



Copy the Station with Station Copier

If you need the station from the container, the platform will allow for you to copy off using
Workbenc

Niagara 4.14.0.162 | Cloudlink 4.14.0.164
File  Edit Search  Bookmarks Tools Window  Help

4 O- o A O b -

192.168.206.129 (Docker) . Platform / Station Copier

-~ Mav Station Copier

e Stations on this computer Stationson "192,168,206.129"
E i O My Network =5

@ /C:/Users/h249851/Niagarad.l4/tridium/stations 0 ~3tations
MylLaptop

O rome e clermcless

192.168.200.5 (WHITE) alphaJa0ibadLink
Blank

Bldgl_Ms52022
Bldgl_MS2022PF
BrickRuleExample
Chiller

1492.168.200.152 (VAHO1KM)
@ 192.168.206.129 (Dacker)
& Platform
@ Application Director

0 Certificate Management demo

@ Distribution File Installer EntSec_o000Cantroller

® File Transfer Client JACE 1

a License Manager JACE_2

Q) platform Administration M52024v2

0 Software Manager P5_CloudDataJACE_20240425
PS_CloudDataJACE_clean
TTeertService

VAS1JS000

e Station Copier

6 TCP/IP Configuration

ﬁ Remote File System
» Station (Docker)

- Palette

TRIDIUN ™"




Removing the persistent

tridium@tridium-virtual-machine:~/niagara$
[+] Running 2/2

v/ Container niagara-niagara-1 Removed
0.0s

v/ Network niagara_default Removed
0.2s

tridium@tridium-virtual-machine:~/niagara$
niagara_niagara-user-nome

TRIDIUM



tridium@tridium-virtual-machine:~/niagara$ docker compose up
[+] Running 3/3

v Network niagara_default Created 0.2s
v Volume "niagara_niagara-user-home" Created 0.0s
v Container niagara-niagara-1 Created 0.1s
Attaching to niagara-1
niagara-1 | INFO | init.sh | Initializing Niagara container
niagara-1 | INFO | init.sh | Container is starting with root-level commands
niagara-1 | INFO | init.sh | Setting timezone to America/New_York
niagara-1 | INFO | copy_modules.sh | Copying core Niagara modules to /home/niagara/modules
niagara-1 | INFO | init.sh | niagarad.sh running as PID 2022
niagara-1 | INFO | niagarad.sh | Container version is 1.4.89
niagara-1 | INFO | niagarad.sh | Hard open file limit is 1048576
niagara-1 | INFO | niagarad.sh | Starting niagarad.
niagara-1 | INFO | niagarad.sh | niagarad running as PID 2025
niagara-1 | INFO [12:25:23 20-Nov-24 EST][crypto] loading module signature registry...
niagara-1 | INFO [12:25:28 20-Nov-24 EST][crypto] module signature registry out-of-date
niagara-1 | INFO [12:25:28 20-Nov-24 EST][crypto] module signature registry rebuild complete (5522 ms)
niagara-1 | INFO [12:25:28 20-Nov-24 EST][niagarad] starting, niagara_user_home=/home/niagara
niagara-1 | WARNING [12:25:28 20-Nov-24 EST][niagarad] platform file authenticator is using factory default credentials
niagara-1 | INFO [12:25:28 20-Nov-24 EST][webserver] legacy alias 'tridium' not found, switching to use 'default'
niagara-1 | WARNING [12:25:29 20-Nov-24 EST][webserver] using default TLS server certificate 'default' is not recommended
niagara-1 | INFO [12:25:29 20-Nov-24 EST][webserver] web server threads started [threadCount = 5]
niagara-1 | INFO [12:25:29 20-Nov-24 EST][stationRegistry] station registry starting
niagara-1 | INFO [12:25:29 20-Nov-24 EST][niagarad] startup complete (8426ms)
niagara-1 | INFO [12:26:45 20-Nov-24 EST][webserver] Opened: 385db250c43e8295e351912f60856617f17dfe26812965e6c755580449b52422 @ 192.168.206.1
niagara-1 | INFO [12:27:16 20-Nov-24 EST][webserver] Opened: 08b284133661bdfd2af25e46e7b124ca57d147876411784494427ed846bb5ee5 @ 192.168.206.1
niagara-1 | INFO [12:27:16 20-Nov-24 EST][webserver] Opened: 5edfc33b7f26030feaf624b8c6b37f451c268fac92bcd55b070168ccOe61a836 @ 192.168.206.1
niagara-1 | INFO [12:28:53 20-Nov-24 EST][licensing.subscription] Polling for registration status (will poll for 5 minutes)
niagara-1 | INFO [12:28:53 20-Nov-24 EST][updatedaemon] access token poll started, poll interval 5 seconds
niagara-1 | INFO [12:29:04 20-Nov-24 EST][licensing.subscription] Access token retrieval successful.
niagara-1 | INFO [12:29:15 20-Nov-24 EST][licensing.subscription] This device is registered with the subscription licensing system.
niagara-1 | INFO [12:29:19 20-Nov-24 EST][licensing.subscription] Certificate request completed successfully.
niagara-1 | INFO [12:29:19 20-Nov-24 EST][updatedaemon] license request successful
ntagara-1 | INFO [12:29:19 20-Nov-24 EST][file] FileCachedFileStoreElement::commit file written /home/niagara/security/subscription/licenses/NTEST.license

TRIDIUM



Common Docker Console
Commands
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List docker volumes

Using the command:

Notice it's using niagara_niagara-user-home that is mapped in the docker-
compose.yml

- niagara-user-nome:/home/niagara

S docker volume 1s
DRIVER VOLUME NAME

local niagara niagara-user-home

TRIDIUM



List all Docker images loaded

Use the

REPOSITORY
niagara/fda/amd64/base
niagara/fda/armé4/base
vykon-fda-amd64

vykon-fda-amde4d
vykon-fda-amd64
vykon-fda-amd6e4d
hello-world

TRIDIUM
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command to list all images

S docker images

.122 1.5.105-e9ae5bcel696
.106_1.5.102-4e9d36676890
.162
.18
.14

IMAGE ID

fdf95fdb9c59
b80da4934890
bb51a5298092
456e91cb8f27
9736cce5525a
2c2b7bfa6als
9c7a54a%a43c

CREATED

4 days ago

3 weeks ago

6 months ago
14 months ago
15 months ago
16 months ago
21 months ago

SIZE
410MB
381MB
402MB
410MB
391MB
405MB
13.3kB




Removing an image

Removing a single image

Use the

For example, to remove the image with the ID

Use the

REPOSITORY
niagara/fda/amd64/base
niagara/fda/armé4/base

vykon

vykon
vykon
vykon
hello-

TRIDIUM

-fda-amde4d
-fda-amd64
-fda-amde4
-fda-amd64

wor Ld

N oS

t ©

command to list all images

Find the image ID of the image you want to remove

S docker images

.122_1.5.105-e9ae5bcel696
.106_1.5.102-4e9d36676890
.162

.18

.14

IMAGE ID

fdf95fdb9ck9
b80da4934890
bb51a5298092
456e91cb8f27
9736cce5525a
2c2b7bfa6als
9c7a54a%ad3c

, use the command

CREATED

4 days ago

3 weeks ago

6 months ago
14 months ago
15 months ago
16 months ago
21 months ago

command with the image ID

SIZE
410MB
381MB
402MB
410MB
391MB
405MB
13.3kB




Load new docker image from Tridium

Using the command:
Load the .tar file provided by the systems integrator

In this example file
Another example file

: S docker load<vykon-fda-amd64-4.14.0.162.tar
4a1518ebc26e: Loading layer 75.19MB/75.19MB
0da75023adea: Loading layer = 67.86MB/67.86MB
fl2d5ea98c4f: Loading layer 1.659MB/1.659MB
e27f25c4915f: Loading layer 4.096kB/4.096kB
06e94aBcabed4: Loading layer = 3.072kB/3.072kB
0f7d796aee40: Loading layer 3.072kB/3.072kB
ef54f5a60d74: Loading layer 136.5MB/136.5MB
5f604a116c7f: Loading layer 123.8MB/123.8MB
g6f184d8fief: Loading layer 2.56kB/2.56kB
39513d1309b7: Loading layer 46.59kB/46.59kB
77e3d6e8463e: Loading layer 15.87kB/15.87kB
03fc19d57226: Loading layer 21.5kB/21.5kB
a6de71766449: Loading layer 39,.94kB/39.94kB
15a61fb92d87: Loading layer 34.3kB/34.3kB
21e61d50c794: Loading layer [== = 34.3kB/34.3kB
d04d6fofdsb3: Loading layer 1.226MB/1.226MB
Loaded image: vykon-fda-amd64:4.14.0.162

TRIDIUM



Show Hidden Files

To show hidden files in Ubuntu, you can press Ctrl + H or select
Show Hidden Files from the menu button in the sidebar.

Steps

1. Go to the folder where you want to see hidden files
2. Press Ctrl + H on your keyboard
3. All hidden files will be visible, along with any regular files

To hide the files again, you can press Ctrl + H again or select Show
Hidden Files from the menu button and switch it off.

You can also use the Is command in the terminal to list all files,
including hidden files. To do this, you can:
1.0pen the terminal

2.Type ls -a

3.Press Enter

TRIDIUM

var / lib / docker / volumes / ni... me

. licenses
- certificates

7| nreld

/ _data [

security /

subscription

var / lib / docker / volumes / ni...

. licenses
. certificates

.refreshincrement
kr
.registered

nit| restoreld
.eckeyPair

nis| nreld

me /

_data /

security /

subscription
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