


Troubleshooting 
Niagara Applications
Mike James / Tridium



Tools for Troubleshooting Niagara 
Applications

hello



• Logs and System Manager Access

• Niagara Engine Thread Manager

• Data Recovery Service Manager

• YourKit Integration



Accessing System Managers and Logs

hello



Log Service Access

Access the Debug Service from:

ip:host:|foxs:|station:|slot:/Services/LoggingService



System Manager Access
Access the System Managers 
from a Remote Spy:

ip:host|foxs:|spy:/sysManagers

We will focus on:

engineManager
dataRecoveryManag

er



Engine Thread Troubleshooting

hello



Engine Thread

What does it do?

Runs all onExecute()
BControlPoint logic in your 

system

Invoke Actions

Problem?

Running inappropriate actions
on the Engine Thread cause an
Engine Watchdog Timeout



Engine Watchdog Timeout

If the “Nre:Engine” thread is 
unresponsive,
an Engine Watchdog Timeout occurs.

Available policies are:

Log
Terminate
Reboot (Controllers only)



Engine Thread Best Practices

No network calls

Never sleep

Never synchronize

Never wait

Never block



Engine Manager Access

Access the Engine Managers from a Remote 
Spy:

ip:host|foxs:|spy:/sysManagers/engineManage
r

Find Peak Scan Times
Find Engine Hogs
Find Expensive Actions



Engine Manager Logs

Niagara Station Logs:

platform.engineMonitor
sys.engine

Niagara Daemon Logs:

stationRegistry



Troubleshooting Example 1

Use “Engine Hogs”…

…to find slow BControlPoints



Troubleshooting Example 2

Use Application Director
Thread Dump…

..to find blocking code



Data Recovery Service 
Troubleshooting

hello



Data Recovery Service

ip:host:|foxs:|station:|slot:/Services/PlatformServices/DataRecoveryService

What does it do?

Recover data from the following 
spaces:

Component Space
History Space
Alarm Space

Problem?

Capturing unneeded data can lead to
performance issues



Data Recovery Service Manager Access

Access the Data Recovery Manager from Remote Spy:

ip:host|foxs:|spy:/sysManagers/dataRecoveryManager



Data Recovery Service Logs

Niagara Station Logs:

platDataRecovery
sys.dataRecovery
history.dataRecovery
alarm.dataRecovery



Best Practices Components
Use dataRecoveryManager to understand what Component 
data is being saved…



Best Practices Components

…and ignore it at your discretion



Best Practices Histories
Use dataRecoveryManager to understand what History data 
is being saved…



Best Practices Histories

…and ignore it at your discretion



Best Practices Alarms
Use dataRecoveryManager to understand what Alarm data 
is being saved…



Best Practices Alarms

…but Alarms can not be ignored!



Troubleshooting Example
Use dataRecoveryManager and logs to find a noisy point…



Troubleshooting Example

…and prevent it from entering the service



YourKit Integration

hello



YourKit Prerequisites

Only available for Windows or Linux
Development environments

Add the “developer” feature to your license



Starting YourKit Agent
Attach to Niagara Station:

Attach to Niagara Workbench:



Niagara Applications In YourKit

View all kinds of data:

Threads
Deadlocks
Monitor Contention
Exceptions
Memory Allocations



Questions?

Please write them down!

hello




	Slide Number 1
	Troubleshooting Niagara Applications
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Log Service Access
	System Manager Access
	Slide Number 8
	Engine Thread
	Engine Watchdog Timeout
	Engine Thread Best Practices
	Engine Manager Access
	Engine Manager Logs
	Troubleshooting Example 1
	Troubleshooting Example 2
	Slide Number 16
	Data Recovery Service
	Data Recovery Service Manager Access
	Data Recovery Service Logs
	Best Practices Components
	Best Practices Components
	Best Practices Histories
	Best Practices Histories
	Best Practices Alarms
	Best Practices Alarms
	Troubleshooting Example
	Troubleshooting Example
	Slide Number 28
	YourKit Prerequisites
	Starting YourKit Agent
	Niagara Applications In YourKit
	Slide Number 32
	Slide Number 33

