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What is Niagara?
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®

What is Niagara?

The Niagara
Framework is an
open automation
infrastructure used
in critical facilities
around the world

From stage zero to energy
savings, resource planning, and
system management in one
secure platform Niagara enables
Digital Transformation.
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Presenter Notes
Presentation Notes
Niagara helps many of the world’s most demanding customers meet their building automation and IoT needs in one comprehensive, secure, flexible and open platform.

Whether you are planning the HVAC needs of a single building. or are integrating Smart Building technologies for a multi-national organization with extreme cybersecurity demands, Niagara can be scaled to your requirements.
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Tridium Product Line-up & Licensing
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Tridium Products

« The Niagara Framework - software that runs on both
controllers and servers

« Supervisor for servers and workstations

« JACE and Edge Devices and their expansion modules

b e,
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Tridium Products ,
Niagara

cloud

SUITE™

« Supporting Products
« Niagara Enterprise Security
« Niagara Cloud Suite
» Niagara Drivers

‘hlagara Coml@atfble BIOVELES

& APplieatjons

niagara

« Applications licensing

- Niagara Central, Marketplace, Asset Mgr  NalEleflEe
* OpenADR

« E-Signature (21CFR Part11)

=4 (7 openADR 2,05

Niagara E-Signature Application
(N‘F\ 1
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How do you License Niagara?

* Niagara 4 software has a perpetual license, with SMAs
(Software Maintenance Agreements) to enable access to
the latest revisions of Niagara software

« Supervisor - Licensed per number of network (JACE)

connections
« 1,2,3,10, 100 or Unlimited

« Additional points capacity | —‘
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Presenter Notes
Presentation Notes
Can also add points to supervisor similar to JACE covered on next slide. 

SUP-DEVICE-10 Upgrade Supervisor add Driver Capacity 500 points. 
SUP-DEVICE-25 Upgrade Supervisor add Driver Capacity 1250 points. 
SUP-DEVICE-50 Upgrade Supervisor add Driver Capacity 2500 points. 
SUP-DEVICE-100 Upgrade Supervisor add Driver Capacity 5000 points. 
SUP-DEVICE-200 Upgrade Supervisor add Driver Capacity 10000 points. 
SUP-DEVICE-500 Upgrade Supervisor add Driver Capacity 25000 points. 
SUP-DEVICE-1000 Upgrade Supervisor add Driver Capacity 50000 points. 


How do you License Niagara?

JACE

m 1/0 Points | SMA Terms

8005
8010
8025
8100
8200

10
25
100
200

500
1250
5000
10,000

18m, 3Y, 5Y
18m, 3Y, 5Y
18m, 3Y, 5Y
18m, 3Y, 5Y
18m, 3Y, 5Y

Edge 10 -

Includes 10 points of I/0 as
shipped

Can support up to 3 devices/50
points with expansion

SMA included for N4
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Presenter Notes
Presentation Notes
Also 8100P = 100 points and requires 8005 SMA
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Community and Training
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tridium

JNIiversity

Niagara 4 Operator/End User Class
@ Niagara 4 Certification (TCP)

Niagara 4 Developer Certification

...and many more

tridium

TRllSth‘/ltaIki
niagara

s Niogara Pro Tips K

Series A

P
. 77

niagara

community

Nlagara Resource Center

Find answers to your technical questionSiand iéarn how {0 LUSSIOUFPIO =:L
\
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Integration Examples
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Roadmap to moving multi-vendor systems to Niagara

@ Nlagara Supervisor -
Server or Workstation
@a
: a Encrypted
Remote management | Firewai /ven [OF%
via web or VPN access

@ Device Certificate

Internet

BUILDING LAN / ENTERPRISE WAN

unencrypted

i ’ Legacy Server :

Johnson /})I(‘ SIEMENS

Controls

Schnelder é TRANE

CCCCC

s&utomated
ALERTON Logic

Honeywell

[TTE T
CORRERERRREE

Trane Tracer SC

E SlemensMBC - Ny / -
Network Controllers Field Bus

JTS \\Vorkstation
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Connecting to Legacy Systems

American Auto-Matrix
PUP

Andover AC256

Andover Infinity/
Continuum Driver

lﬂ Niagara Supervisor . |aga r_a

framework®s

.

unencryrea | @) - Compatige-Drvers
‘& Applications

Automated Logic

=
OPC WebCTRL
SOAP Driver
_— Accruent Alarm Driver Send configured alarms to the Any that generates an  Accruent
accruent server Alarm including HVAC, Refrig-
erataen and Lighting
ﬂ Accruent Configuration Driver Ta clone the JACE device to Any System that needs a col-  Accruent LT Barber Cﬂlman GCM
thas Accrusnt system for map-  lection of Telsmaetry data o
ping telametry data valuss changing values on 3 JACE
Accruent FOT Driver ‘Waorks with the Accruent Con-  Any System that needs values  Accruent BA
figuration Driver to Changs changed for & panod of time B b C I NBK
y}) ( thes values on a JACE from the  including Tuming on/ol a r e r_ D m a n
Johnson ‘' SIEMENS A ot ot s _
cOntro s Accruent Telemetry Driver Transmits telematry data Any system that can be dis- Accrusnt A D r|\'.|l'er

from interesting peints to the  tilled into operaticnal nforma-

Accruent system for furthe thon using the Accruent rules
processing and analysis enpine
h rm‘ Alarrn Console (Enhanced) Mudti Client, Multi Greup, Multi  Building Automaticn Maxline conrelipluty
C nEI er Workstation

Electric

Allen Bradiey CIP Driver xzn?nmr ABLOGIXS, PLC/  Buillding Automation Infacan/MaxLine LT TFE!HE" CDmm3
ALERTON ‘ALJtomatEd Allen Bradiey CSPWE TCP Driver Allen Bradley Building Automation Infocon/Maxkine contralyphui Nﬂn_iSGlatEd Dri Ver
""""""""""""""""""" Og IC American duto-Hatrix PHP AAM PHP version 810 Building Automation Trickurm tridium.com ¢

Armerican Auto-Matrix PUP AAM PUP version B 35 Building Automation Tridiurm trigiunmcoem ©

Honeywell R— i AC2S8 s — Trane Comm4 Driver

.

@ Honeywell Cbus Johnson N2 Open Siemens Apogee 600 !
P TCP Driver driver TEC Driver TRIDIUM



Network Controller Integration

JCl Integration : .
via BACnet IP. NCEs, NAE, N30 Multi-vendor Integration

via BACnet IP, Modbus TCP, or legacy drivers

N BUILDING LAN / ENTERPRISE WAN T

i

Pros: Eliminates the legacy server that
1 may be obsolete and not cyber
secure
- Legacy Supervisory Controller can
easily be added at the IP level to the
Niagara Network

- Allows for incremental upgrade and _’f“'
integration to Niagara to modernize -
Trane BCU —
\

the entire infrastructure
- Advanced Niagara architecture,
supporting common scheduling,
analytics, alarming and mobile views .. .ns wac

Johnson ¢/)I(, G Cons:

Leaves in place the existing controllers

Controls and software that may be obsolete or i

| require proprietary or expensive tools =
@ ! E and service contracts to manage . 1
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Field Bus Integration

Use Cases:

Pros:

Cons:

BUILDING LAN / ENTERPRISE WAN

Upgrade to legacy buildings using existing field bus devices

Lowest COSt of implementation

Allows legacy systems to use of more advanced energy
management strategies, mobile Ul, analytics

Best cybersecurity practices for legacy integrations

Allows for legacy and new open protocols on same JACE
Incremental upgrades, one infrastructure to the field bus level
Common Niagara interface down to the application controller
level

Ability to mix and match legacy with new replacement controllers
Eliminates two layers of legacy control

Numerous options for multivendor equipment/protocol
replacement

Potentially leaves in place existing controllers and software

that may be obsolete or require proprietary or expensive tools
and service contracts to manage

Extends the Niagara network as close to the field devices as possible.
Keeps the existing infrastructure and allows you to replace AT YOUR
CONVENIENCE and budget

TRIDIUM



Cloud Integrations

HTTPS

i Supervisor

%

BUILDING LAN / ENTERPRISE WAN

a Encrypted

@ Device Certificate

Cloud Service Provider

Use Allow for external cloud analytics for predictive, machine learning
Case algorithms, large data lakes for histories for the foundation of machine
learning
Pros Add cloud connections using industry 10T standard: MQTT and REST
APIs
JSON allows for easy data Cons Offsite data inside the public cloud infrastructure
packaging for transporting via

MQTT or HTTPS REST APIs

TRIDIUM
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What do we mean by ‘Open”?
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Niagara - The Power of Choice

Controls

johnson 4 Schneider SIEMENS

Facility Explorer I/A Series TNM8000 TONN-8 MultiSITE™ VM3

WYNXSPRING

CENTRA
S il LINE

Scalibur ILC 2050 BI Eclypse EAGLEHAWK NX
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Presenter Notes
Presentation Notes
The Global leader in Open Platform Building Automation, Tridium’s Niagara Framework is offered by over 60 OEM partners worldwide






High Level Architecture
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hrmvs ar

Web
browser

Eullding management

JACE*BO00

Thermostat

m=—

HVAC

BACnet® Controller
Lonwarks® Controller

Wireless
thermostat

lighting control

JACE*8000

=
=

Energy management and

Mataring

Y

Lighting

Temperature

Miagara 4 Supervisor

Remote
Workbench
ar browser

Enterprise securlty Video surveillance

Security JaCE®

Intrusion
alarm

IP video
camera

! Video camera

Card access
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System Database

” Supervisor

« Seamlessly visualise your entire Niagara system
« Simple navigation through Hierarchies and Tagging
g « Search your entire system

NF A
25 ) « Easier system expansion TRIDIUM



MULTI-TIERED SYSTEM DB

New in Niagara 4.13 G'obalq!_I campus

Niagara System Architecture Regional | |
Flexes to Any Layout .!_. .!_.
| |
Query Entire Niagara System == - o
From A Single Database Location | |
Building. .

.!l.!l

—F-=-—d-----~

e
- Q, Equipment

Expedite Ul Configuration Through

Hierarchies and Virtual Px Views Equipment . Q’ - Q’

—————————————

Building
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Why Specify Niagara?
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“So, why should you specify Niagara?”

Today, in a world where open ¢
standards, interoperability and cyber
security are requisite, the Niagara

Framework allows you the comfort of
choice without the bounds of |
proprietary solutions.

Compatibility & Flexil ili

Sl
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Presenter Notes
Presentation Notes
I am going to focus on four main areas today to help you understand why we believe that specifying open Niagara is the best option for your clients. 

We will start off with Compatibility and Flexibility 

(I didn’t randomly select this picture - in the center you can see the WarnerMedia Tower at 30 Hudson Yards, in NYC.  This is a Niagara controlled building, and there is a case study available online from the Niagara Partner who performed the work)
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“So, why should you specify Niagara?”

Today, in a world where open
standards, interoperability and cyber
security are requisite, the Niagara

Framework allows you the comfort of
choice without the bounds of |
proprietary solutions.

Compatibility & Flexifflity B
Embrace critical industry standards

ﬂ“!“l

across IT, OT and loT withth -
ability to integrate ‘best of b%ﬁh
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Presenter Notes
Presentation Notes
Niagara enables you to choose “best of breed” solutions and if necessary, integrate products from multiple vendors in a single, unified environment. 

Think back on the many different integration options already presented.


“So, why should you specify Niagara?”

Today, in a world where open
standards, interoperability and cyber
security are requisite, the Niagara

Framework allows you the comfort of —
choice without the bounds of ‘ T
proprietary solutions.

Compatibility & Flexibili
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Presenter Notes
Presentation Notes
Our second point on the benefits of specifying Niagara is based on Economics.  As I mentioned before, Niagara allows you to solicit bids not only for a wide variety of providers for installation, service and support, but also enables those integrators to utilize Niagara controllers from various manufacturers whenever required…No more being tied to a single proprietary vendor for long term support contracts and their associated costs.  Niagara providers earn your business every day. 

Think back to the Open topic discussed earlier.


“So, why should you specify Niagara?”

Today, in a world where open
standards, interoperability and cyber
security are requisite, the Niagara
Framework allows you the comfort of
choice without the bounds of 1
proprietary solutions.

Compatibility & Flexibili

o M .- = o )
e T AT o EusnmE o
T ; <
Cost.Savings | ;
1 - mrery IR "
_ e e - gy '
i :—_' . .' .
& .'1 1|o :1:_-_ . nr 1 : & w m.;."i“. g : e : - - = , *®
L] o i e | — £ . g - .-. — f“"_!r'___ ._._.__:. 'i !,
ﬁi ] . L ‘ I . I 1 | 4 ] I 1 | :ll":é;:llﬂi ; Eilp“: m '“ I:; i : ‘- % l': A = 7-3
- iy “ L1 "].I.?‘I;!_vl' | B &5 ; » '
B I ¥ 0 Wom e g g ) ;;:E‘r;j;i - < [ o= s
LSS - L
ny R | : - - 1
" ‘J‘u%ﬁ“ Fr ' . 14 |
2l 13 W i
il i s ] i e



Presenter Notes
Presentation Notes
As you know, cybersecurity is more important than ever.  Niagara helps you mitigate risk by incorporating the most advanced cyber capabilities of any building control platform available.


Cybersecurity — a defence in depth approach

« Strong Authentication (SCRAM-SHA-256-bit DIGEST) with pluggable authentication
schemes

« PKI Integration - Certificate management tools within the framework - ability to
import/use 3rd party digital certificates with Niagara.

- Role-Based Access Control for authorization, providing access to security
components by security role

« Use of Internal Security Manager, controlling authorization at the API level
(protecting components of the framework from only accessing authorized
methods & items)

« Encrypted Communications & Encrypted sensitive information at rest for
confidentiality. FOXS and HTTPS utilize Transport Layer Security (TLS 1.3) -
additional degree of integrity protection in the protocol

© 8" T NIEE ®cscmr
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Cybersecurity — a defence in depth approach

 Digitally Signed & Validated Code, providing non-repudiation and assurance of
system integrity

 Integration Capability with Security Infrastructure, including LDAP Directory
Servers, Kerberos, and SAML 2 Identity Providers for Single Sign-On

« Common-Sense User Account Management (Forced Strong Passwords, User
Lockouts, Forced Removal of Factory Default Passwords, the ability to rename
/change known user names...)

 Auditing of user activity at customizable levels

« Cybersecurity Team - A dedicated team focused on continuous security
Improvements

© & T NGEE ®cscr
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Security Dashboard

Quickly assess the security posture of your Niagara Network

st ety O ary Supervisor view shows all JACEs on your network
— * Quickly identify issues with roll up view
@ i N « Triage Outliers
« Manage Certificates and access privileges
[ sasticn ) D festionz D1 | seatiena 0] B o Saaticn | Security Overviem
N\ AT B e b e i
{_/3 S Gh e ey 'ﬁh e o
1 sations @ mations 0§ sations @

@""'*“ﬂ'“ EERp—— @H—-u— ............ P I ————
‘("- l.q..-'o-: i Y ey g boncy nams
4 — S
'E:‘ <o e o ) T ———
N iy N b Py il
T —— —— - T —— "

| i @ | tames - § i | teammmnem @

[ 1 it 4 [

Individual JACE station views
« View per individual service in each station
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“So, why should you specify Niagara?”

Today, in a world where open
standards, interoperability and cyber
security are requisite, the Niagara |
Framework allows you the comfort of =
choice without the bounds of ‘ T
proprietary solutions.

Compatibility & Flexibili

. ... Future-proofing
- - A Framework whose power
- "5 increases over time, enhancing
: ©_your design and mvestment e 4 |
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Presenter Notes
Presentation Notes
Our fourth and final point for ‘Why you should specify Niagara’ is all about “Future Proofing” or the Protection of your Investment. 


Protection of your investment...

Enterprise-Level Features Added Since Niagara 4

00000000000

2015 2015 2019 2020 2021 2021 2022
M
O U/ \./ \/ \/ \./ \/ \/ \/ \/ U
® Hierarchies ® JACE 8000 ©® Red Hat” ® Backup as a Service @ Single Sign On ® SystemDB ® Enhanced ® Security Dashboard @ Video Surveillance @ System DB ® Archive History @ WelereSheet 20
® Role-based @ Windows 10 Enterprise ® Tag-Rule Index (SAML 2.0) ® Responsive Provisioning @ Client Certificate Integration Support for Tag Provider ® HTML5 Niagara
Access Control support Linux® (RHEL) @ LDAP @ HTMLS views: Graphics Support @ Application Authentication @ Singlesignon(SSO) ~ Based PX ® WebWiresheet Network Point Mgr
® SW Maintenance @ Helpwithlegacy @ Java Web Enhancerments Scheduler, ® Bulk Tagging & Templates ® 8021X support with Niagara as IP @ Video Surveillance @ Alarm Archive @ HTMLS5 BQL Builder
® Dashboards AX integrations Start @ Asset Manager Alarm console Templating ® JACE as ® Edge Tools: ® Tag-Based Graphics  Viewer Provider ® Internationalization
with Niagara 4 ® Analytics 20 ® Windows Server @ Haystack 3.02 ® Template Provisioning DHCP server Templates, @ Niagara Proxy Service @ Bulk Certificate ® BACnet/SC Support
} ® FIPS 140-2 Provisioning, NTP @ Niagara Security Signing Tool ® TLS13 . .
2016 support ® Analytics 21 (Level 1 compli @ Windows Server  History L ® MQTT-Google Auth. ® Photo ID $§ITTPent Driver
RHEL 7.4 support pllance) Jaows Sers Istory L.og Goagle Auth. o2 @ MSTP Engine
4 ® RHEL 7.5 support 2019 support ® MQTT - AWS Auth. @ UxMedia ® Provisioning s
® JSON Toolkit Enhancements ~ OPtimization

The same Niagara deployed in 2015 has vastly more capabilities today
through constant enhancements...

NF A
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