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About Me

Chris Riccobono

= Sr. Product Owner
= 9years with Tridium

= Application Engineer

SSCP (ISC?) + CEM (AEE)

B.S. Mechanical Engineering
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Enterprise-Level Features Added Since Niagara 4

2015 2016
Y (Y

2018 2019 2019 2020 2021

Q0

2017 2018
O L

>

2015 2021 2022
O O O O O O O O O O
® Hierarchies @ JACE 8000 ® Red Hat* ® Baclup as a Service @ Single Sign On ® SystemDB ® Enhanced @ Secunty Dashboard @ Video Surveillance @ Systern DB @ Archive History @ WebWiresheet 2.0
® Role-based ® Windows 10 Entarprise ® Tag-Rule Index (SAML 200 ® Responsive Provisioning @ Client Certificate Integration Support for Tag Provider @ HTMLS MNiagara
Access Control support Linux® (RHEL) @ LDAP ® HTMLS views Graphics Support g Application Authentication @ Singlesignon(SSO)  Based PX ® WebWireshest Metwork Paint Mgr
® SW Maintenance ® Help withlegacy ® Java Web Enhancements Scheduler, ® Bulk Tagging & Templates @ BO2IX support with Niagara as IP @ Video Survedlance @ Alam Archive @ HTMLS BGQL Builder
® Dashboards AX integrations Start ® Asset Manager Alarm console Templating ® JACE as @ Edge Tools: @ Tag-Based Graphics  Viewer Prowder @ Internationalization
with Magarad @ Analytics 20 ® Windows Sc:_r ver @ Haystack 3.02 @ Template Provisioning DHCP server Templates, @ Magara Proxy Service @ Bulk Certificate ® El-ﬂCnf-r,fE,L, Suppiort
2 [ ] t«r\.al-'l:lcs 21 ® FIPS 140-2 Provisioning, NTP @ Niagara Security Signing Tool @ TLS13 ® HTTP Chent Driver
2016 support ¥ ? (Level | compliance) ® Windows Server History Log ® MQTT-Google Auth. ® Photo ID ® METD
® RHEL 7.4 support ® RHEL 75 support 2019 support & MOTT - AWS Auth. @ UxMedia ® Prowisioning ML ROGHOR

NF
253

® JSON Toolkit

Enhancements

Optimization
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Productivity

- Web Views
« Templating

* Provisioning
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Web Views

Web Wiresheet & HTML5 Tag Manager
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Thick Client vs Thin Client

4 Niagara Workbench

File Edit Search Bookmarks Tools

O- o a O
abouthtml
- Nav

#H o & My Network

b @ My Host:VASILTEIVN3D3.global.ds.honeywell

172.31.66.112 va51tr14)
172.31.66.111 {ricco )
172.31.66.110{TridiumStation)
192.168.1.10 (riccobanos)

Q PuDema

© 2HRDemo
172.31.67.50 (EastBuilding_Floars_Jaces)
192.168.1.110
192.168.1.108 (EastBuilding_Floor3_Jaces)

- Palette
w X B | § bece

[ LR

Window

Help

/' WebBrowserView -

NEIEIE)
Workben

Licensed to Riccobono, ricoobona

Help Documents

x +

localhost,

Main_Supervisor

A
\ Username:

Change User

‘ Login

Use of this software is subject to the
End User License Agreement and other Third Party Licenses

Your license expires on 03-Aug-23.

To connect using Niagara Web Launcher click here
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Web Wiresheet

Niagara Forum X T

|

) a localhost

@ Config
@ Services
© Drivers

'D' ControlsCon
» O Niagara Forum
@ Files
A Histories
(&) SystemDb Hierarchy Example 1
@ SystemDb Hierarchy Example 2

Palette ®

@ alarm

(@ baja

@ control
® history
(@ kitControl
(@ schedule

Niagara Forum

Inputs

(Al SpaceTemp )
Numeric Writable

Logic

Dut 25.0°C {ok} @ def

Inl0 - {null}

Inl6. - {null}

N |

Al2_ReturnAirTemp

MNumeric Writabla

Dut 26.0°C [okl @ del

Inl0 - {null}

QaaQBR &K 7

CoolingTstat 0

Qutputs

(BO1_CoolingEnabled
Boolean Writable

)

Out true {ok} @ 16

Inl0

- fnull}

InlG true [ok}

Tstat

Out true [ok}
Cv_ 35.00 ok} @ def
Sp 23.00 fok}
Diff 2.00 ok}
Action Direct

Inl6 ~ inully (SetPaint ﬁ’
L j Mumeric Const

Dut 23.0°C fok}
(AI3_DischargefirTem )
Humeric Writable Diff

Dut 13.0°C {oki @ def

Humeric Const &

HeatingTstat 0

5

A

BO2_HeatingEnabled
Boolean Writable

)

Dut false [okl @ 16

Inll

- fnull}

inld ~ inull} Out S
Inl6 - {null} . .
S

Action

Boolean Const m

InlG false fok}

Ot

false fok}

Hot

o a
Out true fok}
In false fok}

Tstat

Out false fok}
Cv_ 25.00{ck} @ def
Sp 23.00 {ok}
Dift 2.00 ok}
Action Reverse
.~

n

J

e
25
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HTMLS5 Tag Manager

Miagara Forum X 1

|

< O =] localhost

Miagara Forum

Selected Components 1 objects v

Mame Location

Q Al2_ReturnAirTemp slot:/Niagal

= Remove Components

(O] [® TagManager v [x]
Available Tags & Haystack4 ® et Y ShowAll ~ 41 objects v
Tag Tag Type
0 returnAirPressureSpPoint
returnAirTempSensorPoint
%) returnAirTempSpPoint h4:retumAirTempSensorPoint >
return
0 returnChilledWaterCoolValve C e
temp
5] returnCoolRunCmdPoint sensor
point
5] returnCoolingCoilEquip
Showing tagson: |Mo component selected ®EDirect EImplied 50 objects v

SR ST T ¢ TR )

Tag Id
h4:returnAirTempSensorPoint

h4:unit

Value

Tag Name

returnAirTempSensorPoint slot:/Services/TagDictionaryService/Haystackd,tag

iteVal 26.00
writable & Marker
antity ‘ A =T

@ add

25
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Templating

Component (Device), Application, & Station Templates

I.-'/ NF \."'-,I

2o/
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Template Types

Component Template
A single root component
with all descendants

Device Template
A component template
where the root
component is a device

Proxy

NF
25

Application Template
A full application that
will replace most of
the running station

Station Template
A station configuration
that can be used with
the New Station Wizard
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Template Features by Type

Station Config

Components
Configuration
Relations
Inputs/Outputs
Graphics

ACE and other files

Optional components

X X X X X

X X X X X
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Instantiating

New station wizard

Deploy/install

Discovered device matching

Bulk deploy from Excel

Deploy from Excel via provisioning

Maintaining

Redeploy the template

Upgrade to newer template version
Update configuration from Excel
Upgrade via provisioning

Update configuration via
provisioning

Export configuration to Excel
(new in 4.10, improved in 4.11)

X (add)

X (many)
X

X X X X X

X (add)
X
X (many)
X

X X X X X

X (replace)

X (one)
X

X X X X

X

______________|Component |Device _|Application |Station _

X
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Provisioning

Work Smarter, Not Harder
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ProvisioningNwExt o

=

(&) 5l s://localhost
Nav ProvisioningNwExt
@ config [ Generate an alarm when any step fails or is canceled
@ services UGenerate an alarm when job completes successfully
@ Drivers

. Provisioning steps to run
6 NiagaraNetwork

» €p ProvisioningNwExt
& WestBuilding_Supervisor
@ EastBuilding_Supervisor
6 RdbmsNetwork
© controlsCon
© Niagara Forum
& Files
A Histories
[E) SystemDb Hierarchy Example 1
[&] SystemDb Hierarchy Example 2

Stations to include in the job

@®

Add a step to the job

5 Refresh

i"i [@ nNiagara Network Job Builder v
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ProvisioningNwExt X +

<& @] localhost,
| Add
Select the type of step to add to the job from the list
below:
| Type
= Add Station User
3 Backup Stations
. B Convert To Perpetual License Mode
; D Copy Supervisor File
. Deploy Template
X Enable Bootstrap Mode
() Export Application Template Configuration
B Import Signed Certificate
Install Application Template
&8 Reboot
& Remove Platform User
X Remove Property
& Remove Station User
£ Rename Device Station
g Run Robot
a Security Job Steps
0o Set Platform Credentials
o Set Platform User Password
4 Set Property
& Set Station Connection Credentials

Description

Add a new user to the station.

Back up each station in the job

Converts all the stations' licensing mode from subscription to perpetual
Copy a file from the supervisor's filesystem to each station in the job
Deploy a template file to each station in the job

Enable bootstrap mode for the stations.

Exports an application template configuration as an xlsx file

Import a signed certificate for each device

Install an application template file to each station in the job

Reboot each station in the job

Remove a user from the platform.

Remove a dynamic property

Remove a user from the station.

This step will change the name of the station to match the name that it was given in the Niagara network.

Run a robot on each station

Add all security related job steps

Create a new platform account and remove default platform account
Change password for an existing platform user

Set or add a property

Set the station credentials used to connect to the remote station.

Cancel
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ProvisioningNwExt x 4+

@] localhost.

| Add

Select the type of step to add to the job from the list

below:
Type
g Run Robot
a Security Job Steps
0o Set Platform Credentials
(3] Set Platform User Password
#  SetProperty
& Set Station Connection Credentials
o Set Station User Password
, Set System Passphrase
C] Set Time
@ setTLSLevel
- Setup Reciprocal Connection
o Sign Certificate
» Update Connections Using Niagara Network Discovery
» Update Connections Using Provisioning Station's DHCP Server
El Update Licenses
& Update Template or Application Configuration
Upgrade Application Template
D Upgrade Out-of-date Software
Upgrade Template

Description

Run a robot on each station

Add all security related job steps

Create a new platform account and remove default platform account

Change password for an existing platform user

Set or add a property

Set the station credentials used to connect to the remote station.

Set the password of the current station user

Set System Passphrase

Set the time for each device

Set the minimum TLS level for platform, FoxService, and WebService

Setup the Niagara Network connection from remote station to supervisor station
Sign a certificate on each station

Update station connections using Niagara Network discovery.

Update station connections using the provisioning station's DHCP server leases.
Update all of the station(s), importing licenses from the licensing server

Update configuration of deployed templates or installed applications on each station in the job
Upgrade an application template installed on stations in the job

Upgrade out-of-date software for each station in the job

Upgrade deployed template instances on each station in the job

Cancel
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Provisioning X

= localhost,

Nav

€ config
@ services
6 Drivers
 NiagaraNetwork
& ProvisioningNwExt
@ WestBuilding_Supervisor
@ EastBuilding_Supervisor
6 RdbmsNetwork
© controlsCon
© Niagara Forum
Q) Provisioning

» 4% NiagaraNetworkJobPrototype

& Files

A Histories

@ SystemDb Hierarchy Example 1
E] SystemDb Hierarchy Example 2

Palette

@ alarm

(@ baja

@ control

(@ history

@ kitcontrol

@ provisioningNiagara
€ BatchJobService
€ ProvisioningNwExt

> & NiagaraNetworkJobPrototype
BB TriggerSchedule
&J ProvisioningRobot

(@ schedule

Provisioning

QaQRTK

v [ wire Sheet

o
¢ 25 4

TRIDIUM



NiagaraNetworklobPrototype e |-

) localhost
=]
@ Config
@ services
@ Drivers
 NiagaraNetwork
e € ProvisioningNwExt

& WestBuilding_Supervisor
@ EastBuilding_Supervisor
© RdbmsNetwork
© controlsCon
© Niagara Forum
| v () Provisioning
& NiagaraNetworkJobPrototype
& Files
A Histories
[&) SystemDb Hierarchy Example 1
SystemDb Hierarchy Example 2

Palette

@ alarm

(@ baja

@ control

(@ history

(@ kitcControl

.:) provisioningNiagara
€ BatchJobService
& ProvisioningNwExt

| » & NiagaraNetworkJobPrototype

BB TriggerSchedule
LJ ProvisioningRobot

'D schedule

NiagaraNetworkJobPrototype

B Generate an alarm when any step fails or is canceled
O Generate an alarm when job completes successfully

Provisioning steps to run

D Backup Stations

Stations to include in the job

& WestBuilding_Supervisor
& EastBuilding_Supervisor

®

¥ Run Now

G Refresh

1"t [ Niagara Network Prototype View ¥ &

¢ 25 4
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ProvisioningNwExt

Select the type of step to add to the job from the list

below:

COPLERMXePBD Wwa=<BO W@ »

~

ae

x +

localhost,

Type
Add Station User

Backup Stations

Convert To Perpetual License Mode

Copy Supervisor File
Deploy Template

Enable Bootstrap Mode

Export Application Template Configuration

Import Signed Certificate
Install Application Template
Reboot

Remove Platform User
Remove Property

Remove Station User
Rename Device Station

Run Robot

Security Job Steps

Set Platform Credentials
Set Platform User Password

Set Property

Set Station Connection Credentials

Description

Add a new user to the station.

Back up each station in the job

Converts all the stations' licensing mode from subscription to perpetual
Copy a file from the supervisor's filesystem to each station in the job
Deploy a template file to each station in the job

Enable bootstrap mode for the stations.

Exports an application template configuration as an xIsx file

Import a signed certificate for each device

Install an application template file to each station in the job

Reboot each station in the job

Remove a user from the platform.

Remove a dynamic property

Remove a user from the station.

This step will change the name of the station to match the name that it was given in the Nig
Run a robot on each station

Add all security related job steps

Create a new platform account and remove default platform account
Change password for an existing platform user

Set or add a property

Set the station credentials used to connect to the remote station.

Cancel

L 7z |

NF

¢ ProvisioningNwExt x| +

localhost;

Select the type of step to add to the job from the list

below:
Type
g Run Robot
a Security Job Steps
(3] Set Platform Credentials
d ;] Set Platform User Password
¢ SetProperty
& Set Station Connection Credentials
(] Set Station User Password
\ Set System Passphrase
(C] Set Time
@  setTLSLevel
- Setup Reciprocal Connection
=) Sign Certificate
» Update Connections Using Niagara Network Discovery
» Update Connections Using Provisioning Station's DHCP Server
B Update Licenses
Update Template or Application Configuration
Upgrade Application Template
D Upgrade Out-of-date Software
Upgrade Template

Description

Run a robot on each station

Add all security related job steps

Create a new platform account and remove default platform account

Change password for an existing platform user

Set or add a property

Set the station credentials used to connect to the remote station.

Set the password of the current station user

Set System Passphrase

Set the time for each device

Set the minimum TLS level for platform, FoxService, and WebService

Setup the Niagara Network connection from remote station to supervisor station
Sign a certificate on each station

Update station connections using Niagara Network discovery.

Update station connections using the provisioning station's DHCP server leases.
Update all of the station(s), importing licenses from the licensing server

Update configuration of deployed templates or installed applications on each station in the job
Upgrade an application template installed on stations in the job

Upgrade out-of-date software for each station in the job

Upgrade deployed template instances on each station in the job

Cancel
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