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Best Practices

« The Niagara Framework provides multiple options to
accomplish the same task.

» The best option varies depending on specific customers
and requirements.

0
25

TRIDIUM


https://empowermentmomentsblog.com/2014/11/17/dare-to-be-the-best-you/
https://creativecommons.org/licenses/by-nc-sa/3.0/

Why do | need to learn troubleshooting

Planning the rescue
before the mission begins

This Photo by Unknown Author is licensed under CC BY
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The Six Stages of Debugging

1. That can’t happen

2. That doesn't happen on my machine
3. That shouldn’t happen

4. Why does that happen?

5. Oh, | see

6. How did that ever work?

25 TRIDIUM



What Should You Look For

CPU usage - evaluate overall and by process if available,
overall should be less than 80%.

Memory - after garbage collection used heap should
be less than 75% of max heap.

Histories — maximum of 6000 for a JACE-8 controller.

Engine Hogs - insight to what components in the station
use the most CPU.

Spy - more detailed diagnostic information.
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Frequent GC events indicating running low on heap?


Remote Station | console

console backup 230331 1457 txt
console backup 230331 1421 txt
console backup 230331 1450 txt
console backup 230403 1634 txt
console _backup 230403 1626 txt
console _backup 230321 1704 txt
console backup 230331 1407 txt
console _backup 230420 1416 txt

console txt

Remote Station | platform diagnostics

Platform Diagnostics

df -k
ifconfig -a
netstat -A
nicinfo
pidin

pidin arg
pidin env
pidin family
pidin fds
pidin in
pidin mem
pidin pmem
pidin times
pidin ttimes
fd usage
flash disk usage
JMX Info

Remote Station | sysManagers

registryManager
schemaManager
licenseManager

moduleManager

» engineManager

leaseManager
serviceManager

stationManager

resourceManager

diagnosticManager

queryHandlers

networkinterfaceManager

scheduleManager

» dataRecoveryManager
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Finding More Information

« Adjust logs to different levels for debugging purposes.
« Return to default logger settings when finished.
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Tech Support Dos and Don'ts

» Provide Niagara version

* Provide a copy of custom modules

» Explain how to reproduce the issue

* Provide a station backup and bog file passphrase

» Provide application director output with errors, consider
performing a thread dump.

 Provide backup console text and spy logs
 Provide client console output for Ul type issues
« Don't provide screen captures of text files
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Troubleshooting Articles

« Unexpected Restarts

» Fox Connections

 BACnet MSTP

« BACnet Tuning Suggestions

« Code Signing

* Tridium Talk — Developer Series
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https://www.niagara-community.com/s/article/Troubleshooting-Unexpected-Restarts
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https://www.niagara-community.com/s/article/Troubleshooting-BACnet-MS-TP
https://www.niagara-community.com/s/article/BACnet-tuning-suggestions
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Scenario 1: Bog File Protection
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Bog File Protection - Overview

» Sensitive information is encrypted in a bog file.

« Bog files in a backup distribution file or under your
Niagara user home are encrypted using a passphrase.

» Bog files in the Niagara daemon user home are encrypted
using the host’s key ring file.

* A unique key ring file is generated for each Niagara
installation on a given host and is locked to that host.
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Reversible Encoding Key Source

* None - not encrypted, file can be copied to other hosts.

<2xml wersion="1.0" encoding="UTF-8"72>
<bajalbjectGraph version="4.0" rewversibleEncodingKeySource="nons" F
<p h="cl"™ c="1" m="k=baja" t="bk:5tation">

- External - encrypted using passphrase makes bog file
portable, file can be copied to other hosts.

* BldglF1

k2xm1 wversion="1.0" nl:n-dng—UTF
<bajalbjectGraph wversion="4.0"' rewve blEnD-dngK ySource="external' FIPSE
{ph—z c—l m=b=b:|‘t—b5tt on' >

mNama™ w="AlAa1F1™ /5

« Keyring - encrypted using node locked key ring file, must
use station copier or backup dist to make portable.

: BldglF1

NF <?xml version="1.0" encoding="UTF-2"2>
23 <bajaldbjectGraph version="4.0" reversibleEncodingKeySource="'keyring' FIPSEnabled="fal ap
<p h="2" c="1" m="k=baja' t="b:3tation'> TRIDIUM



Bog File Protection - Workflow

« Bog file on the remote
host's key ring file.

e Station copier and bac
using the key ring on t

station is encrypted using the

Kup functions decrypt the bog file
ne host and re-encrypt the bog file

using the host's passphrase prior to transfer

Station

Host Passphrase = MySecret27#
Bog encrypted by host’s key ring

0
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Copier or Backup Dist
, , > 3

Host Passphrase = Niagara4Rocks
Bog encrypted by passphrase MySecret27#
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Bog File Protection - Workflow

» Bog file and host passphrases don’t match.

» Station copier and commissioning wizard functions
prompt the user to provide the bog file passphrase to
decrypt the bog file from the client and re-encrypt using

the host's key ring.

I Station Copier or Commissioning Wizard |
: : = — . ) niagara™

Host Passphrase = Niagara4Rocks Host Passphrase = PigsFly@82
/Boﬂg\encrypted by passphrase = MySecret27# Bog encrypted by host's key ring
NF
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Scenario 2: Using the Poll Scheduler
to improve performance
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Thanks James, 

Our next scenario goes back to basics - polling points! It’s such a simple topic, but tuning is often overlooked so seems a reminder is a good idea… large scale projects will thank you for keeping this in mind!


Getting Straight to the Point...

* The Control Points used in
strategy / wiresheet logic have
a null Proxy Extension

* Support extensions:

BooleanWritable
Boolean Writable

Out

~{null}

In10

Inl6

5

© BooleanWritable (Boolean Writable)

4

trueText=true,falseText=false » ©® -

— {null} @ def

. (@ Facets
« HistoryExt » 3 Proxy Ext null
w= Qut
® AlarmEXt = Nl - {null}
« DiscreteTotalizerExt - .
° - == |n4 — {null}
== N5 — {null}

0
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So – 

The title is a little ironic, given that some meandering will occur… but let's start with a plain old point you would use in control strategy

It doesn’t have a proxy extension, but has prioritized inputs and supports the various extensions for alarming, history and so on – and, in contrast…




The Proxy Point is, one that...

@ Fuel Level (Numeric Writable)

(@ Facets units=L,precision=1 L,min=-inf L,max=+infL » ® -
_—]—'[ v [3 Proxy Ext Modbus Client Numeric Proxy Ext ]
* Has an Proxy Ext @ Stotes

(@l Fault Cause

appropriate to it's e —
pa re nt d rive r (@ Device Facets units=L,precision=1 L,min=-inf L,max=+infL }» © -

(@l Conversion 1= Default

(@ Tuning Policy Name Default Policy

== Read Value 101.0 L {ok}
w= Write Value 101.0 L {ok} @ def

» With driver specific T polFrequeny— Nomat 1 | N
properties e.g. | oehddiess et 1 aoocs

(@l Absolute Address Modbus 40001

P Ad d ress d etal |S ' (@ Data Source Point Poll
(@l Reg Type Holding
(@ Data Type Integer Type /

= Jut 101.0 L {ok} @ def
NF w Nl 11
23 e

w2 — {null}
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A Proxy point covers the same features, but with a non null proxy ext. The proxy extensions job is to map between the value of the point in Niagara’s object model, to the specific read or write activity needed for a driver to function

This example is a modbus point – it unsurprisingly has properties specific to addressing a register in a modbus device, very exciting!

Now, modbus, in particular is a fine example of a protocol where one might understandably collapse in a heap after deciphering the devices datasheet with various offsets, address formats and so on –it’s seems entirely excusable move on, without considering those items highlighted in green, as soon as we see data coming back from the device…

Although often folks do remember, and then choose Fast for the Poll Frequency setting on every point - that’s a good thing, right?






BACnet example...

* Has an Proxy Ext
appropriate to it's
parent driver

« With driver specific
properties e.g.

={ [Z Proxy Ext (Bacnet Boolean Proxy Ext)

(@ Status
(@ Fault Cause

(@ Enabled
(@ Device Facets

(@ Conversion

{ok}

® true

= Default

trueText=true,falseText=false,priPV=false » 7 -

(@ Tuning Policy Name

Default Policy

== Read Value

== \Write Value

false {ock}
— {null} B def

 Address detalils

0
25

h 4

( (@ Object Id Binary Value 200 \
(@ Property Id Present Value
(@ Property Array Index -1
(@ Data Type ENUMERATED
(@ Read Status Polled
\_ [ Write Status Writable

TRIDIUM
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Likewise, here we’ve been able discover a point from a BACnet device, hopefully a less arduous exercise than with modbus, but I for one would be likely to drop them into the station database and start getting some real work done… overlooking the Tuning Policy property shown here in green

Tuning only tends to become interesting once we _need_ to do it due to performance problems… The object Id perhaps applying an appropriate conversion table is my main concern beforehand.







What is a Tuning Policy?

PY FO u n d u n d e r th e N etWO rk v X Tuning Policies Tuning Policy Map

» X Default Policy Tuning Policy

. . w X Forgetful Devices Tuning Policy
. Min Write " ¥ ot betees TunngPole

00s % [0 ms-+inf] J

1" 7} . Ul Max Write Ti 00000h 00m
e “Throttles” writes mwjﬁ:ﬁ;;“: 0

e Max Write W Write On Up ® true

(@ Write On Enabled @ true

00s % [0 ms-+inf]

« Re-writes to “Forgetful” Devices W Stale Time 00000n 00m 005 3 [0ms-sin]
+ X Throttled Devices Tuning Policy
¢ {Stale} [ (@ Min Write Time 00000h 00m 00s|3 [ﬂMS+i"ﬂJ
- . (@ Max Write Time 00001h 00m 00s/3 [0ms-+inf]
 Indicates delay / congestion S Write On Start @ fase

(@ Write On Up @ false

» BACnet is a special case! S virte On Enabled (@ ue

(@ Stale Time 00000h Olm 00s % [0ms-+inf]
- |

0
25

° PO” Frequency; COV Settings » B+ Poll Scheduler Basic Poll Scheduler
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So what are these tuning policies – and what do these properties mean?

Well Tuning Policies are found directly below the Network, and we can create multiple policies, giving us the ability to tune how the driver behaves with groups of points assigned to them

For example if you have a device that can’t cope with frequently changing values– and you’re not able to use wiresheet logic to mitigate it happening – then the final line of defense is the Min Write Time – which basically says, if I’ve written to this point within the past n minutes – then discard any write until that period elapses.


Or if a device was, like me, prone to forgetting things, or something is overwriting our value.. You might set the Max write time to 1 hour in order to re-assert the most recently written value

Min throttles, while max re-asserts writes, … just be aware that
a very low max write can cause absolute havoc, and 
when throttling writes there is potential for a change of state to be lost so we need to really understand the purpose of the point to know if that is acceptable e.g. an accumulating meter value will catch up eventually if sending every ‘tick’ is too much.

Stale time can be used to indicate congestion or delay in responses for points – it basically says I don’t fully trust the current value because it’s delayed by at least the specified amount of time…

Some tuning policies are customised to the network e.g. BACnet has setting for COV, while the HTTP driver has timeouts, Follow redirects, use caches



What is a Poll Scheduler?

o
* The Poll Scheduler has &/ scior: » Enable

New , Disable
¢ Fa St CE 2 _ | Reset Statistics
Edit Tags
e Normal W Statistics Start 10-May-2023 03:35 PM BST
(@ Average Poll 0.61ms
¢ (@ Busy Time 0% (281lms/124sec)
(@ Total Polls 457 over 281ms
/T Dibs Polls 1% (9/457) )
PY Ta rget busy < 80% (@ Fast Polls 70% (323/457)
(@ Normal Polls 26% (120/457)
kﬁ Slow Polls 1% (5/457) )
. - (@ Dibs Count current=0 average=0
® R I g ht Cl I C k (@ Fast Count current=3 average=2
(@ Normal Count current=6 average=4
« Reset Statistics W Slow Count e ——
(@ Fast Cycle Time average = 1016ms

(M Normal C}FC[E Time average = 28584ms

e (m Slow Cycle Time average = 20&74ms
/ NF y
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Now the tuning policies best buddy, is the poll scheduler - on the surface this gives you some helpful statistics, but behind the scenes it is scheduling the polling activity for the driver!

That scheduling is done over three buckets – fast, normal and slow and you can see it offers stats for each…

The takehome here, is that you want the busy time, which is calculated based on the cycle time and desired poll rates of the three buckets, to be, generally speaking, below 80%

The easiest way to reduce it, is to poll some of the points more slowly!

We will touch on the Dibs polls again later – but this basically allows queue jumping when a graphic is first loaded.

Now even if you are not an engineer – there is a really important thing to remember here – that age old question about “How many points can a given station accommodate??” – always answered with counter questions, examples or basically “it depends on…” most often comes down not to the number of points, but how carefully you can manage accessing them – how often do you need to access the data? Throughput is normally more of a useful metric than number of points alone. Alongside the bus type – i.e. for serial we can usually calculate the maximum each port could accommodate with ideal wiring conditions.

Now if you make change to the poll rates, or move points around – you can use the Reset Statistics action to get an up to date view of those changes (it updates at a 10 second interval) but please note than taking care of these settings lets us get more out of every controller!

 


Where is the Poll Scheduler?

« Mostly, found under the Network
* Individual proxyExt has Fast/Normal/Slow

* ...Unless using

« BACnet: each Trunk (IP; MS/TP; SC) has a Poll Service
Fast / Normal / Slow rate can vary by MT/TP trunk for example

e OPC UA: each Device has it's own Poll Scheduler

« Community developed drivers may vary

25 TRIDIUM


Presenter Notes
Presentation Notes

So being motivated to explore the Poll Scheduler and it’s f/n/s statistics, it’s only fair I point out that whilst it’s almost always found below the Network – for some cases like BACnet or OPC UA - there are more flexible options available to let those drivers scale well, or because they are limited to only one, often rather large, network so need that flexibility…

For example in BACnet you can actually tune each port of the network, so if you’ve got a problematic MS/TP trunk you can set the polling accordingly.

For most drivers, you choose F/N/S on the point, for BACnet you choose F/N/S on the tuning policy

Don’t worry too much about remembering this – as it’s not hard to work out when you have any given network in front of you, and tuning BACnet is a longer conversation than we have time for here!   (COV; AWS Threading; Worker Pools)




Match Points to Policies & Poll Rates

Database
Name Out Absolute Address
] (@ Fuel Select 1.0 {ok} @ def modbus:40001
Fa St J ——— @ Fuel Level 101.0L{ok} @ def ~ modbus:40002
@ Load Percent 42.0% {ok} @ def decimal:3
@ Runtime 54646.0 hr {ok} @ def decimal:4
() Last Start Time 655355 {ok} @ def  decimal:5
N O r m a I @ RPM 100.0 rpm {ok} @ def decimal:6
@ Voltage 240.0V{ok} @ def  decimal:7
() Rated Wattage 5000.0 W {ok} @ def decimal:8
@ Oil Temperature 65.0 °C{ok} @ def decimal:9
S I OW () Exhaust Temperature 59.0°C{ok} @ def decimal:10

Not always simple e.g. Fuel Level should change slowly? ()

23 TRIDIUM
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The main thing is that whichever driver is being used, we want to optimise bandwidth usage with our Fast, Normal, Slow buckets, depending on the Purpose of point.

As alluded to before, this is understandably overlooked, and how many datasheet or point lists have you seen that specify a poll rate… or semantic data if we are lucky.

So in this modbus example, we just using the Poll Frequency in the Proxy Ext of each point

Now James might be happy talking about Static duct pressure….   But a Generator is an example I can easily relate to… for example runtime or OAT shouldn’t change _that_ quickly 
Whereas things like oil temperature you would want to keep a keen eye on…. Others are not so clear cut – for example Fuel level in a tank _should_ change slowly, but we want to know if it drops fast … in a bacnet device cov with a cov increment would be the efficient choice for that case. 


Who knows maybe the semantic model will imply something about appropriate read intervals in the future when AI is harvesting points and all we do is through certificates at things to enable the harvester in the building!?






How do | know this is a problem?

 {stale} points

0
25

An as yet unfulfilled
read request, or
“untrustworthy value”

Indicates a congested
network / device

Not updated since the
read request was sent

“Stale time” interval
drives this

 Slow loading
graphics

» Ping fails

 {down} Devices

 Read Fails

Points in {fault}

KQueue FuII\

Exceptions
« =point gty

« Timeouts
 Serial or IP

K App Dir j
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All too often ignoring the different poll rates mean we start to see customer facing  performance problems – like points or device with a non {ok} status!

As we mentioned before, a status of {stale} means a read or write was dispatched, but the response was not received before the configured Stale Time – basically the network or device is responding too slowly, so their could be congestion on the bus, or we are simply polling too fast… never set this less than the expected cycle time!   (also updates from last polled, not viewed.. And when zero they go state if unsub, but we never _see_ that!)

Application Director is a good thing to check on, as we would likely see timeout messages from the driver, or sometimes Queue Full Exceptions.

These are interesting – as sometimes, given human nature, an engineer will just make the queue massive and the error goes away… but actually queues should normally be slightly greater than the number of points in the network – to accommodate a tidal wave of writes on start, for example, which it buffers while they go out on the wire – if polling is too fast for a sustained period then a bigger queue is just deffering the matter! Of course, Niagara has your back in this case, and will mark the point as stale if you have a non zero stale time set in the Tuning Policy

So these issues motivate paying attention to that point grouping task…. Now before we look at how to do it – lets just meander to…




Application Director Tips

Application Director

Stream To File

» (Capturerare or
extremely verbose errors

 Easily share, or search
with text editor

Output Dialog

« Keep on second monitor

Dump Threads
« Debug hanging behaviour

Connected to localhost

Mame

B encrypted
E Jace

Type  Status Details

station Idle fox=n/a,foxs=n/a,http=n/a,https

station Idle fox=n/a,foxs=n/a,http=n/a,https|

Output for station nf23 on localhost

Tag = -1
Modbus Device Address = 1

Modbus Function Code = 3

Modbus Data Starting Address = 0
Modbus Number of Data Points = 1
Raw Bytes = 21b700000006010300000001

FINE [12:43:21 11 May 23 BST] [ModbusTcpNetwork] **** Received message:

010302

FINE [12:43:21 11-May-23 BST] [ModbusTcpNetwork] Poll <0il Temperature (decima
FINE [12:43:21 11-May-23 BST] [ModbusTcpNetwork] 0il$20Temperature>>> BModbusC
FINE [12:43:21 11-May-23 BST] [ModbusTcpNetwork] **** ModbusTcp Send Bytes [de

Tag = -1
Modbus Device Address = 1

Modbus Function Code = 3

Modbus Data Starting Address = 9
Modbus Number of Data Points = 1
Raw Bytes = 21b800000006010300050001

FINE [12:43:21 11-May-23 BST] [ModbusTcpNetwork] **** Received message:

010302

FINE [12:43:21 11-May-23 BST] [ModbusTcpNetwork] Poll <Voltage (decimal:7)>

= modbusSlave station Running

fox=n/a,foxs=4919,http=n/a,https=nya
fox=n/a,foxs=4918,http=n/a,https=443
fox=n/a,foxs=n/a,http=n/a,https=n/a

fox=n/a,foxs=4911,http=n/a,https=443

Dump Threads Pause Output Clear Qutput | Close |
e e A
true true
false true
false true

=nf23 station Running

B supervisor  station Idle

B unencrypted station Idle
Tag = -1

Modbus Device Address = 1
Modbus Function Code = 3
Modbus Data Starting Address = 9
Modbus Number of Data Points = 1

Eaw Bytes

FINE [12:44:
FINE [12:44:
FINE [12:44:
FINE [12:44:

Tag = -1

= 226100000006010300050001

01 11-May-23 BST] [ModbusTcpNetwork]
01 11-May-23 BST] [ModbusTcpNetwork]
01 11-May-23 BST] [ModbusTcpNetwork]
01 11-May-23 BST] [ModbusTcpNetwork]

Modbus Device Address = 1
Modbus Function Code = 3
Modbus Data Starting Address = 7
Modbus Number of Data Points = 1

Eaw Bytes

FINE [12:44:
FINE [12:44:
FINE [12:44:
FINE [12:44:

Tag = -1

= 226200000006010300070001

01 11-May-23 BST] [ModbusTcpNetwork]
01 11-May-23 BST] [ModbusTcpNetwork]
01 11-May-23 BST] [ModbusTcpNetwork]
01 11-May-23 BST] [ModbusTcpNetwork]

Modbus Device Address = 1
Modbus Function Code = 3
Modbus Data Starting Address = 1
Modbus Number of Data Points = 1

Eaw Bytes

FINE [12:44:

= 226300000006010300010001
01 11-May-23 BST] [ModbusTcpNetwork]

@ Auto-Start
@ Restart on Failure
Start

Stop
Restart
Reboot

Kill
Save Bog
Verify Software

*k%* Received m
Poll <Voltage
Voltage>>> BModl
***%*% ModbusTcp .

*k%* Received m
Poll <Fuel Leve.
FuelS20Level>>>
***%*% ModbusTcp .

Clear OQutput

Pause Output

Qutput Dialog

Stream To File

Qutput Settings

*k%* Received m
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App Director tips –

Basically Stream to file is useful for capturing console output that we can then search on in an editor, whilst the output dialog button can mean we keep an eye out on a separate monitor for issues while we are working with the station…. Especially helpful if, as James’ showed, you enabled fine level logging in the debug service (and remembered to click save!)


.

Application Director - Life Goals

TNFO
INFO
INFO
INFO
ITNFO
TNFO
TNFO
TNFO
INFO
INFO
ITNFO
ITNFO
TNFO
TNFO
INFO
INFO
INFO
ITNFO
ITNFO
TNFO
TNFO
INFO
INFO
INFO
ITNFO

NF
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[09:
[09:
[09:
[10:
[10:
[11:
[11:
[12:

[12

[BISE
[13:

[14
[14

[15:
[15:
[l6:
[l6:

[17
[17
[18
[18

[19:
[19:
[20:
[20:

26:
26:
128
26:
26:
26:
26:
26:
:26:
26:
26:
26
126:
26:
26:
26:
26:
26
26
:26:
:26:
26:
26:
26:
26:

47

33
33

33
33
33
34
34
34
34
34
34
35
35
35
35
36
35
36
36
36
36
36
36
37

09-May—23
09-May-23
09-May-23
09-—May—-23
09-—May—-23
09-—May—-23
09-May—23
09-May—-23
09-May-23
09-May-23
09-—May—-23
09-—May—-23
09-May—-23
09-May—23
09-May—-23
09-May-23
09-May-23
09-—May—-23
09-—May—-23
09-May—23
09-May—23
09-May-23
09-May-23
09—-May—-23
09-—May—-23

BST] [sys]
BST] [sys]
BST] [fox]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]
BST] [sys]

Sawving station...

Sawved C:\ProgramData\Niagara4.l3\tridium\stations\nf23\config.bog

Closed: b7e7548033af8d31683e824941b90deab79fb93687%badlad4245f73198763afalc <-

Saving station...
Sawved C:\ProgramData\Niagara4
Sawving station...

Sawved C:\ProgramData\Niagara4.

Saving station...

Saved C:\ProgramData\Niagarad.

Saving station...

Saved C:\ProgramData\Niagara4.

Sawving station...

Sawved C:\ProgramData\Niagara4.

Sawving station...

Saved C:\ProgramData\Niagarad.

Saving station...

Saved C:\ProgramData\Niagarad.

Sawving station...

Saved C:\ProgramData\Niagara4.

Sawving station...

Sawved C:\ProgramData\Niagara4.

Saving station...

Saved C:\ProgramData\Niagarad.

Saving station...

Saved C:\ProgramData\Niagara4.

.13MNtridium\stations\nf23\config.

13\tridium\stations\nf23\config.
13V\tridium\stations\nf23\config.
13\tridium\stations\nf23\config.
13\tridium\stations\nf23\config.
13%tridium\stations\nf23\config.
13V\tridium\stations\nf23\config.
13\tridium\stations\nf23\config.
13\tridium\stations\nf23\config.
13V\tridium\stations\nf23\config.

13\tridium\stations\nf23\config.

bog
bog
bog
bog
bog
bog
bog
bog
bog
bog

bog

(110ms)

(234ms)
{(141ms)
(93ms)

(10%ms)
{219%ms)

(109ms)

(547ms)
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Presenter Notes
Presentation Notes
Of course we are all aiming for serene output like this from our station!

It’s hard to even see issues once we’re in the state depicted in green! Although through the lens of tech support, it’s surprising just how many sites functioning like this!

However - even if the logs look healthy at the point the project is commissioned, there are of course many factors external to the station – firewalls, poor cabling, faulty devices – that could lead to changes we need to be aware of later on – ideally prior to the end user … And to that end 4.13 includes a new feature which can help….


Syslog - new for 4.13

« Use this to win friends in IT
Switches, Routers, Servers...
Central location / archive

e Smart log analysis tools

e See also:

 LDAP / Active Directory
* Integrate with domain user accounts

0
25

SNMP
« Monitoring by IT

Property Sheet

LI SyslogPlatformService (Syslog Platform Service)

[l Platform Service Description
(@ Enabled
[l Transport Protocol
(@ Server Host
(@ Server Port
[l Message Type
» (M Client Alias And Password
(@ Platform Log Enabled
[@ Station Log Enabled
@ Workbench Log Enabled
(@ Station Audit Enabled
[l Security Audit Enabled
[l Facility
[ Queue Size
[l Log Level
[l Station Server Status
M Queue Full Percent Station
[l Platform Server Status
[ Queue Full Percent Platform

» A Syslog Server Connection Alarm Support
» A Syslog Message Queue Alarm Support

[

:(ﬁ;):):

oI
__, o
——

Syslog Configuration

® false
TCP

localhost
1514 [1-65535]
BSD
syslog
® true
® true
® true
® true
® true
localo

1000

INFO

{down}

0.00 [0.00-100.00]
{down}

0.00 [0.00-100.00]
Platform Alarm Support
Platform Alarm Support

—LH
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Presenter Notes
Presentation Notes
 
Support for syslog!

Now Niagara is, fashionably late, to this party – given it’s been around for longer than our combined tenure working with Niagara … as a clue I pointed out in retort to his “live fast die young” live demo disclaimer, that we aren’t going to make the 27 club now!

Syslog – has been a mainstay of system administration for decades – with networking or unix kit in particular – and basically means logs from equipment are sent to a central archive.

What is more interesting though, is just how many tools exist for managing that data – either visually, searching or more and more commonly using machine learning to spot changes in console output and flag it up to sysadmins…. as the slide suggests, this level of visibility is likely to win you friends in the IT department and it should be very useful on large scale projects – as would the other ‘enterprise’ IT features like SNMP or LDAP integration.

It _should_ make troubleshooting so much easier – especially since the presence or issues doesn’t always correspond to an engineers eyes being on the console…


Get back to the Point(s)

» Does Niagara do anything to help me here?

* The subscription model
« Basically means - don't read something unless you need to!

« When is a point subscribed then?
« Viewed (px graphics, wiresheet etc.)
Monitored for alarm or history
Onward linked in control strategy

25 TRIDIUM


Presenter Notes
Presentation Notes
And _one_ of the reasons for that could be how Niagara optimises the need to poll points at any given time…. The subscription model 

No one likes an intermittent error, yet support have plenty of logs sent in with no smoking gun in sight… hence why longer-term logging via syslog should be beneficial

Basically the framework only polls stuff it needs to know about – being viewed, or monitored for alarm, history.. Or onward linked into strategy.

This optimisation means that the polling volume isn’t necessarily constant – Niagara was designed from the outset to be intelligent about when it needs to look at something  - all these potentially slow serial or wireless protocols mean an efficient design was very much necessary

It’s also smart to try and improve the user experience – for example a Dibs Poll .. allows queue jumping when a graphic is first loaded.

 




Improve Modbus Efficiency

 After points have been added to a Modbus Device

« Use this action to poll consecutive registers

My Network ]

o Property She
O NiagaraNetwork Actions » Learn Optimum Device Poll Config
M HazelcastNetwork
® ModbusTcpNetwork New )

(4 Proxy

@ Modbus Tcp Device

© Alarm Source In Edit Tags (W Status

™ De-:.ricepnuc{m Make Template ‘@ Fault C
@ Points '@ Enable
) Fuel Select S Devi

L 97
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Presenter Notes
Presentation Notes
One performance tip, as we are working with Modbus, is once all the points have been added to use the learn optimum poll action … this causes consecutive registers to be read where possible, reducing the number of requests made to device. Just like Read Property vs Read Property Multiple in BACnet which is handled automatically.

But please note – only invoke this once you have the points added.


(Actually, with very large projects in mind, it’s worth noting that the BACnet AWS/OWS drivers offer some benefit like multiple threads for polling.)



Use the Program Service for many Devices

« Bulk changes of points

e Search below the Network for
driver:ProxyExt

« Edit Slot button

- Can also stagger History

Collection this way

« Although On-Demand history
mitigates the need now

0
25

Batch Editor 11 objects

Object i
{3 /Drivers/ModbusTcpNetwork/Modbus Tcp Device/points/Fuel Select/proxyExt

(3 /Drivers/ModbusTcpNetwork/Modbus Tcp Device/points/Fuel Level/proxyExt

[3 /Drivers/ModbusTcpNetwork/Modbus Tcp Device/points/Load Percent/proxyExt

(3 /Drivers/ModbusTcpNetwork/Modbus Tcp Device/points/Runtime/proxyExt
4% Edit Slot *

[3 /Drivers/ModbusTcpNetwork/Modbus Tcp Devig
(3 /Drivers/ModbusTcpNetwork/Modbus Tcp Devig Property: pollFrequency
[3 /Drivers/ModbusTcpNetwork/Modbus Tcp Devig New Value:
{3 /Drivers/ModbusTcpNetwork/Modbus Tcp Devig Mormal

(3 /Drivers/ModbusTcpNetwork/Modbus Tcp Devig
[3 /Drivers/ModbusTcpNetwork/Modbus Tcp Devig

(3 /Drivers/ModbusTcpNetwork/Modbus Tcp Devig

OK | Cancel |
#% Find Objects X Clear All 1 Rename = Add Slot @, Add Tag |
= Edit Slot T Rename Slot | 3} Remove Slot | = Edit Slot Flags
TRIDIUM


Presenter Notes
Presentation Notes
How to change en-mass

In pointMgr, show descendents  Home ^ EDIT … if someone put everything in fast for example
But this doesn’t let us filter by name, and in reality there is rarely one device below the network
So – for multiple devices, use the Program Service





Provisioning - for lots of controllers!

2 New Job Step X
Select the type of step to add to the job from the list
below:
» For lots of controllers w
&: Add Station User Add a new user to the station.
N “D Backup Stations Back up each station in the job
e # Statlnn:q-gla {nf-za} @ Configure Niagara IdP and SAML Scheme Configure the remote SAML Authentication Schemes and local SAML 1dP Service
! Ala rm Convert To Perpetual License Mode Converts all the stations' licensing mode from subscription to perpetual
. [ Copy Local File Copy a local file to each station in the job
hl e CD ﬂflg O Copy Supervisor File Copy a file from the supervisor's filesystem to each station in the job
[ Deploy Template Deploy a template file to each station in the job
h @ Sem ces X Enable Bootstrap Mode Enable bootstrap mode for the stations.
- e D rivers © Export Application Template Configuration Exports an application template configuration as an xlsx file
. +* Export Certificate Signing Request Export a CSR from each device for external signing
= 6 N 1a ga ra N EtWD rk &I Generate Certificate Generate and install a certificate on each station
., $ PrDVi g i on i n gNWE)fI [® Import Signed Certific-ate Importa signed certificat-e fDreac-h -device - - B
@ Install AWS MQTT Device Install an AWS MQTT Device, provisioned with a signed certificate
Install Application Template Install an application template file to each station in the job
[8 Install Certificate Install a certificate to the user trust store of each station
° @ Install Clean Distribution Install clean distribution file to each system platform in the job
. u S h O u t a t e m p a t e W I t h D Install Software Install software to the stations in the job
@ Reboot Reboot each station in the job
& Remove Platform User Remove a user from the platform.
X Remove Property Remove a dynamic property
O F r e u e n C C a n e S & Remove Station User Remove a user from the station.
[£] Rename Device Station This step will change the name of the station to match the name that it was given in the Niagara network.
& Run Robot Run a robot an each station
& Security Job Steps Add all security related job steps
LT Set Certificate Alias Set the certificate alias for platform, FoxService, and WebService
. © Set Platform Credentials Create a new platform account and remove default platform account
S O ’ S C e u e a C u p S © set Platform User Password Change password for an existing platform user
# SetProperty Setor add a property
0K Cancel

NF A
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Presenter Notes
Presentation Notes
And finally on this…. You could push out templates to update Poll Frequency settings en-mass using the provisioning service, or use a robot…

Provisioning is of course one of the best features of the framework – even from a troubleshooting at scale point of view. Inevitably projects are deployed with issues in the strategy and as a single engineer having the ability to make complex changes to potentially 1000’s of stations with just a few clicks is a wonderful thing – avoiding truck rolls, or even worse… mouse miles!

Over to James, and his broken schedule import!


(Root/master sup - Program object to backup supervisor available via support channel)



:;_.// N F \.\""-,_I.
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Scenario 3: Broken Schedule Import
or Export

TRIDIUM



issing Schedule Import Scenario
Supervisor has a Niagara schedule export, but

subordinate station does not have a reciprocal Niagara

schedule import.

Exception thrown every 5 minutes in application director,

BNiagaraScheduleExport Execution Time..

SEVERE [11:14:5& 08-May-23 EDT] [niagaraDriver] schedule

com.tridium. fox.session.ServerException: Jjava.lang.IllegalhrgumentException: Subordinate schedule not found for supervisor id: slot:/GlobalSchedules/WeeklySchedule

at com.tridium.fox.sys.LocalizableExceptionTranslator.messageTloException (LocalizableExceptionTranslator.java:l02)
at com.tridium.fox.session.FoxSession.sendSync{FoxSesasion.java:1167)

at com.tridium.fox.sys.BFoxConnection.sendSync (BFoxConnection. java:z545)

at com.tridium.fox.sys.BFoxChannel.sendSync (BFoxChannel . java:3495)

at com.tridium.nd.schedule.BNiagaraScheduleDeviceExt.send {(BNiagaraScheduleDeviceExt. java:280)
at com.tridium.nd.schedule.BNiagaraScheduleExport.doExecute (BNiagaraScheduleExport.java:4l)
at auto.com tridium nd schedule BNiagaraScheduleExport.invoke {(AutoGenerated)

at com.tridium.sys.schema.ComponentSlotMap. invoke (ComponentSlotMap.java:1909)

at com.tridium.sys.engine.Engineltil.dolnvoke (EngineUtil.java:ed)

at javax.baja.sys.BComponent.dolnvoke (BComponent. java:1268)

at javax.baja.util.Invocation.run{Invocation.javaz47)

at com.tridium.nd.BStationWorkersStationWork.run(BStationWorker.java:26l)

at javax.baja.util.ThreadPoolWorkersWorkerThread. run (ThreadPoolWorker. java:290)

SEVERE [11:14:56 08-May-23 EDT] [niagaraDriver] Reguest:
schedule.export=m: {

supervisor=b:5185 [<?xm]l wversion="1.0" encoding="...]
supervisorld=s:3lot:/GlobalSchedules/WeeklySchedule

TRIDIUM



Schedule Export Configuration Scenario

« Supervisor has a Niagara schedule export and

subordinate station has a reciprocal Niagara schedule
import.

« Schedule in supervisor has been renamed, moved or

deleted causing Unresolved Exception.

« Exception thrown if the subordinate station's

NF
23

schedule import descriptor executes.

SEVERE [11:45:28 02-May-23 EDT] [niagaraDriver] Error receiving msg: /Drivers/NiagaraNetwork/Jace/sachedules
javax.baja.naming.UnresolvedException: /GlobalSchedules/ConferenceRoomSchedule

at javax.baja.naming.BSlotScheme.doResolve (BSlotScheme. java:2859)

at javax.baja.naming.BSlotScheme.resclve (BSlotScheme. javas: 95)

at javax.baja.naming.B0rdScheme.resclve (BOrdScheme. java:124)

at javax.baja.naming.B0rd.resolve (BOrd. java:290)
at javax.baja.naming.B0rd.resolve (BOrd. java:254)
at javax.baja.naming.BO0rd.resclve (BOrd.java:234)

at com.tridium.nd.schedule.BScheduleChannel .process (BScheduleChannel . java:138)

at com.tridium.fox.sys.BFoxConnection.process (BFoxConnection. java:470)

at com.tridium.fox.session.SessionDispatcher.dispatch{SessionDispatcher.java:f2)

at com.tridium.fox.3e33ion.S5e3sionDispatcher.run{Sesaionlispatcher.java:od) A
at java.lang.Thread.run(Thread.jawva:750) TRIDIUM



How To Find The Culprit

« Exception may not specify the slot path of the component
causing the exception.
 Stack trace indicates the Java class of the component.

« BQL query used to find the BNiagaraScheduleExport
components with a fault status

. Drivers . MWiagaraMetwork . baglizelect slotPath, supervisorld from niagaraDriver:MiagarascheduleExport where status.isFault=true

Slot Path Supervisor Id
slot:/Drivers/MiagaraMetwork/\ykonProJace/schedules/WeeklyScheduleExport  slot:/Globalschedules/WeeklySchedule

slot:/Drivers/MiagaraMetwork/\ykonProJace/schedules/GymScheduleExpart slot:/Globalschedules/Gymschedule
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Fixing the Issue

» Recreate the Niagara schedule import in the subordinate
station.

* |If no longer required, delete the Niagara schedule export
in the supervisor.

« Update the properties on the Niagara schedule exportin
the supervisor or Niagara schedule importin the
subordinate station.

25 TRIDIUM
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Scenario 4: Engine Watchdog Timeout
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Presenter Notes
Presentation Notes
In an ideal world, you won’t experience Engine Watchdog Timeouts – but in the event you do, the key to debugging is basically looking at what was running on the engine thread - at the point of failure, revealing which area we need to investigate.

Most often these are caused by *developers* (including us!) not following certain practices – which we try to communicate regularly – in fact Mike James did so, again, in Monday’s developer session.

Please note though, if you ever write your own Program Objects this scenario should be of interest to you also, and rest assured it’s quite simple to avoid issues by using the Thread Examples from the Program Palette.



What is the Engine Thread?

« Control Points - Updating Out value
« plus Alarm Ext, History Ext

NumericWritable

SineWave Numneric Writable
Sine Wave O 64.4 {ok]

Out 64.4 {ok}
]

» Triggers

 Schedules

NumericWritable @ NumericWritable ®
Numeric Writable Nurneric Writable i
Sine Wave out 64.4 {0kl @ 10| Sne Wave out 64.4 {0k} @ 10 |Sine Wave
1In10 64.4 {ok] In10 64.4 {0k [Out 64.4 {0k
 J Ini6 - Ini6 - {nul}} [
]

QA Daily (Time Trigger)
(Ml Trigger Mode

[Ml Last Trigger
(M Next Trigger

Time Of Day 02:00:00 AM BST 3
Randomization |+00000h 00m 00s 3

Daily
Days OfWeek [ Sun [ Mon ¥ Tue @ Wed @ Thu B Fri @ Sat

null
12-May-2023 02:00 AM BST

Buoses G zosumn

NumericWritable
Numeric Writable
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Presenter Notes
Presentation Notes
So - The engine thread - is responsible for several key functions in a station

Firstly Executing Control points – they evaluate the in slots from their priority array to determine the active value of the out slot e.g. highest priority
Any new value of the “out” slot is passed to extensions, such as history or alarm ext to act accordingly
If there is an onward link, the new value will traverse the link and be routed to the next component on the next “cycle”

Typically this is all happening very very quickly, and there will be many other threads servicing driver io, graphics and so on but the engine thread is essential to the smooth running of a Niagara station…

It also handle executing events from triggers or schedules at the appropriate time … but it’s achilies heel? Just like a jet engine it’s vulnerable to bird strike.. In the form of long running tasks…

https://www.freepik.com/free-vector/black-crow-bird-cartoon-sticker_20500563.htm#query=bird%20cartoon%20crow&position=5&from_view=search&track=ais


Engine Hogs

Remote Station | sysManagers | engineManager | hogs

Engine Hogs

Rank|Component |Type Total Time Total Count|Avg time
0 [Engine$20Thread$20Falling$20Apart The$20Hand$20That$20Feeds |control-BooleanWritable [5766ms [5.766 seconds]|104531 55 us

1 [Engine$20Thread$20Falling$20Apart/Bite kitControl:MultiVibrator  |4674ms [4.674 seconds]{104530 44 us

2 [Engine$20Thread$20Falling$20Apart/NumericWritable }cantrml:NumericWritable 2668ms [2.668 seconds]|52280 |51 us

3 /Drivers/ModbusTcpNetwork/Modbus$20Tcp$20Device/points/Fuel$20Level |c0ntrDI:NumericWritabIe 2529ms [2.529 seconds]|5464 3 46 us

4 [Engine$20Thread$20Falling$20Apart/SineWave u{itCDntrDI:SineWave 1858ms [1.858 seconds]|52278 )35 us

9] /Drivers/ModbusTcpNetwork/Modbus$20Tcp$20Device/points/Fuel$20Select control:NumericWritable |232ms [232 ms] 5716 40 us

6 /Drivers/ModbusTcpNetwork/Modbus$20Tcp$20Device/points/Qil$20Temperature control:NumericWritable |228ms [228 ms] 5715 39 us

7 /Drivers/ModbusTcpNetwork/Modbus$20Tcp$20Device/points/RPM control:NumericWritable |[75ms [75 ms] 2007 37 us

8 /Drivers/ModbusTcpNetwork/Modbus$20Tcp$20Device/points/Load$20Percent control:NumericWritable |44ms [44 ms] 1145 38 us

9 /Drivers/iModbusTecpNetwork/Modbus$20Tcp$20Device/points/Voltage control:NumericWritable |44ms [44 ms] 1145 38 us

10 |/Drivers/ModbusTcpNetwork/Modbus$20Tcp$20Device/points/Exhaust$20Temperature|control: NumericWritable  [43ms [43 ms] 1145 37 us

11 |/Drivers/ModbusTcpNetwork/Modbus$20Tcp$20Device/points/Runtime control:NumericWritable |42ms [42 ms] 1146 a7 us

12 |/Drivers/ModbusTcpNetwork/Modbus$20Tcp$20Device/points/Rated$20Wattage control:NumericWritable |41ms [41 ms] 1145 36 us

13 |/Services/Securityservice/certificates/default/expiry nss.CertificateExpiryPoint| 11ms [11 ms] 19 583 us
14 |/Drivers/ModbusTcpNetwork/Modbus$20Tcp$20Device/points/Last$205tart$20Time  |control:NumericWritable [7Tms [7 ms] 192 38 us

15 |/Drivers/HazelcastNetwork/HazelcastDevice/points/redFlags control:StringWritable 2ms [2 ms] 3 856 us
16 |/Drivers/HazelcastNetwork/HazelcastDevice/points/I Talk ToTheWind control:StringWritable Oms [0 ms] 3 262 us
17 |/Drivers/BacnetNetwork/BacnetDevice/points/BooleanWritable control:BooleanWritable |0ms [0 ms] 2 314 us
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Presenter Notes
Presentation Notes
Ok we’re mixing animal metaphors now… is hog strike a thing?

Right click Spy > sysManager > engineManager > scroll down to Engine Hogs we get a table like this

Now the Total Time spent on the engine thread will slowly accumulate for all components – so the number in isolation isn’t much help to spot a “Hog”

What we are normally looking for is outliers at the top of the table – in this case the top two rows have a Total Time significantly higher than the others, but the explanation is quite simple – that multivibrator is set to a 1 second interval so is a ‘busy’ component - and it’s linked to the point listed above it, which as it has a history extension too, gets ranked highest as it has more work to do each cycle. 

It’s a similar story for the 2 NumericWritable’s below that, linked to the SineWave… the matching Total Count values giving us a clue they could be working in unison.

Essentially this little station is quite healthy… it would be an extreme outliers from the Total Time(s) below that warrant investigation, or a component with a very high Avg Time .. note these are all in the order of microseconds which is fine. OUTLIERS is what we would be looking for.


What is a Watchdog Timeout?

* |f the Engine Thread is unresponsive an
Engine Watchdog Timeout occurs at the

specified interval:

 Policy
« Reboot
« Controllers only

 Terminate
« Log Only (debugging)

0
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O AuditHistoryService
© LogHistoryService
@ ProgramService

© SsearchService

© TagDictionaryService
TemplateService

© webService

I - T PlatfurmSen.ricesl

6 TcplpService

© LicenseService

O CertManagerService
& SyslogPlatformService

4
;
;
;
;
4
b
| 4

.y

# opcUaClient

Network

Device
DeviceFolder
ClientPointFolder

Platform Service Container Plugin

Java VM Vendor

Java VM Version

0S5 Name

0S Arch

0S Version

Platform Daemon Port
Platform Daemon TLS Port
Locale

System Time

Date

Time Zone

Oracle Corporation
25.371-b11
Windows 10
amdé64

10.0

3011

5011

en GB

20:30
09-May-2023

Europe/London (+0/+1)

Engine Watchdog Policy
Engine Watchdog Timeout

Terminate

00000h 03m/3 [0ms-+inf]

Enable Station Auto-Save

Station Auto-Save Frequency

¥ Enable
00001h 00m|Z [1 minute - +inf]

Station Auto-Save Versions to Keep 3 [1-10]
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Presentation Notes
So as we will see shortly – less than ideal things can happen if the engine thread is blocked by code that should be run on a different thread – and as is common to many applications like space or robotics (operating systems) we use a watchdog to monitor our critical thread and take action to return to a known good state if it becomes unresponsive... 

For a controller that action is to generate a stack dump for diagnostic purposes and then reboot – the most sensible recovery action once the timeout interval is reached. 

You can choose less dramatic policy actions whilst debugging issues – for example Log Only if you expect the station to recover at some point…



Why did it happen?

» Spy > Console (to view archived logs)

ENGINE WATCHDOG TIMEOUT STACK DUMP @ Tue May 25 22:56:30 CDT 2022

"N re:Engine" #16 daemon prio=5 os_prio=0 tid=0x000000001c42e800 nid=0x7860 waiting on condition

[0x000000001b58f000]

java.lang.Thread.State: TIMED_WAITING (sleeping)
at java.lang.Thread.sleep(Native Method)
at Prog_f89acc5065c8476daf91e7aefcc1f459.onExecute(Prog_f89acc5065c8476daf91e7aefcc1f459.java:54)
at com.tridium.program.BProgram.doExecute(BProgram.java:146)

at auto.com_tridium_progra m_BProgram.invoke(AutoGenerated)

at com.tridium.sys.schema.Componen
at com.tridium.sys.engine.EngineUtil.d:
at com.tridium.sys.engine.EngineMana
at com.tridium.sys.engine.EngineMana
at com.tridium.sys.engine.EngineMana

0
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INFO [271:42

WARNING [13:
WARNING [13:
INFO [13:33:

124
33:

33
52

37 11-Jun-21 UTC] [stationRegistry
:52 11-Jun-21 UTC] [stationRegistry

08-Jun-21 UTC] [stationRegistry] S[Tti ey
11-Jun-21 UTC] [stationRegistry] k

rrrrr

L

11l irer
=

tation

. . kil
oo Couy Moo

station vabltr2lc ENGINE LOCKUP

station vabltr2lc ENGINE WATCHDOG - KILLING VM
zatltr2lo

DETECTED ]

INFO [13:33:53 11-Jun-21 UTC] [stationRegistry] station vabltr2lc exited with status -119

SEVERE [13:33:53 11-Jun-21 UTC] [stationRegistry] station vabltr2lc failed, rc = -119

INFO [13:33:53 11-Jun-21 UTC] [stationRegistry] station vabltr2lc restarting

INFO [13:33:53 11-Jun-21 UTC] [stationRegistry] station vabltr2lc watchdog thread started [tid = 52]
INFO [13:33:53 11-Jun-21 UTC] [stationRegistry] station vabltr2lc starting

INFO [13:36:08 11-Jun-21 UTC] [stationRegistry] station vabltr2lc startup complete

TRIDIUM


Presenter Notes
Presentation Notes
But the stack dump is key to answer why did it happen… once the controller is back online, you want to look in Spy > Console, (or the station folder for archived console.txt files.. the ones with timestamps on)

We are looking for the thread named nre:Engine in the stack trace – which should tell us what was running at the point of failure – in this example a Program – but it could be a driver or any other type of component.

There are some freely available websites that can be used to analyze thread dump visually
Other causes – heap (or memory) exhaustion, historically - data recovery service, genuine deadlock (outside the scope of this presentation)



Demonstrating a blocked Engine Thread:

Mothing Can Stop Me Now D"
Program

out

TUnning falze
sleepFor 2 seconds]|
iterateFor

Runs on its own Thread

Mr. Self Destruct Iuj SineWave | NumericWritable |
Program Sine Wave Numeric Writable

out & Out a5.4{:t]]—L0uI: &5.4 [ok} @ 10
running false| Ini E54 [
zleepFor 2 seconds]| Ini6 - Jnull}
iterateFor 7 |

Runs on the Engine Thread

The Hand That Feeds o
Boolesn Writable
StatusSpoof E- Out false ok} @ def|
Program Inig - {mull}
Bite | Execute IniE - frull}
Multi Vibrator out falze | Fallback fﬂm!{ﬂv.]1
Out falze |

Another Downward Spiral F:

Counter

Out -720355.0 |
Count Up falze |
Count Down falze [

These values stop updating when the Engine Thread is blocked

Check History Content
History Point List

History Shortcuts

Jump To Histories H!

ProgramModule
Program Module

=

Module Mame good

=

Program

Thread Example E- |
|

forum23/The Hand That Feeds

[fToep———

Oty 23 1:55:357M 85T
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Presenter Notes
Presentation Notes
Clear history for resolution (in code)…. Make it go {fault} for a second beforehand?

Now _ of course _ if this was a history where the Proxy Point had entered period of {down} or {fault} status then the history chart is geared up to show us that…
Click the O button to show status in chart viewer! All in one chart

This history was being triggered by the multivibrator … during the gap is when the engine thread was blocked, the Control Points on the wiresheet also stopped updating




Finally...

» System Monitor Service

0
25

Pro-active Logging and
Alarming for critical metrics:

- CPU
« Memory

Added 4.4

SystemMonitorService (System Monitor Service)

(@ Status
(@ Fault Cause

(@ Enabled

‘M Last System Check Time
@ System Check Time Trigger

LJ Platform Monitor

Ld System Memory Monitor

LJ Heap Memory Monitor

LJ Metaspace Memory Monitor

Ld Loaded Classes Monitor
LJ CPU Idle Cycles Monitor

LJ CPU Used Cycles Monitor

(@ Status
(@ Last Alarm Message
(M Last Alarm Time

{ok}

® true
12-May—-2023 12:15 FM BST
15 minutes {Sun Mon Tue Wed "...
Platform Monitor
System Memory Monitor
Heap Memory Monitor
Meta Space Memory Manitor
Loaded Classes Monitor
Idle C P U Monitor
Used C P U Monitor
{ok}

nall

» © Alarm Source Info

Alarm Source Info ]

(@ Generate Alarm
(@ Log CP U To History

» [ Cpu History Config

(@ Application To Monitor

(@ Last Interval
(@ Last Interval Percent
(@ Since Start Percent

® true

@ false

Interval: irregular, Record Type:... ]
station.exe ]

15789 ms

0.01 9 [0.00 - 100.00]

0.01 9% [0.00 - 100.00]
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Ok – so a final note on pro-active troubleshooting – please check out the System Monitor palette – it houses the System Monitor Service which you can use to log and alarm on various ‘health’ metrics for a host running Niagara such as CPU or Memory usage – getting an early warning about issues with the items it covers can only benefit you and your customers! 



Remember:

« Use station copier or backup dist to copy config.bog from
daemon home

« Put points in appropriate polling buckets
« Use BQL to find culprits
» Provide stack trace and Niagara version

« Check nre:Engine in console (via Spy) if you experience an
Engine Watchdog Timeout

« Contacting support? Please try to share the text version of
any error include the version number J\
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And that’s all we have – thanks for your time.


Questions

/NE
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nre -props 2>&1| findstr home 
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