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What is a Containerized Niagara?
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Niagara Deployment Platforms
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IP Integration Platform Small Plant/AHU/RTU VAV/Terminal Unit/Room

Supervisor /Building Controller Equipment Controller Controller
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What is a container?

« Containers are technologies that allow
the packaging and isolation of
applications with their entire runtime
environment and all of the files
necessary to run.

« This makes it easy to move the contained
application between environments (dey,
test, production, etc.) while retaining full
functionality.*
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Where can Containerized Niagara be utilised?

EMBEDDED HARDWARE

®
25

For OEMs managing connected devices
such as routers and hubs using a
container management system,
containers can facilitate easy remote
deployment and updating of Niagara

Portability alternative - embedded
deployment whereby a Niagara
development partner deploys Niagara
containers on its own proprietary or a
third-party commercial device

Connected Container
Orchestration Platform
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CONTAINERIZED
PORTABLE NIAGARA
(NCC-CPN)
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Where can Containerized Niagara be utilised?

CLOUD
 Supervisor deploymentin a cloud AAZUI‘DG
Y aWS Google Cloud
ON PREMISE ~—

Cloud or Data Centre

« Supervisor deployment on a server
device housed locally

CONTAINERIZED
SUPERVISOR
(NCC-SUP)
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Benefits of a Container?
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Benefits of containers over VMSs?

Lightweight: J

Virtual Machines Containers « Shares the host's OS system
Guest Guest Guest

kernel
| (O (O :
% C Does not require an OS per
@) application
LON RCH [ON ROA K(OR | Driving higher server efficiencies
-
Operating Operating Operating |

Reduces server and licensing
System System System J costs
J Guest Operating System Secure: ,
. « Applications are safer in
Infrastructure Infrastructure | containers and provides the

strongest default isolation
capabilities in the industry

Virtual Virtual Virtual
Machine Machine Machine

Niagara

niagar
niaga
niagar
niagara

Formerly Popular for Virtualization Now Popular for Virtualization

Containers are less resource intensive and more portable than Virtual Machines.
. Can ease development, deployment and upgrades.

7~ ™~
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Containerised Niagara

®
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Niagara Framework supplied in a Docker™ container

b

subscription

Support for AMD_x86 and Arm64 architecture

Partner OEMs can add their own applications as ~_management
required prior to the deployment of their container Niagara
As the container is commissioned, it will contact the | Icensin g

entitlement server

N4.13+ "
[ﬂiagg@J 0
r~

Tridium Entitlement Server to authorize install, deploy
license, and stay activated

Containerized Niagara was launched with N4.13 as a
subscription only service

J
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Aore purchasing flexibility!
SaaS Subscriptions: hp Ing yl

« OPex rather than CAPex o .. <
« Less outlay - Less commitment -- * "
« SMA included in subscription

Subscription Licensing

Nniagara

|[[censing

NOTE: A subscription Niagara instance will perform
a system exit—that is, it will stop working—if
25 subscription renewal is not paid.




niagara

licensing

Marketplace Community  Software  University — Tridium

Organization~ Production™ Products™ Licenses™ Orders~ Software~ Walpole, ] @

Subscription Licensing

Category... vHSearch -

Home > Subscription Console

Tridium, Inc.

niagara
I 1 Marketplace Communit software
licensing ° Y
Organization~ Production~ Products~ Licenses~ Orders~ Software~
Projects
Category... || Search...
Software Stock
Home > Tridium, Inc. Engineering Licenses 1. Slice

Subscription Licenses

Subscription Console

Welcome to

Niagara Licensing
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388

Niagara Cloud Suite
Subscriptions

Active

49

Niagara Cloud Suite
Subscriptions

Expired SMA

244

Niagara Subscription

Licenses

Last check in > 3 days

242

Subscription SW
Options

Active

69

Niagara Cloud Suite
Subscriptions

Pending Renewal within
90 days

80

Niagara Subscription
Licenses

Active

189

Niagara Subscription
Licenses

Expired

51

Subscription SW
Options

Pending Renewal within
90 days

4

Niagara Cloud Suite
Subscriptions

SMA Pending Renewal
within 90 days

23

Niagara Subscription
Licenses

New Enrollments
processed within 90 days

240

Niagara Subscription
Licenses

Pending Activation

13

Subscription SW
Options

SMA Pending Renewal
within 90 days

420

Niagara Cloud Suite
Subscriptions

Expired

24

Niagara Subscription
Licenses

Pending Renewal within
90 days

240

Niagara Subscription
Licenses

Disconnected > 14 days

1108

Subscription SW
Options

Expired




Subscription Licensing

Interactive tables allow
selection of appropriate
columns, filtering and
exporting of data

Il COLUMNS = FILTERS ¥, EXPORT (& REFRESH

Home > Subscription Console Tridium, Inc. — © m
Niagara Subscription Licenses - Active
Niagara Subscription Licenses that are Active and Regularly Checking-In
1l COLUMNS 'TQILTERS ¥ EXPORT (C REFRESH
Host Code Product Expires Last Check-In Project Subscriber Project Owner
Nre-1C2D-A092-2B8D-4291-9656-7679-2EF6-3968 NTEST-NCC-SUP-100 14 Aug 2025 Wed Aug 14 2024 16:28:44 GMT+0100 TridiumInternalTestSUP Tridium, Inc. Tridium, Inc.
Nre-5EA5-535A-FE16-4E48-8849-31D0-31CA-877B NTEST-NCC-SUP-100 23 May 2025 Thu Aug 03 2023 11:04:01 GMT+0100  TridiumlInternalTestSUP Tridium, Inc. Tridium, Inc.
Nre-2F3C-2BCE-D4DC-47F9-ADE4-B640-CF74-7A45 NTEST-NCC-SUP-100 08 Aug 2025 Mon Mar 31 2025 05:53:53 GMT+0100 TRIDIUM UK TRAINING DEPARTMENT Tridium, Inc. Tridium, Inc.
Nre-2BE9-15B7-0A15-42A2-BAEC-68F2-281C-B18B NTEST-J-CPN-0025 23 May 2025 Sun Mar 30 2025 22:51:53 GMT+0100  TridiumInternalTestCPN Tridium, Inc. Tridium, Inc.
Nre-8726-E09F-4F 5A-4589-BD55-C874-872B-2E17 NTEST-J-CPN-0025 23 May 2025 No Check-In Detected TridiumInternalTestCPN Tridium, Inc. Tridium, Inc.
Nre-EOFF-B67E-A806-4C88-9297-5CC1-6A35-9120 NTEST-NCC-SUP-100 05 Oct 2025 Mon Mar 31 2025 06:53:06 GMT+0100 TRIDIUM UK TRAINING DEPARTMENT Tridium, Inc. Tridium, Inc.

Nre-4CC8-5369-AF37-4968-9E66-C NTEST-NCC-SUP-100 05 Oct 2025 Mon Mar 31 2025 00:05:39 GMT+0100 TRIDIUM UK TRAINING DEPARTMENT  Tridium, Inc. Tridium, Inc.

Click through to view each
NE license, Subscriber etc. |
25 TRIDIUM



Subscription Licensing

Home > Tridium, Inc.'s Proj... > TridiumInternalTestS... >

A ©

Tridium, Inc. O (A8

| Nre-1C2D-A092-2B8D-4291-9656-7679-2EF6-3968 [ Active ] |

( SELL OPTION )( MORE VD

Model : NTEST-NCC-SUP-100

Brand : Niagara Test

Name : - Order : (Unbilled) /

Owner @ Tridium, Inc. Ignore_Tridium_Internal_Te

Subscription License Key :
{DD06-CA40-0018-2F26}

NiCS : OPEN Inherited from Brand st2
Expiration : Version : 4.13 - N4
xpiration : Aug 13, 2025 Add Toggle

Capacity : NA

Unre. SW Access Exp. Date : -

Maintenances (Q) >>

Prototypes (0) >>

SW Options (0) >>

Subs SW Options (2) >>

Upgrades (0) >>

NF
25

Audit
Add-Ons
There are no Subscription SWOptions on this license
Defaults
£ & B\ ExporttoExcel B Exportto Pdf Page 1 of 1 100 v View 1-20of 2
Option code Quantity Order(SO/PO) Processed * Expires
NCC-SUP-100 1 \gnore_trdiumt_beta’ -\ 05 2023 Jul 06,2024
Ignore_tridium1_beta
Unbilled) /
NCC-SUP-100 1 (Unbille ). . Aug 13,2024 Aug 13,2025
Ignore_Tridium_Internal_Te
Page 1 of 1 100 ~ View 1-2o0f 2
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Containerised Niagara

Paul Fahy - Tridium
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What about containerized Niagara?

Supported Architectures

« ARM favors simplicity E
and fast execution of T T

single instructions. ARM AMD

+ Uses less power and 64 x86
produces less heat.

* |deal for embedded
devices.

®
25

The x86 processors
allow you to perform
several activities at
the same time from a
single instruction.

Used predominately
in servers and PCs.

TRIDIUM



What about containerized Niagara?

The File Domain
Authentication (FDA) version is
similar to how JACE is managed
today

Connect with Workbench client
using default platform
credentials

Use the wizard to change the
default platform credentials
and passphrase similar to how
a JACE is provisioned out of the
box.

Workbench client can be used
to manage the passphrase and
platform credentials using the
platform administration view

®
25

Authorization Models

P

File
Domain

o

Native
Domain

The Native Domain
Authentication (NDA) based
version requires configuring the
passphrase and platform
credentials using either
environment variables passed
into the container runtime or
using platform_password and
system_passphrase files which
are located under a volume
which the container has access
to

This uses tools such as
Kubernetes Secrets to manage
all credentials

|deal for large scale
deployments of Niagara

TRIDIUM



Worth noting

« Supervisor Container Models | | |
only support IP drivers

e Containers provide headless | PJ = Ee
JAVA runtime

« Remote Workbench
environment required to

o N>
commission .‘4
« Browser support for station
viewing and configuration

25 TRIDIUM




Container Workflow

192.168.1.10:8443/4

S
TAR .4-—1
: 911/5011
Cloud ReglstrN /

Pull Cmd —> = 192.168.1.11:8443/4

—
_— \ = 911/5011
Image
Library . = 192.168.1.12:8443/4
911/5011

Local File Contalners

25 TRIDIUM
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Deployment Example

Multi-Tenant Building
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N4 — Landlord System

N4 — Tenant 1
N4 — Tenant 2
N4 — Tenant 3

PODMAN
RHEL

N4 — Tenant 4

Project Requirements

A total of 5 instances of Niagara
Supervisors running on one host
server

Each Instance is required to have
an individual IP Address

Each Instance will use ports
8443,5011 and 4911

All instances may require
connection on all 3 ports to each
other and all JACE controllers

TRIDIUM



Activities & Podman Desktop 11Mar 12:21 e

Podman Desktop

258  Dashboard

@
Podman v4.6
% &
O
=

Featured extensions:

£ 3 OpenShift Local 9 Minikube g2~ Developer Sandbox

[

Lima Lima Docker & Podman

gy

¥ Docker Compatibility

TRIDIUM




Activities £} Settings

Dashboard
Settings

Network
Bluetooth
Background
Notifications
Search
Multitasking
Applications
Privacy
Online Accounts
Sharing
Sound
Power

Displays

gy

¥ Docker Compatibility

NF
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11Mar 12:26 e

Podman D

Cancel
Details Identity

IPv4 Method

Addresses

10.10.20.11

Wired
IPv4 IPv6 Security

Automatic (DHCP)
© Manual

Shared to other computers

255.255.255.0

Link-Local Only
Disable

10.10.20.1

10.10.20.1M

10.10.20.112

10.10.20.113

10.10.20.114

10.10.20.115

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

‘—

Developer Sandbox

& Podman

Add an IP Address
for each instance of
Niagara

TRIDIUM



Activities & Podman Desktop

Volumes

O staTUs

gy

¥ Docker Compatibility

NAME*

niagara-user-home?1

niagara-user-home2

niagara-user-home3

niagara-user-home4

niagara-user-home5

11Mar 12:46 e

Podman Desktop

ENVIRONMENT

Padman

Podman

Padman

Padman

Podman

Create a volume for
each instance of
Niagara

© Create

W Prune

@& Collect usage data
ACTIONS
[ ]

TRIDIUM




Activities & Podman Desktop 11Mar 12:54 e

Podman Desktop
Images W Prune
Q  Searchimages...

[0 STATUS® NAME ENVIRONMENT ACTIONS

docker.iofnush99/nige-repo
fb9e815476a2 emea-nda-4.13u2

Podman onths 18.16 MB > B

gy

¥ Docker Compatibility

TRIDIUM




Kube-FDA-AMD-LandlordSystem.yml

Save
[DocumentsfyamlFiles

1
x

Activities & Podman Desktop Open ¥ [}

1-—
2
3 apivVersion:
Containers 4 kind: W Prune © Create @ Play Kubernetes YAML
5 metadata:
6 app:
name:
annotations:
io.podman.annotations.autoremove/LandLord;
io.podman.annotations.init/LandLord;
io.podman.annetations.privileged/LandLord;
jo.podman.annotations.publish-all/LandLerd:
spec:
containers:

NAME

- name:
image:

Landlord-niagara ports:

- containerPort:
hostIp:

Tenant01 (pod) hostPort:

- containerPort:
hostIp:
hostPort:

- containerPort:

Tenant01-n a hostIp:

hostPort:
volumeMounts:
mountPath:
name:

TenantO.

140f1-infra ~ name:
value:
- name:
value:
- name:
value:
- name:
value:
capabilities:
add:
volumes:

- name:
hostPath:
path:
type:

er Compatibility

YAML ¥ TabWidth:8 ¥ Ln1, Col1 b INS

TRIDIUM



Activities * Podman Desktop 11 Mar 13:07 e

Podman Deskto

Containers © Create @ Play Kubernetes YAML

No containers

run quay.io/podman/he

3

¥ Docker Compatibility

TRIDIUM
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Real World Experience

Peter Shepherd - Forest Rock
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Forest Rock - Hosting Solutions

A



2019

Open Source

On Premise
High support

Malware risk

Forest Rocks” Hosting Journey

Scaling

Services VM scaling — horizontal / vertical

Project driven o . .
- . Standardization of configuration
Containerized services

2020 2022

Increase speed
Reduce manual intervention

4
&b

Dev Ops Integration

PN
(/

2%
Deployment

Multi-station hosting
Utilization efficiency

2025




Time to Recovery

Recover server to
office

Site visits
Terraform Replacement parts

Database and OS Backup strategy
snapshots

Semi manual dev-
ops

Pipeline driven
deployment

Decouples recovery
of containers and OS

Container Hybrid On-Prem



Time To Delivery

Server Purchase

Remove Bloat

Protection

Site visit

: Virtual Machine
Networking Supervisor

Lower cost Linux
Physical Security Physical site devices platform

Access controls

Container Hybrid On-Prem y



)

A Layered Approach

Monitoring

Automated monitoring and
alerting of container and host
resources maintain capacity

Security

Best in class Bitdefender
deployed to secure against
malware threats

2

Connectivity

Custom containers extend the
Niagara environment to offer
Zerotier connectivity
automatically

Host Platform

Linux virtual machines offer
better use of resources with
lower license overhead




“We no longer have the expertise to effectively run our customer solutions,
how can you help ... ?

Customer Case Study

Planning

Migration

”

Evaluate existing hosting capacity
Understand solutions
Recommend capacity

Plan migration strategy
Co-ordinate on licencing
Provision containerised environment

Migrate stations
Migrate DNS
Validate connections
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