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The Niagara Cloud Suite (NCS)

Niagara Cloud Suite is the simplest way to accomplish multiple 
goals from a Niagara station:

• Remote access

• Automated offsite backups

• Data egress for trending, alarms, and aggregation



Pieces of the NCS Pie

Future Cloud Services

What’s Coming in3rd Party
Apps



Logging in to the Niagara Cloud Portal
• Simple log in procedure, using an account you most likely 

already have. 
• You will be directed to either a page of your customers if you 

are a partner or a list of projects if you are the end-user 
customer.

• Like with user management within a Niagara environment, 
user management within Niagara Cloud Portal can be set to 
allow as much or as little access as needed.

• Niagara Community credentials and MFA provide stronger 
authentication and cyber security.



Partner Portal

• The partner portal will have a tile for each of your customers.



Customer Portal

• The customer portal will have the list of projects on the left 
and the devices for each of those in the main pane.



What it is and why should you use it



Niagara Recover
• Inexpensive insurance to ensure you always have a current backup 

available, saved securely offsite. 

• Automatic organization and clean up of backups
• Latest backup on hand
• Not left with a folder filled with outdated or redundant backups

• 5 backups, not size limited
• Newest backup will replace the oldest backup if 5 backups exist.
• 1 backup can optionally be set as preferred and won’t be replaced.

• Encrypted from station, remains encrypted in Cloud, decrypted at point of 
restoration before installation.



Niagara Recover
From the customer cloud portal screen, navigate to your backups by clicking on the Recover service icon.



Niagara Recover
Here you’ll find your 5 backups, with the preferred marked with a star and remains at the top of the list. 



What’s unique about Niagara Remote?



Niagara Remote – Who is it for?
• Systems integrators:

• Who want simple remote access to support their customers.
• Who want to put eyes on the station before rolling a truck.
• Who would like to do programming and graphics work from their office 

instead of sitting on a bucket.

• End users:
• Who want simple remote access to monitor and maintain their buildings.
• Who want to easily configure users and access levels for their employees.

• IT teams:
• Who want a secure method of providing remote access without 

maintaining external user accounts on their networks.



Niagara Remote 
• Remote access with no additional hardware or network 

infrastructure beyond internet access.
• Simplified remote troubleshooting.
• No need to manage or use VPN software.
• Any task you can do via browser locally can be done over 

Niagara Remote.
• With the addition of UX Builder in 4.15, graphics creation and 

editing is supported.



Niagara Remote – Ux Builder
- The Ux Builder is opened by selecting the pencil at the top of the page, just like in Workbench.
- Closing and saving the graphic is the same as Workbench as well.
- The menus may look a bit different than in Workbench, but all the same objects are there.



Niagara Remote – FoxC (4.15u4+)
• Niagara Network over Niagara Remote between two stations 

regardless of geography or shared network, without 
additional infrastructure.

• No additional firewall rules needed
• Established in the Niagara Cloud Portal and configured and 

maintained via either Remote or Workbench.
• Platform and Workbench client connectivity coming in 

Niagara 5.



Niagara Remote – FoxC
- The FoxC connections are established in the portal, in the device details is a tab for the Niagara Network.

- Connection are set up by selecting “+ New Connection” 



Niagara Remote – FoxC
- The dialog box that opens will walk you 

through selecting the device and making 
the connection.

- Start with typing in the name of the 
device you are going to connect.

- Then you select the appropriate role for 
the connection

- The connection is now added to your 
Niagara Network connections.



The power of the Niagara Data Service.



Niagara Data Service
The simplest way to model and export the data out of a station and 
into a cloud environment

• The ontology (tags and relations) of the station is uploaded to 
the Niagara Cloud.

• Cloud History Archive for long term storage and easy retrieval.
• Niagara Cloud portal provides user interface for Alarms and 

Histories.
• APIs provide access to the ontology, histories, alarms, and 

control point read/write to 3rd party applications and 
dashboards.



Niagara Data Service APIs
• Niagara Cloud Service assigns unique nc:cloudId tags to every 

object (networks, devices, points, histories, etc.) in the station.
• Points with histories are additionally assigned a unique 

nc:telemetryId.
• The 3 APIs use the nc:cloudID and nc:telemetryId tags.



Niagara Data Service – 
History Portal
• The Niagara Cloud Suite History Portal provides 

access to a history builder that functions a lot like 
that of a local Niagara installation, plus a couple 
bonus capabilities 

• One of the additional capabilities is being able to 
compare trends across sites within a portfolio, 
much like a Supervisor.

• Save reports in the Cloud or export them



Niagara Data Service – 
History Archive Provider (4.11+)
• During station onboarding a cloud archive history 

provider is automatically created and configured.
• The Cloud History Archive Provider allows for seamless 

retrieval of historical data beyond what is saved in the 
on-premises station’s history database.

• Histories are accessible through web charts, BQL queries, 
etc. in the browser and Workbench client interface and 
the Niagara Cloud Portal.



Niagara Data Service – Alarms

• The Niagara Cloud Suite Alarm Portal provides access to 
alarm records from the cloud database.

• Notes and acknowledged alarms in the cloud are synced 
back to the on-premise station.

• Export alarm reports from Portal to CSV file.



Niagara Data Service – Alarms

• The Niagara Cloud Suite Alarm Portal provides access to 
alarm records from the cloud database.

• Notes and acknowledged alarms in the cloud are synced 
back to the on-premise station.

• Export alarm reports from Portal to CSV file.



Niagara Data Service – 
Alarms

To get to all alarms within the customer’s environment, select the alarm button in the top right corner of the projects page.

To navigate to a specific 
station’s alarm portal.

- First, click on the station 
name from the device 
list.

- Second, select the 
Alarms tab.



Niagara Data Service – 
All Projects Alarms
To filter the results down, or to modify which columns are displayed, the buttons are in the corner of the alarms list. 



Niagara Data Service – 
Device Specific Alarms
To export or acknowledge alarm, select the alarm(s) and then pick the action in the top right corner.

If exporting, the download prompt from your browser will appear.



APIs and 3rd Party Services
• The automated nature of the tagging with NDS makes building 

out connections to 3rd parties as simple as possible.

• NDS APIs can be leveraged for multiple functions:
• Dashboarding building conditions both live and historical data.
• Monitoring through Fault Detection programs trending equipment.
• Energy management services receiving live data and trends.
• Facility Maintenance programs receiving alarms.



APIs and 3rd Party Services
• Establishing the Connections relies on a Service Account being created in the portal, then using the Client ID and secret that 

are generated in the 3rd party data source configuration.
• In the portal I created a new Service Account and assigned it to the MPLS Lab station



APIs and 3rd Party Services
• For this example, I am going to use my lab’s Grafana dashboard.
• In the datasource I will enter the Client ID and Client Secret from the service account I created in the portal.



APIs and 3rd Party Services
• The chart is pulling from the Telemetry API, referencing the histories that have been exported to the Niagara Cloud 

environment already.
• The gauge is referencing the Control API that is live data, pulling from the station though the NCS Cloud.



Niagara Remote – FoxC (5.0+)
• Initial release in 4.15u4 only supports Niagara Network 

between stations.
• Niagara Network over Niagara Remote will additionally 

support platform connectivity.
• Workbench client will support Fox over WebSocket and 

platform connections.



What’s coming in Niagara 5?

Coming in

Remote Software
Management



Remote Software Management

- Initially in Niagara 5.0
- View the details such as the Niagara version and subscription 

status of the devices in your NCS Portal portfolio.
- Coming in Niagara 5.0.1

- Functionality will expand to being able to initiate updates to 
the Niagara version remotely of all your devices.

- Requires an active SMA and an active Niagara Recover 
subscription.

Coming in



Remote Software Manager 5.0

Coming in



Remote Software Manager 5.0

Coming in



Remote Software Manager 5.0.1

Coming in



Remote Software Manager 5.0.1

Coming in
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Q&A
Any additional questions?
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