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Agenda

• Common Troubleshooting Techniques
• Remote programming and subscription
• BACnet tuning tips
• Bog file protection
• Offline user management



Troubleshooting



Troubleshooting a Station
• Engine Watchdog Timeout
• Runtime and Memory
• Spy Views
• How to read application director
• What information should you grab from the 
station?



Engine Watchdog Timeout
• The Niagara application uses an Engine 

Watchdog Timer thread that totalizes time.
• The station’s main engine thread resets the 

watchdog timer at the end of each scan.
• If the watchdog timer exceeds the timeout 

value, that indicates the main engine 
thread is stuck on a scan, and the engine 
watchdog policy is enforced.

• The default policy is Terminate to restore 
station functionality.

• Symptoms of engine watchdog timeouts 
include unexpected station restart, and 
lower station runtime than expected.

• These are confirmed by syslog records and 
backup console text file.



Runtime and Memory
Where to look:
• Resource Manager
• Platform Administration
• Platform Services

Platform Administration
Should be no more than ~<75% on 
average

Platform Services
Checking for memory usage.

Resource Manager



Checking the Spy Views
Local and Remote Spies, what is the difference?
• Remote Spy – Is the remote station (server)
• Local Spy – Is the Workbench proxy (client)

When you right click on the Station, Spy in the 
menu opens the Remote Spy.

When you right click on the Platform, under Views 
Spy Local will be at the bottom of the menu.



Spy engineManager
One of the most useful portions of the 
Spy Remote is the Engine Manager.

• Select sysManagers engineManager
• Includes details like the  average scan 

times and other performance statistics.



Spy engineManager – Engine Hogs

The Engine Hogs view will display the top 100, listed 0-99, 
along with the details of each. 



Spy platform diagnostics
Platform diagnostics in Remote Spy
• Select platform diagnostics
• Then select either “View CPU usage by 

process” or “View CPU usage by thread”
• Note: this is also where to collect a 

diagnostics file your support channel 
may request for further help.



Using the Application Director
• Combing through the Application 

Director can tell you a lot about 
what is happening in your station.

• Clicking the Pause Output 
button pauses the stream, making it 
easier to read.

• When the output is paused, clicking 
the Load Output button resumes 
the stream.

• Stream To File will create a .txt file 
that you can review in another 
application or send along for 
support.



Using the Application Director
• The exception details should be read from the bottom to the 

top within the stack trace.
• Each line defines the java class and method being called in 

the code.
• The numbers at the end of each line reference which line of 

code is being executed within the referenced object.



Watchdog Timeout

• Watchdog timeout event means the main 
engine thread is blocked

• Review the Nre:Engine thread stack trace
• Read from the bottom-up
• The line number in parenthesis indicates 

the specific line of source code being 
executed



Using the Debug Service
To change the verbosity of 
logs printing in the 
Application Director Stream
• Open DebugService
• Find a log category you’re 

looking for detail on.
• Set to a more verbose level, 

or all, then save the Logger 
Configuration view.

• Return log settings to the 
default info level when 
finished debugging.



What happens when you’re stumped?
• What should you include for Technical 

Support to best help you.
• From Platform Administration:

• Station version and hardware details
• View Details
• Copy to Clipboard
• Save to .txt file. 

• System Logs
• View System Log
• Copy and paste the 3 logs to .txt files

• Application Director output:
• The stream file that was produced from the 

Application Director including exceptions
• Consider dumping threads multiple times

• Diagnostic File from the Platform Spy
• Export of the Resource Manager Table



Remote Programming 
and Component 
Subscription



Remote Programming - Overview

• Broadly applies to using the component model across a 
network connection.

• Applies to both client Workbench or browser connected to a 
station, and a driver connected to a field device.

• Is one of the most powerful features of Niagara.
• Is a common cause of confusion and performance problems.



Proxy
• Mechanism which allows the client or driver to model a 

component from the server (station or field device).
• Can maintain the state of the server component by 

synchronizing properties.

BACnet Device
RoomTemp (AV100) = 21.6°C

BACnet Proxy Point
RoomTemp (AV100) = 21.6°C

Workbench or Browser 
Px/Wire Sheet/Point Mgr
RoomTemp = 21.6°C

ServerServer ClientClient

BACnet DriverFoxs/HTTPS



Proxy States

• Unloaded – the proxy has not been loaded across the 
network.

• Loaded – the proxy is loaded across the network; it may or 
may not be out-of-date with the server/device.

• Subscribed – the proxy is actively synchronized with the 
server/device.



Component Subscription
A component is subscribed when there is an active interest

• Using Workbench or browser client to view a property sheet, 
wire sheet, point manager, Px widgets, etc.

• Control point with an active history extension.
• Control point with an alarm extension.
• Control point with a control extension.
• Component is a source of a wire sheet link.
• Other components may lease or subscribe in their code.

Red = permanently subscribed



Component Subscription
• Spy views do not cause subscription, but right clicking on a 

component may cause transient subscription.
• Resolving a BQL query does not cause subscription, but 

station components or Px widgets that utilize BQL queries 
may cause subscription.



Component Subscription



Workbench & Browser Client Subscription
• Resolves a proxy of the server-side component and keeps 

properties synchronized.
• Proxy component inherits available actions.
• Ancestor components are lazily loaded.
• Loaded components are cached for duration of session.



BQL and Bound Table – BACnet Example



BQL Grid
• Subscribes the components found by BQL query extent.
• Ancestor components are lazily loaded.
• Sibling and child components are not loaded.



BQL Grid – Client Example



Component Grid
• Resolves each cell to a component which is loaded and 

subscribed.



Component Grid – Client Example



BACnet Polling



Poll List Entries Per Proxy Point
• Main entry for proxy point’s property- usually Present Value
• Add Status Flags property if

• “statusFlags” facet is true
• Point is for the Present Value property
• Object has a Status Flags property

• Add Event State if “eventState” facet is true
• Add Priority Array if “priorityArray” facet is true
• Add Reliability if “reliability” facet is true
• Add for any BacnetDeviceObjectPropertyReferences on 

proxy ext



Poll List Entries Per Proxy Point

• Status Flags decoded to BStatus
• Event State (state) and Reliability (reliability) added to facets
• Priority Array used to set “bac” facet to “def” or 1-16
• BacnetDeviceObjectPropertyReferences added to facets 

keyed by property ID



Subscribing to Points

1. Get network port poll service based on device network 
number

2. Add poll list entries to dibs bucket (dibsSubTime)
3. Get poll list entries (getPLEsSubTime)
4. Increment point count
5. Add poll list entries to bucket based on poll frequency (fast, 

normal, slow) (pleAddTime)

• subTime is duration of steps 2-5



Subscribing to Points



Poll Lists

• Contains poll list entries for the same device
• Number of entries limited by smaller of local or remote Max 

APDU Length Accepted
• Entries grouped by object ID
• Fit poll list in unsegmented message
• Add “splitOnFailure” Integer property to poll service to split 

the poll list after that many failures (if > 0) (splitCount)
• Add “repackInterval” RelTime property to periodically rebuild 

(recombine) poll lists



Poll Lists



Poll List Order

• Default is based on order of subscriptions
• Add subclass of BacnetPollOrder to the poll service
• Ordered within each poll frequency bucket
• BacnetBalancedPollOrder: spread poll lists over network 

numbers
• BacnetRandomPollOrder



BacnetMultiPoll Next

1. Get poll list from dibs up to Max Dibs Polls (hidden, def: 5); 
increment dibsPollTotal

2. Get unexecuted, idle poll list from overdue bucket,
• If possible, whose device is not already being polled
• Then, even if the device is being polled
• If found, increment bucket.pollTotal

• When all poll lists in a bucket have been executed, increment 
bucketcycleTotal



Polling RPM

1. Construct Read Property Multiple request
2. Send request and wait for response
3. Process response
4. Increment totalPollCount
5. Add poll time (steps 1-3) to totalPollTime



Polling without RPM

• Device does not support RPM service
• Receive Reject reason Unrecognized Service
• Receive Reject reason Buffer Overflow and maxAPDU has 

been reduced to minimum (50)



Poll Statistics

• averagePoll = totalPollTime / totalPollCount
• Does not account for number of poll list entries in each poll
• Many short polls might have a lower average

• totalPollTimePerThread = totalPollTime / numberOfThreads
• busyTime = totalPollTimePerThread / uptime

• “{busyTime}% ({totalPollTime}/{uptime} over {numberOfThreads} 
thds)”



Poll Statistics

• totalPolls = “{totalPollCount} over {totalPollTime}”
• dibsPolls, fastPolls, normalPolls, slowPolls:

• bucketPollCount / totalPollCount
• “{bucketTotal}% ({bucketPollCount}/{totalPollCount})”

• dibsCount, fastCount, normalCount, slowCount:
• current = bucketSize
• average = bucketSizeSum / statsCount
• bucketSizeSum += bucketSize



Poll Statistics

• fastCycleTime, normalCycleTime, slowCycleTime:
• average = uptime / bucketCycleTotal



Poll Statistics Example

• normal poll frequency: 5 s
• uptime = 1 hr = 3600 s
• averagePoll = 15 ms



Low Load, 1 Thread

• 100 normal poll lists
• 100 ✕ 15 ms per poll = 1.5 s polling per cycle
• cycles = 3600 s / 5 s = 720 cycles
• totalPollTime = 720 cycles ✕ 1.5 s = 1080 s
• totalPollTimePerThread = 1080 s / 1 thread = 1080 s
• busyTime = 1080 s / 3600 s = 30%
• cycleTime = 3600 s uptime / 720 cycles = 5 s



Low Load, 2 Threads

• 100 normal poll lists
• 100 ✕ 15 ms per poll = 1.5 s polling per cycle
• cycles = 3600 s / 5 s = 720 cycles
• totalPollTime = 720 cycles ✕ 1.5 s = 1080 s
• totalPollTimePerThread = 1080 s / 2 threads = 540 s
• busyTime = 540 s / 3600 s = 15%
• cycleTime = 3600 s uptime / 720 cycles = 5 s



High Load, 1 Thread

• 1000 normal poll lists
• 1000 ✕ 15 ms per poll = 15 s polling per cycle
• cycles = 3600 s / 15 s = 240 cycles
• totalPollTime = 240 cycles ✕ 15 s = 3600 s
• totalPollTimePerThread = 3600 s / 1 thread = 3600 s
• busyTime = 3600 s / 3600 s = 100%
• cycleTime = 3600 s uptime / 240 cycles = 15 s



High Load, 5 Threads

• 1000 normal poll lists
• 1000 ✕ 15 ms per poll = 15 s polling per cycle
• cycles = 3600 s / 5 s = 720 cycles
• totalPollTime = 720 cycles ✕ 15 s = 10,800 s
• totalPollTimePerThread = 10,800 s / 5 threads = 2160 s
• busyTime = 2160 s / 3600 s = 60%
• cycleTime = 3600 s uptime / 720 cycles = 5 s



Number of Threads

• No more than 2 on an MS/TP port
• Could add more than 2 to other port types (IP, Ethernet, SC)
• Too many threads could slow things down- don’t drive 

busyTime to zero
• Consider other adjustments- poll frequency, tuning policy, 

number of points



More Info

• docBacnet – Troubleshooting
• docEngNotes – BACnet and Niagara 4



Live Demo



Bog File Protection and 
Offline Users



Objectives:

• Protection Mechanisms
• 4.15 Changes
• Bog Files
• Key Source



Protection 
Mechanisms

Encrypting – Reversible with 
the correct Key

Hashing – irreversible, you 
can’t get the original data



Encrypting

• reversibleEncodingKeySource="keyring" indicates that the 
encryption is sourced from the NRE security provider's key ring

• This is the default setting for stations located in the daemon's 
user home/stations directory

• The Station.bootStation() process will fail if the config.bog file 
does not encode passwords using this method

• The platform daemon (niagarad) automatically translates this to 
external when sending BOG files during backups or station 
transfers

• Only authorized calls can retrieve the key material



Encrypted hashed passwords

• As of Niagara 4.15, passwords are encrypted in addition to 
being hashed.

• A station with encrypted hashed passwords will not run in 
Niagara 4.14 or earlier. To downgrade the station, you must 
revert the station using the BOG File Protection tool. 

• Station user passwords are encrypted and hashed on all 
platforms.



Bog Files

• Niagara provides a standard 
XML format to store a tree of 
BValues. This XML format is 
called “BOG” for Baja Object 
Graph. 

• Compact XML, using single 
letter element and attribute 
names

• Ability to compress using zip



Bog Files

• Bog files can be flat XML files or stored inside 
zip files. If zipped, then the zip file contains a 
single entry called “file.xml” with the XML 
document. 

• You can use Workbench to copy any BValue to 
a directory on your file system to easily 
generate a bog file.

• Bog files are typically given a “.bog” extension. 
Bog files designed for use as palletes use the 
“.palette” extension, and though they use the 
same format as “.bog” files, they may not use 
reversible encodings for BPassword values.



Editing Offline .bog

• Files created 
in Workbench initially have no 
passphrase since they do not 
yet contain sensitive data.

• You can edit non-sensitive 
data without unlocking bog 
file protection using the 
passphrase



Editing Offline .bog (4.15)

• In Niagara 4.15, you can add users by editing the station offline 
and creating the new user via the User Manager, or editing the 
.bog file directly.

• Because the encryption key is not yet available, the user 
password will be either only hashed or in plain text, depending 
on how the user was added. 

• Once the station starts, the password will be hashed if needed 
and then encrypted.



Bog File Protection

• Bog files in the Niagara daemon user 
home are encrypted using the host’s 
key ring file. 

• A unique key ring file is generated for 
each Niagara installation on a given 
host and is locked to that host.

• Bog files in a backup 
distribution file or under your 
Niagara user home are 
encrypted using a passphrase. 



Key Source
Key Source Description File Security and Portability

none The file does not and cannot have any reversibly-
encoded password values.

Best portability; consumers don’t 
have to know a passphrase or have 
access to a particular system’s “key 
ring”.

keyring
Reversibly-encoded password values are encrypted 
using a randomly-generated secret key stored in a “key 
ring” on the system where the file resides.

Best security, but values are not 
readable on other systems.

external

Reversibly-encoded password values are encrypted 
using a secret key derived from a human-provided 
passphrase, which may be a controller’s “system 
passphrase”, may be assigned by Workbench user 
working with files offline, etc.

Portable. Correct passphrase 
needs to be supplied when reading 
encoded password values.



Questions


	Slide Number 1
	Mastering Niagara: Hidden Gems, Tips and Troubleshooting
	Slide Number 3
	Agenda
	Troubleshooting
	Troubleshooting a Station
	Engine Watchdog Timeout
	Runtime and Memory
	Checking the Spy Views
	Spy engineManager
	Spy engineManager – Engine Hogs
	Spy platform diagnostics
	Using the Application Director
	Using the Application Director
	Watchdog Timeout
	Using the Debug Service
	What happens when you’re stumped?
	Remote Programming and Component Subscription
	Remote Programming - Overview
	Proxy
	Proxy States
	Component Subscription
	Component Subscription
	Component Subscription
	Workbench & Browser Client Subscription
	BQL and Bound Table – BACnet Example
	BQL Grid
	BQL Grid – Client Example
	Component Grid
	Component Grid – Client Example
	BACnet Polling
	Poll List Entries Per Proxy Point
	Poll List Entries Per Proxy Point
	Subscribing to Points
	Subscribing to Points
	Poll Lists
	Poll Lists
	Poll List Order
	BacnetMultiPoll Next
	Polling RPM
	Polling without RPM
	Poll Statistics
	Poll Statistics
	Poll Statistics
	Poll Statistics Example
	Low Load, 1 Thread
	Low Load, 2 Threads
	High Load, 1 Thread
	High Load, 5 Threads
	Number of Threads
	More Info
	Live Demo
	Bog File Protection and Offline Users
	Objectives:
	Protection Mechanisms
	Encrypting
	Encrypted hashed passwords
	Bog Files
	Bog Files
	Editing Offline .bog
	Editing Offline .bog (4.15)
	Bog File Protection
	Key Source
	Questions

