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Evolving Niagara: A Necessary
Revolution

4.15 engineering moves to the browser
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HTML5 WEB VIEWS -

niagara4l4 A Significant
Step-Up in
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HTML 5 PX Editor
HTML 5 Relation Manag

Live Demo 3‘& h

“All demos are for informational purposes only.”
L}
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4% Niagara Workbench = a X

File Edit Search Bookmarks Tools Window  Property Sheet Help Q
4 O 0O- o A O O - @ o ® t
My Host: VA51LTD3C1Q04.global.ds.honeywell.com (TridiumStation) © Station (TridiumStation) . Config . Services . FoxService ,, Property Sheet ~
+ Nav [l FoxService QO Actions & Topics  [B Slot Details
I’ "

Ll LY (® by Network Display Name Value C
@ sackupservice [l Fox Port ServerPort:1911 tcp any false
@ CategoryService
@ JobService (M Fox Enabled @ false
W SsecurityService .

[ ] M Foxs Port ServerPort:4911 tcp any false
o RoleService
© usersenvice (M Foxs Enabled true @
o AuthenticationService .
L7 pebugservice M Foxs Only true @
@® eoxsenice [ Foxs Min Protocol TLSv1.2+v
¥ Foxservice
@ Hicrarchyservice [l Fox Over WebSocket Enabled true @
@ HistoryService ® Cinher Suite G R e
! ipher Suite Grou ecommended v
o AuditHistoryService u Cip p
© LogHistoryService . Alias tridium
- M Foxs Cert — =
Password | (unchanged) [JUse global certificate password
A H N - Palette (A )
neW O Ion Or K e Cartifinntn Laslh P Pt e S e
7 - E @ 4% Niagara Workbench = [u] X
A File Edit Search Bookmarks Tools Window Property Sheet Help Q
RacnetNetw
https://localhost:8443/H < B O- b A o m - - D O @ 1
. .
[ J Statlon—to—statlon My Host:VA51LTD3C1Q04.global.ds.honeywell.com (TridiumStation) . Station (TridiumsStation) . Config I Drivers . NiagaraNetwork I TridiumStation . Floor_02 / Property Sheet ~

- Nav @A QO Actions & Topics [B Slot Details
E 8 O Ty e -
o ® (M Last Connect Time 02-Oct-24 4: 01 P} EDT
) W kb h_t - t t CloudBackup Service =
O r e n C O S a IO n A OrionService M Last Disconnect Time 02-Oct-24 3: 59 EDT
@ EventSenice [l Last Disconnect Cause java.io.EOFException: EOF
& CloudLink
T platformservices (8l Port 4913
. . T
 orivers -
communication utilizing the commonly I e
A TridiumStation M Fox Over WebSocket Use WebSocket Only
@ Floor_01 - i i
. t FIDOKOZ @ Fox Over WebSocket Port Use WebSocket if Fox or Foxs fails
available secure HTTPS port R - p——
© Alarm Source nfo (M Fox Over WebSocket In Use e
° Client Connection -
@ Foints (M Last Failure Time null
? Histories (M Last Failure Cause
(M Retry Period * 0 |h 5 |m 0 s
~ Palette 4] | eyrero
m X B |§ b [l Next Attempt Time null
O raetitnr llcarname And Paccwnrd

https://localhost:8443/ord/station:%7Cslot:/Drivers/NiagaraNetwork/TridiumStation/Floor_02/alarmSourceinfo
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KitContol Objects |
EVOI“tio n HYSTERESIS

ARCTANGENT2

DERIVATIVE
ASHRAE 231P-ALIGNED control blocks

supporting a Unified, interoperable Control LIMITER
Design Language (CDL)

LINE
Making logic blocks
* More Standardized
* More Portable
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Fox Over WebSockets
New Kit Control Objects

Live Demo
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Certificate Signing Service | Evolution

Establish, monitor, and renew Niagara installation's PKI at
scale and with ease to enforce secure communication and
maintain a strong security posture.

!—
- Nav Property Sheet

E 8 O & My 4, SigningService (Signing Service)
‘ Individual Signing Requester TS (@ Status {ok}
(] LogHistoryService
(M Fault Cause

@ oncCallService

. G&p Servi (@ Enabled @ true
Combined Request: © Fovontoonicn
: : ReportService O Profiles Profiles Folder
Fox Service, Web Service, Platform @ RoleService ‘ o
. &\ serverProfile Simple Signing Profile
@ SAMLIdPService o1 te Sienine T  Fold
© SearchSenvice uranspo S igning Transport Folder
S : . foxTransport Fox Signing Transport
Provisioning Jobs for Deployment 9 SeaurityService : cAle 2P
%, SigningService &\ localTransport Local Signing Transport
® SystemDbService

X SystemMonitorService

TRIDIUM




Quickly assess the security posture of a
Niagara Network of any layout, at scale

203

TOTAL FEATURES

OO O OO0

OK 55

Info 18

©@OK 154

Hide

No hidden users in this station.
Lock Out feature is enabled in the User Service.
Absolute logoff is ENABLED.

All p: based authentication schemes are config
with strong passwords.

All password-based authentication schemes are configured
with passwords at the recommended character limit (64).

All log levels are acceptable.
Foxis disabled, while Foxs is set to true.

Foxs Min Protocolis TLSv1.2+.

Info 49

Hide

OK 45

Info 16

(ONCONONCNONCNONG)

Platform TLS Setting is: "TLS Only".

TLS Cipher Suite Group is set to: Recommended.
Platform TLS Protocol is: TLSv1.2+

Certificate is valid: edge10

Certificate is signed: edge10.

Certificate edge10 is encrypted with unique password.

The requested certificate "edge10" was successfully used
for the Niagara Daemon.

"Use Extended Master Secret" is set to "true"

SSH/SFTP mode is DISABLED on this platform.

Multi-tiered Security Dashboard |
Evolution

Multi-Tiered Navigation
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Pki Authentication
S H A B For Browser |

l ClientCertAuthScheme

— @
Il PKlAuthenticationScheme Evo I u t I o n
l CaConfiguration

O ValidationRules

— Simplifies authentication process for
= organizations that rely on PKl-based
authentication, such as government
and defense environments; for
" example, Common Access Cards.
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L L

M Session Info for Emily_Supervisor X H

Full . You are connected as admin. bnt

User Login History |

The identity of this host has not been verified.
g - Server's certificate does not match the address.

@
- Server's certificate is not trusted.
Certificate Information

Your connection to Emily_Supervisoris encrypted with
256-bit encryption,

@ The connection uses TLSv1.3.

The connection isencrypted using AES_256_GCM, with
SHA384 for message authentication and NULL as the key
exchange mechanism.

Your connection started at 19-Jul-24 3:04 PM EDT. m P e S e T U Se rS Ca n e n S u re th at th ey

Login History for admin X
Previous login was at 19-Jul-24 1:30 PM EDT from 127.0.0.1

as Workbench. IPrevious login was at 19-Jul-24 1:30 PM EDT from 127.0.0.1 as Workbench. recogn ize a | | | Ogi n S tO th e i r

B ©

History Wou are connected as admin.
OK Location Successful Secure Client |- a CCO u nt, h e | pi ng D ET E CT
I3:I34:24 PMEDT 127.0.0.1 true true Workbench

SUE241:30:33 PM EDT

POTENTIAL ATTACKS on

19-Jul-24 8:48:05AM EDT 127.0.0.1 true true Workbench
the system.
OK

l I.!.I Previous login was at 19-Jul-24 1:30 PM EDT from 127.0.0.1 |

as Workbench.
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Encrypting
Hashed
Passwords |
Evolution

Increasing defense against cyber threats
with encrypted, salted, and hashed

PASSWORDS in offline bog files.

ENSURES
REGULATORY
COMPLIANCE

PROTECTION
AGAINST DATA
BREACHES

SECURE BY

DEFAULT

4% Bog File Passphrase %
You have entered the correct passphrase for the bog file.

Choose an action below and press the "Update" button, or press "Close" if you don't need to make any more
changes:

| < Enter thefile’s passphrase
<> Start protecting the file with a passphrase

<> Change the file's passphrase.

Revert station to be compatible with releases

@ prior to 4.15.

Remove all users except for one superuser. The
user will use the configured password.

o thatyou specity. Any passworad values
that are encoded with the current passpnrase

Force any password values that depend on the current
file protection to be cleared.

<

Changes will be made permanent when the bog file is saved.

Update Close

TRIDIUM



Live Demo

“All demos are for informational purposes only.”
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Bacnet Test Labs
Certification -
Evolutlon

ASHRAE Standard 135 open communication
protocol of choice for field devices

- B-BC Profile for Supervisor, Jace 9000, & Jace 8000
with BACnet Secure Connect link layer!

BACnet

International

 Protocol Revision 16 Certification 4.14.3.24.6

« Protocol Revision 18 Certification Testing in
Progress for 4.15

« This is another example of Niagara modernizing
while staying aligned with industry standards.
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Why a a1 n

Niagara is entering its most significant
architectural shift since AX to N4.

The industry demands require more than
incremental updates.

Niagara 4.15 sets the stage.

N5 is the inflection point.
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JAVA 25 | Revolution

 Java 8 is over a decade old — no longer meets modern
security or IT requirements

Java 25 = Long-Term Support with modern TLS, crypto,
and performance improvements

NIAGARA & - Enables N5 features: new Ul, themes, module
SUMMIT ; recombination

2026 s - Better performance on JACE-9000 and Supervisor
Ll A environments

 Cloud-ready runtime for future workflows (FoxC, RSM)
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Installer | Revolution

An MSI file contains all the instructions and data Windows
needs to properly install an application. Think of it as a
blueprint + container that tells Windows:

« What files to copy
N IAGARA « Where to place them
SUMM IT : « What registry keys to create
2026 . « What shortcuts to add

- How to repair itself if something breaks
« How to uninstall cleanly
* It's powered by the Windows Installer Service

TRIDIUM



Modernized Installation Structure |

Revolution

Niagara System
Home

Platform Daemon
Home

Niagara Config
Home

Workbench User
Home

C:\niagara\niagara-4.15.x.xx C:\Program Files\Niagara\5.x

*read-only*

C:\ProgramData\Niagara4.15\<brand>\ C:\ProgramData\Niagara\<brand>\daemon\5.x
daemon

N/A C:\ProgramData\Niagara\<brand>\config\5.x

C:\Users\<user>\Niagara4.15\<brand> C:\Users\<user>\niagara\<brand>\5.x

(J > ThisPC > Local Disk(C) > ProgramData » Miagara » tridium * config * 5003 @

|:| » ThisPC *» Local Disk(C) *» Program Files * MNiagara » 5003 =

TRIDIUM



Interface | Revolution

Light Mode Dark Mode

1 Nisgars Worbench - o x 1Y Nisgars Workbench - o0 x
nagarav <~ >+ tv Ov O @ © & [ B 6 2 @ Q a Q @ niagara- <« -
~ Nav 2] ~ Nav
= My.. x [ Wire... x . <
© My Network v S © My Network
« 2 My Host : HON-GLT63J4 MyHost - HON-GLT63J4 v | MyFieSystem v | Usertiome v / stations v | NsControler v [ configbog v [ Wiresheet v B Wire Sheet
~ & MyFile System +~ & MyFile System
> @ SysHome Wire Sheet > @ SysHome Wire Sheet
> @ Config Home > @ Config Home
© @ User Home « @ User Home
> [ certManagement [ certManagement
>0 ete > etc
> 0 logging - > 0 logging
> [ security Boolean\\ritablet a > [ security . C
> [ shared StringWritable out false {ok} > [ shared StringWritable s false {ok}.
« [ stations String Writable a In10 ~null} o SEE Sting Witable (ot false‘?gm
© [ N5Controler {ok} 16 false fok} © & N5Controler 10 ~{null}.
In10 - {null} In16 - {null}
+ B config.bog 116 il config.bog nuilh
> @ Services > & N5Sup
> @ Drivers BooleanWritabi >eC BooleanWritable 8 |
i oleanWritable N Boolean Writable
[ PIEWireshest Boolean Writable o & MyModules out False {ok)*
3 N5Sup false { ok’ o Sy
> [ config.bog In10 - {null} In16 - {null},
N In16 - {null}
> & My Modules
N
NumericWritable [
Numeric Writable o 0.0 {ok},
Out 0.0 {ok} = fnu\lk_
In10 - {null} -
In16 - {null}
EnumWritable [
B Enum Writable L]
EnumWritable E out 0 {ok}
Enum Writable 10 ~tnally
~ Palette O{lok; Palette In16 - {null}
In10 ~{null i
@ alarm v B R ® In16 - {null} D alarm R

v [ Extensions
> &1 OutOfRangeAlarmExt
> g7 FloatLimitAlarmExt

e

> & StringChangeOfValueAlarmExt
> &) BooleanChangeOfStateAlarmExt

> § BooleanCommandFailureAlarmExt
> £1 EnumChanaeOfStateAlarmExt

B A AlarmService
AlarmClass
AlarmClassFolder
Recipients
PrinterRecipients

Extensions
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Migration | Revolution

. . . S A [z
P re a rl n fo r M I ratl O n Microsoft Windows [version 18.8.
(c) Microsoft Corporation. All rights reserved.
M M Program File 3 .8.8.3>n5M,
* rade station to X. XX VIa Workpenc '
° ° ° : DEVELOPER NA
PY M M 2:36:26 2 C ing initialized
u n Igra IO n OO ARNING 2 DEVELOPER BUILD FOR INTERNAL TRIDIUM USE ONL
N E 27 : a ( i / 26
. . . N a .reg s )
) M 2 .module] 7
VI W = I I N A FLE pto.regi 4 g 5 up-to-date
M pto. J g y load complete (42
o o . ( \program files\niagara\5.8.8. on WINNS-812F-64BD-E1E2-
« Address Identified in pacts
nSmig [options C [target]
parameters:
[ ] M O u eS source station b p distribution file
station name or filename (HTML report for premigrate option)
.
« Program Objects
specify log level
Py 1 ALL | FINEST | FINER | FINE | CONFIG | INFO | WARNING | SEVERE | OFF
ega Cy ra p ICS {level spec tion is not case-sens ve)
-version print version info
. remigrate run the premigration checks only
Y P r r m * M I B E I N E D* advanced options (not typically needed):
-filePassPhr
use the ¢
. . NOTE: THIS MAY NOT BE SECURE. The passphrase can be seen by others, or
) M I ra te Statl O n retrieved by r the shell's command y
-keepTemp do not clean up temp directories execution
-allowNonDist skip the check for Miagara distribution file as input
source; use for migrat
[ ] n Sta O n n eW Ost 5 show messages from all logger
logs
> is required and must be a station b up distribution file.
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Niagara Cloud & FoxC | Revolution

N4.15.4
- Niagara Network | Station-to-Station Cloud Communication via FoxC

N5.0
- Niagara Network | Station-to-Station Cloud Communication via FoxC

« Workbench to Niagara Remote Stations using Niagara Cloud Suite
« Workbench to Niagara Remote Platform using Niagara Cloud Suite

*Niagara Remote Subscription & Active SMA required
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Niagara Cloud & Recover | Revolution

N5.0
Portfolio Manager

Remote Software Management (RSM)
Software availability notifications
Version validation and compatibility checks
Controlled deployment workflows at scale

*Niagara Recover Subscription & Active SMA required

TRIDIUM



N5 Preview

Live Demo
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DEVELOPER & OEM

| J

Active members of the
Developer Program will
receive Developer Alpha
software to transition Niagara
modules to Niagara 5.

COMING IN 2026

b

SYSTEM
INTEGRATOR

Early Adopters have the
option to participate in
Early Access for bench
testing and providing
feedback on new features.

BUILDING
OWNER

Sign up through your
System Integrator to have
Niagara 5 installed in your
building as part of the Beta

program.
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One more Thing!

Live Demo
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m | a 9 a ra ocumentation Library Watchlist My Topics Community & ® Michael McLaughlin

Filters v Search Documentation

Information Categories

e, Niagara ey Features, Compatibility, and ic] Niagara Security
Releases
Niagara 5 - FAQ Station Security Guide
Getting Started with Niagara Niagara 4 Features Overview Niagara Hardening_ Guide
Installation Guide Niagara Compatibility Statement (NiCS) Niagara 4 Security Page
Containerized Niagara Guide Niagara 4 Release Page

Documentation Library
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