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Agenda

• What are Web APIs?
• Niagara APIs
• API Integration Examples
• HTML User Interface Examples



What are Web APIs?



Application Programming Interface (API)
• Well-defined tools that allow software applications to 

communicate and interact with each other.
• Introduced in the early 2000s and leveraged by companies such as 

Salesforce, eBay, Amazon, etc. 
• Used in social media applications such as Facebook, LinkedIn, etc.
• Since ~2010 used widely in the IoT industry to connect everyday 

devices such as thermostats, audio visual equipment, cameras, 
and sensors to the cloud.

Client API API Server

Request

Response



API Types

• Simple Object Access Protocol (SOAP) – client and server 
exchange messages using XML

• Remote Procedure Calls (RPC) – client calls a software 
function, and the server sends the output back to the client.

• Representational State Transfer (REST) – the most popular 
and flexible APIs used today. The client and server exchange 
data using HTTP.

• WebSocket – two-way communication between client and 
server that uses JSON objects, making it more efficient than 
REST.



Hypertext Transfer Protocol (HTTP)
• Enables communication between clients and servers over a 

network.
• Client sends a request, and the server replies with a response.



HTTP GET
• GET is used to request data with parameters encoded in the URL 

as key value pairs.



HTTP POST
• POST is used to send data to a server to create or update a 

resource with data stored in the request body.



API Documentation Example
https://openweathermap.org/current?collection=current_forecast



Niagara APIs



Niagara – API Data Access

• oBIX 
• Niagara Analytics web API 
• Json Toolkit Json Schema
• HTTP Client driver String Servlet
• Custom Servlet
• Niagara Cloud Suite (NCS) using Niagara Data Service (NDS)

tomorrow @1pm – Cloudy with a Chance of Disruption session



oBix – HTTP GET Example
• Used to read/write live control points, subscribe to alarm events, 

or query history data.



Niagara Analytics – Value Request
• Used to read control point values from the station.



Niagara Analytics – Trend Request
• Used to query history data from the station.



JSON Toolkit – Schema Exporter
• API response returns the schema output as JSON.



HTTP String Servlet



API Integration Examples



HTTP Client – openweathermap.org



HTTP Client – openweathermap.org



HTTP Client – v2.jokeapi.dev



HTTP Client – v2.jokeapi.dev



Working with HTML 
files in Niagara



Serving HTML from the Station’s File Space
• Files can be edited by anyone with write access, without any source 

control or changelogs.
• Files are not versioned, so they cannot easily be upgraded or 

distributed to multiple stations.
• Files are not relativized, so not easily used as views on 

components.
• The HTML5 profile automatically provides the latest API 

improvements.
• HTML files bypass the profile, so they are more vulnerable to 

breaking when upgrading Niagara versions. 



Accessing HTML Files
• The file servlet provides access to files under the station’s shared 

file space.

https://bldg1f1.ns24.lan/file/index.html

• The file ORD scheme with the File Download View.

https://bldg1f1.ns24.lan/ord/file:^index.html|view:web:FileDownloadView

https://bldg1f1.ns24.lan/file/index.html
https://bldg1f1.ns24.lan/ord/file:%5eindex.html|view:web:FileDownloadView


noSnoop
• The Niagara web server snoops content being served and potentially 

modifies the HTML or CSS content such as replacing module ORD 
schemes with module servlet requests.

• Snooping can be disabled in HTML by adding syntax to the top of the 
file.

<!-- @noSnoop -->

• Snooping can be disabled in CSS by adding syntax to the top of the file.

/* @noSnoop */



Using JavaScript Libraries
• When serving HTML content from the station’s file system it may be 

necessary to load JavaScript libraries such as BajaScript, d3, jQuery, 
underscore and others.

• RequireJS from https://requirejs.org uses the Asynchronous Module 
Definition (AMD) method of loading JavaScript code, which is a modular 
script loader and will likely improve the speed and quality of your code.

• RequireJS can be loaded in an HTML page using script tags.

<script src="/requirejs/config.js"></script>
<script src="/module/js/com/tridium/js/ext/require/require.js"></script>

local:|module://docDeveloper/doc/requirejs.html

https://requirejs.org/


Example HTML File
<!DOCTYPE html>
<!-- @noSnoop -->
<html>
<head>
  <title>This is a BajaScript test page</title>
  <script type='text/javascript'  src='/requirejs/config.js'></script>
  <script type='text/javascript'  src='/module/js/com/tridium/js/ext/require/require.min.js?'></script>
</head>
<body>
  <h1>BajaScript test page!</h1>
  <script>
    require(["baja!"], function (baja) {
      baja.Ord.make('station:|slot:/').get()
        .then((station) => {
          alert('Station name: ' + station.get('stationName'));
        });
    });
  </script>
</body>
</html>



BajaScript
• A framework for building web applications which 

includes JavaScript APIs for getting data from the 
station

local:|module://docDeveloper/doc/jsdoc/bajaScript-
ux/index.html

• Getting started with BajaScript tutorial

local:|module://docDeveloper/doc/jsdoc/bajaScript-
ux/tutorial-gettingStarted.html

• The docDeveloper palette includes examples



HTML User 
Interface Examples



Custom Login Screen



Fleet Dashboard



Rail Map



Train Line View



Subscriber Pattern



ORD Declaration



parseJSON Helper



Icon Mapping for Condition Codes



Light/Dark Mode – CSS Variable Cascade



Light/Dark Mode – Graphics



Light/Dark Mode – Graphics



Questions
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