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INTEGRATION TO INTELLIGENCE:

How                              Utilizes  the Niagara Platform
to Empower Healthcare



WHAT                              DOES

- Data Collection and Analytics

- Intelligent Edge Control

- Patient Safety

- Capital Asset Protection

- Optimize Energy Efficiency



UTILIZATION OF THE NIAGARA PLATFORM

- Communication Protocol Agnostic

- Data Standardization

- Seamless Integration

- Direct to Database Exports

- Edge Control Capabilities



IMPACT IN 
HEALTHCARE

- Legionella Control

- Sterilization Processes

- Protecting Essential Energy Plants

- Corporate Sustainability Goals



CASE STUDIES

Colorado Hospita l 
- Prevented Critical Corrosion Failures

Philadelphia  Medical Office Building
- Significantly improved legionella control

North Carolina  Hospita l
- Achieved over $200,000 in annual energy savings

Maryland Hospita l 
- Exceeded energy efficiency targets by 48%



AUTONOMOUS 
CONTROL
COMPLIANCE

- Joint Commision Audit Readiness

- Healthcare Standards (ASHRAE 188, 
ST108, etc.)

- Real-Time W ater Quality Optimization



WATER INTELLIGENCE

- Analyze your system with Melody AI

- Enterprise W ide Intelligence

- Your Data On Demand



Automation isn’t just for care,
It’s for the systems that support it.



BAS Best Practices 
in Critical 
Environments
• Nick Prill
• Facilities Engineer, Medtronic

• Niagara Summit 2026



What our BAS Supports



From the world’s first
battery-powered pacemaker
to groundbreaking surgical robotics, our 
purpose remains
the same. 
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Inspired by our Mission, our 
purpose is to help people through 
the power of technology.



Patients treated in 2025
 (2 per second)

Global manufacturing sites Sites
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Our Role as Owners



Unique Challenges
Global Project Portfolio

24/7 Clean Rooms with Temp/RH/Pressure 
Specs

Projects in live manufacturing sites

Specialized requirements for:
- Cybersecurity

- History Data

- Commissioning/Documentation

BAS Best Practices in Critical Environments   |    Niagara Summit   |   April 9, 2026 



Our Niagara Footprint
Supervisors
• 15 regional Supervisor stations
• 15 legacy non-Niagara BAS servers

JACEs
• 200 JACEs
• ~70% upgraded to JACE-9000s

Field Controllers
• 5000+

IT-Managed Servers for
• SQL
• LDAP
• Email

3rd Party FDD Platform
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We don’t self-perform work. 

But we have an internal BAS Team 
responsible for…

IT 
Administratio

n

Triage 
Support for 

Maintenance 
Teams

MEP Design 
Review

MEP Cx 
Support

Management 
of BAS 

Projects

BAS 
Standards

FDD Program
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Best Practices



Standards
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Design

Required 
Points Layouts Part #s
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Architecture
Engineering

Controller/Power Redundancy

JACE Failure Logic

CPU/Busy Time Limits

Station Setup
History/Alarm Configurations

Provisioning Backups

Users/Auth Schemes

Certificates
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Graphics

• Px Templates
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Internal Review Checkpoints
MEP 
Plans/Specs BAS 

Submittals

Cx Test 
Scripts

Add image here

Cutover 
Plans

Add image here
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Lesson Learned #1
• Controls Pre-Commissioning



If there’s no time to fix 
programs in the 
field…pre-test them 
before the panel ships.
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Lesson Learned #2
• Detailed Phasing & Pull Plans



Work with site 
to learn 
specific needs

How can we 
minimize 
downtime?

Full-project
phasing plan
(shutdowns 
and live work)

How much 
extra 
TAB/Cx/BAS
needed to 
keep running? 

To
Controls RFP:

• MEPs reconciled 
w/ equipment 
submittals

• 3 phases of TAB

• 4 phases of Cx 

From
• 4 AHU 

replacements + 
duct rework

• In a single 4-day 
shutdown 
window

• And temporary 
AHUs during 
construction
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Thank you



Mission-Critical Resilience: Phased 
Niagara Migration Strategies for 
Mission Critical Facilities
Jacob Jackson  |  Senior MSI Manager

Aptitude Intelligent Integration — a Division of JE Dunn Construction



T H E  P R O B L E M

Legacy BAS at End-of-Life — In Facilities That Cannot Afford to Fail

Patient Safety is Non-
Negotiable

OR pressurization, NICU temperature, 
isolation room differential pressure — 

BAS failure isn't an inconvenience. It's a 
clinical event.

Clean Room Tolerances Are 
Absolute

ISO Class 5–8 environments require 
continuous environmental control. A 

single excursion can invalidate a 
production batch worth millions.

Regulatory Scrutiny is 
Constant

Joint Commission, FDA, and CMS 
oversight means any non-conformance 

during a migration can trigger citations — 
or halt the project entirely.

These aren't commercial buildings with flexible maintenance windows. The consequences of failure here are measured differently.



W H A T  W E ' L L  C O V E R

Three Frameworks Built for Critical Environment Migrations

These frameworks were stress-tested in government and correctional facilities — environments with zero tolerance for downtime — and 
apply directly to healthcare.

01
Phasing Methodologies
Sequence work around 24/7 patient care and production constraints — from initial survey to final cutover without 
clinical impact.

02
Hidden Scope Drivers
Integration dependencies with Epic, nurse call, and med gas alarms. Network infrastructure gaps. Budget impacts of 
30–50%.

03
IT/OT Convergence & 
Cybersecurity
BAS/BMS/security boundary definition, HIPAA-adjacent OT segmentation, and access controls built into the migration 
plan from day one.



F I E L D  C O N T E X T

Where These Migrations Actually Happen

Acute Care Hospitals

Occupied 24/7. ORs, ICUs, and isolation rooms cannot be 
interrupted. Phased migrations span years across a live clinical 
environment.

Medical Device Manufacturing

ISO Class 5–8 clean rooms with continuous monitoring 
requirements. FDA 21 CFR Part 11 drives data integrity 
obligations on every sensor.

Research & Laboratory Facilities

Fume hoods, biosafety cabinets, and vivarium environments 
require constant pressure differentials. Any BAS interruption has 
cascading protocol impacts.

Government & Institutional 

30 years across federal campuses, correctional facilities, and 
military installations — environments where the same zero-
downtime discipline was built.



P H A S I N G  M E T H O D O L O G Y

Sequencing Work Around Patients, Processes, and Regulations That Cannot 
Pause

1

Survey & Risk Map

Full point inventory, field wiring 
assessment, integration 

dependency map. Identify every 
system that touches patient 

safety before touching anything 
else.

2

Legacy Co-existence 
Design

Old and new controllers must 
coexist — sometimes for 

months. Define handoff logic for 
OR pressure, isolation rooms, 

and clean room environmental 
loops.

3

Zone-by-Zone Cutover

Sequence by clinical criticality. 
Non-critical mechanical systems 

first. Life-safety and critical 
environment zones move last, 
after procedures are proven.

4

Legacy Decommission

Embedded legacy sequences 
may support undocumented 
clinical workflows. Document 

and verify every sequence 
before the old system goes 

dark.



H I D D E N  S C O P E  D R I V E R S

Where Healthcare BAS Budget Assumptions 
Break Down 30–50%

typical budget impact from hidden scope

Field Wiring Assumptions
Assume it's gone until field-verified. Legacy BAS wiring in hospital walls has often been spliced, 
re-routed, or labeled inconsistently across decades of renovation.

EHR & Clinical System Integration Surfaces Late
EHR platform, nurse call, and med gas alarm interfaces routinely emerge during construction — 
after the BAS scope is already contracted. Every one is a potential change order.

OT Network Infrastructure Gaps
Modern Niagara-based platforms require IT-grade OT networks. Hospital IT infrastructure was 
not designed for BAS traffic. Segmentation, switching, and cabling are real budget lines.

Legacy Sequence Archaeology
Undocumented control sequences may govern critical clinical workflows. Decommissioning a 
1990s controller without sequence documentation is an unacceptable risk.



I T / O T  C O N V E R G E N C E  &  C O N T I N U I T Y

Keeping Mission-Critical Clinical Functions Intact Throughout Construction

Define the BAS/BMS/Security Boundary

In healthcare, BAS touches access control, fire, nurse call, and EHR 
integrations. Every boundary must be mapped and owned before 
scope is written.

Parallel System Interlocks

Old and new controllers run simultaneously. Clinical staff 
experience no change in environmental control during the 
transition period.

Zone-Level Contingency Plans

Every critical zone — OR, ICU, clean room — gets a documented 
rollback procedure before work begins. Trained. Drilled. Not 
improvised.

Life-Safety Sequences Move Last

Smoke control, emergency pressurization, and egress sequences 
are the final systems to migrate — never compromised mid-phase.

RFI Strategy as Risk Prevention

Surface integration conflicts before they become change orders. In 
healthcare, late-stage RFIs on nurse call or med gas cost multiples 
of what early resolution would have.

Realistic Budget Models

Reflect true legacy replacement costs, including network 
infrastructure, integration verification, and sequence 
documentation — before the contract is signed.



C Y B E R S E C U R I T Y  I N  H E A L T H C A R E  O T

Modernization Is Your Window — The Threat Surface Is Real

The Wrong Way

BAS on the hospital IT network with no segmentation. Legacy 
controllers bridged directly to systems that touch patient data 
infrastructure. Cyber bolted on at commissioning as a checklist 
item.

The Right Way

Dedicated OT VLAN from day one. Access controls and 
certificate-based authentication in the base contract. Real-time 
monitoring designed to satisfy hospital security operations 
requirements.

Medical Device Network Isolation

BAS OT traffic must be segmented from 
networks that carry PHI or touch FDA-
regulated device systems. This is not 
optional.

Access Control & Audit Trails

Role-based permissions, MFA, and 
immutable audit logs. HIPAA-adjacent OT 
obligations are real — especially in Joint 
Commission environments.

Incident Response in Clinical 
Context

OT anomaly detection must integrate 
with hospital SOC workflows. A BAS event 
at 2 AM in an OR suite requires a pre-
planned response, not improvisation.

ISA-99 / IEC 62443 · ISA-105 · NIST 800-82 · NIST 800-66 (healthcare) — standards-informed, field-proven.
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W H A T  I T  L O O K S  L I K E  I N  P R A C T I C E

Patterns From the Field
ACUTE CARE HOSPITAL

400K+
sq ft, fully occupied

18-mo
phased migration

0
clinical interruptions

→  Budget reconciliation caught a 35% underestimate from field 
wiring assumptions — at design phase, not during construction.

→  Parallel legacy/new controller operation sustained OR and ICU 
environmental control throughout every cutover phase.

→  Epic and nurse call integrations surfaced after BAS contract was 
signed — RFI strategy prevented two change orders.

MEDICAL DEVICE MANUFACTURER

ISO 7
clean room environment

FDA 21 CFR
Part 11 compliant

100%
uptime during migration

→  OT network segmentation designed into the base contract — no 
retrofitting after commissioning.

→  Legacy sequence documentation completed before any controller 
was decommissioned.

→  Environmental monitoring data integrity chain maintained 
continuously — no batch invalidation events.



P R A C T I C A L  T A K E A W A Y S

Three Tools You Can Apply to Your Next Critical Environment Project

01  Risk Assessment Framework

✓  Technical: field wiring, clinical integration 
dependencies, OT network gaps

✓  Operational: cutover timing, 
patient/production impact, contingency 
triggers

✓  Cyber: OT exposure, segmentation gaps, 
access control requirements

02  RFI Strategy for Conflict Prevention

✓  Identify HER platform, nurse call, and 
med gas conflicts before contract signing

✓  Force design resolution on integration 
boundaries — not during construction

✓  Document responses: protect budget 
and establish liability boundaries

03  Realistic Legacy Replacement 
Budget

✓  Never assume field wiring reuse without 
physical field verification

✓  Include OT network infrastructure and 
sequence documentation as line items

✓  Build decommissioning scope into the 
base contract — not as an alternate



The patient doesn't wait.
Neither can your migration plan.

Whether you're integrating an occupied hospital, managing a clean room retrofit,
or scoping a multi-year BAS replacement — the discipline is the same.

Jacob Jackson
CAP  |  Senior MSI Manager  |  Aptitude Intelligent Integration

aptitudeii.com



Questions?

• Thank You!
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