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Agenda

Definitions
What is a high-performance building or BAS system?

What is a Cyber Secure Building?
Types of Commissioning.
Ways to achieve these outcomes
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Types of Commissioning

* New Construction Commissioning (NCCx): Applied to
new construction projects.

« Retro-commissioning (RCx): Applied to existing buildings
that were never originally commissioned.

« Re-commissioning (Re-Cx): A repeat process for existing
buildings to improve performance. Often called a tune-up.

« Ongoing/Continuous Commissioning [OCx]: A
continuous process that extends beyond initial
commissioning to maintain performance and optimize
systems over the building's life.

« Monitoring Based Commissioning (MBCx): Combines
traditional commissioning with advanced data analytics
and energy monitoring systems for real-time performance
insights

« Building Enclosure Commissioning [BECx]: Focuses
specifically on the building's envelope (windows, roof,
walls) to prevent air/water leaks and energy loss.
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What is a High Performing Buildin.g'?.&:

. = L

High-performance buildings are those which deliver a ' —
relatively higher level of energy efficiency performance or T
greenhouse gas reduction than what is required by _ == | 5
building codes or other regulations. A e A
Architects, designers, and builders typically design and e :‘j‘"jl"th_
build high-performance buildings using a range of B e er s Pt i o ‘T! 1’]’
established strategies, techniques, tools, and materials to « . "o b e Gl
ensure that, upon completion, the building will consume = 5 e e 3 1
a minimal amount of energy for heating, cooling, N5 | o i 1
illumination, and ventilation during operation. % ,J:E 2 s

- Y csal -
Summary:

« Energy Efficiency - Sustainability
« Occupant Satisfaction

e« Return of Investment -
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Commissioning to drive better performance

« Don't just check the box in commissioning
 Use the building automation system to commissioning the building

« The building data, operational programing and trending can be used to
self commission

« Commissioning needs to include training of the BAS

A poorly trained O&M staff can undo all the great things the BAS
contractor has done

e |llustrate issues, conditions and concerns - what you find will happen
again

« Program faults to anticipate future issues which may affect
performance
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What is a Cyber Secure Bmldlng

« A cyber secure building is one that has been designed and
implemented with robust cybersecurity measures in place to
protect its systems and data from cyber threats. This includes

the use of advanced security protocols, regular penetration o — — =
testing, and the use of 10T devices that are properly secured. - o e —— | = = e
g =
« The building's systems are interconnected and connected to EL e e e e e
the internet, but they are protected through proper e ’“_-,:{—?3——-,—;‘,-*%“—1"‘ s
authentication, encryption, and continuous monitoring. Cyber = g h b ‘}L: i i
secure buildings also have a clear action plan for addressing e 9 ‘:}“ o 8 :r'].""" : "'— i
vulnerabilities and implementing changes to network N im ‘| P o [
configurations and data encryption technologies. i, A ) | gl il %
S5
Summary: ity lolel T Smmer aRe i i
« Regular penetration testing
« Firewalls and network compliance
« Authentication practices
« Encryption
S
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Ways to mitigate cyber security
Commissioning for Cyber Security

e Start with the security network framework
where all OT systems communicate

e Check usernames & Password - ensure
each person has proper credentials and
cyber security training

* Include FDD for cyber security health...

« Solution should include final
commissioning and an ongoing
commissioning process
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Facility Network throughout the smart building

Building Automation Behind the Scenes

25 asICiBuildingiAutomationitontrols
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Multi-levels of networks in a building

Management Web browser Server Workstation Workstation
g5 B &2
= : ———Cw -

I I I I I Ethernet /1P
Automation E n m ‘ E] .
Level LON to BACnet router/gateway Autamati:;n level mmlmueﬁ | il:;;c;g?;t?f

_I_I_l_ Operatar Field bus: Lonworks/BACnet/Proprietary Th":'.'] -
. terminal | | T | . mtems

3 ;I - . Field level controllers -
oA VAV
LON mntnillers Tl ﬁ q q E i

‘ Room

controls

Field Devices

| Lls
Level 88 SA Ml 8. o =

Actuators
Sensors Room controls Chiller Sensors and valves Fan coils VAV box

Plant controls l
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Key Performance Indicators
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Sample KPlIs

Energy or Water
Tie meters into EMCS and track use
Add faults for loss of connection
Add faults for too high or too low
Set daily, weekly, monthly limits

Efficiency
Trend chiller KW/ton with temperatures
Trend boiler % with temperatures
Add faults if out of range

Operations
Add faults if equipment is running outside of
schedule
Add faults if setpoints are out of range

Comfort

Add faults if temperatures are outside set
points

Add faults if IAQ are outside set points
Add faults if humidity are outside set points
No glare

Maintenance

Work order faults - filters not changed
Simultaneous heating and cooling
Doors/windows left open

Revenue

Occupancy
$/GSF
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Dashboard of projects in a region
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Building Dashboard Example
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Paul Maximuk

 Senior Associate with 40 years of
experience with a strong track record
in the Facility Operations, IT and
Construction Services industries

« 2019 recipient of the Julie Devine
Digital Impact Award from IBcon
recognizing his commitment to
advancing Smart Building technologies

« AEE Member
« Niagara AX and N4 Certified
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The Need for Cybersecurity

Commissioning

; \
L )

* The Problem: Buildings are
now critical infrastructure; 56%
of recent cyber incidents
targeted energy-related assets.

* Vulnerability Gap: Traditional
commissioning focuses on if it
works, but not how securely it
communicates.

.+ Consequences: Cyberattacks

can lead to system failures, data
breaches (blueprints/personal
info), and physical safety risks.
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Key Pillars of Cyber-
Secure Commissioning

« Network Segmentation: Isolatin
building automation systems (BA?) _ =
from general IT networks to prevent . S 3
lateral movement. LT s = e o

« Zero Trust Architecture: NS v e
Implementing robust multi-factor M T i VL s g v s rme 2 L
authentication (MFA) and role-based WP\ e e Hj 1-n L}ﬁ:’ 48
access for all users and devices. 2 V{&—J i o /g

WA ‘._____-! 11 Sl 1y ' W = 1]

 Physical Security of Digital Assets: ~ et et - L

Securing controllers in locked W T L

enclosures and hiding network cables
to prevent physical tampering.
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Integrated
Commissioning ¢
Workflow

* Pre-Design/Design: Embed

"Secure-by-Design" requirements 2 | v
into the Owner's Project e s
Requirements (OPR). — i e N

. . . § TEvE TE o Tttt e LSS

» Construction/Installation: Verify S :jf,gﬂ-— ig
hardware configurations and RSN e i e i

ensure no direct internet . R Hi_
accessibility for BAS devices. M R R R s

» Acceptance/Testing: Conduct PR e, —, -~
automated commissioning tests

alongside security audits and
vulnerability assessments.
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Continuous & Ongoing
Commissioning (OCx)

* Real-Time Monitoring:

Deploying systems to detect
anomalies that may signal a
cyber breach.

* Incident Response: Maintaining
backups of configurations and
firmware off the network for
rapid recovery.
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Conclusion & Future
Outlook

« Commissioning as Strategy: It is
an ongoing operational
commitment, not just a project
closeout task.

* IT/OT Collaboration: Success
depends on the partnership
between facility managers and IT
security teams.

« 2026 and Beyond: Expect |0T-
driven standards (like 1ISO 19650) to
become essential contractual
requirements.

>
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AUTONOMOUS BAS

RECOMMISSIONING: REAL
RESULTS FROM A 1M _ S
SQUARE FOOT OFFICE _—
BUILDING T

Saheel Chandrani . i b o 3,
Co-founder & CEO - PingCx & i “% Tl e B T

¢® PingCx

Lifecycle Commissioning® .
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The why before the how

Labor safety & productivity Energy waste crisis Expanded service offerings
41% of today’s skilled-trade labor Buildings waste 30% of their energy Greater than 80% of services still
force will retire by 2031 due to undetected faults. Stricter performed via time-based contracts

codes and ESG mandates are driving
urgent action.

Automate workflows saving greater Unlock 25% savings in buildings by Enable all service providers to shift to
than 50% of planned commissioning automatically identifying enhanced offerings which produce
labor in new and existing facilities and inefficiencies, meeting code reoccurring revenue and stronger
greatly reduce safety risk compliance, and easing reporting retention
burdens.
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Defining autonomous
commissioning
' e ‘x/-- |

Bl BN

Favs
C

%_ v « ‘“denoting or performed by a device capable of
—1 7 | operating without direct human control”

;

[ [

1
I
|
s
5

« Today, can upload project documentation, make
connectivity, and autonomously perform Lifecycle
Commissioning®

« For HVAC & BAS systems; highly cost effective and
easy to implement
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Fundamentals of autonomous
commissioning

1. Lives on the BAS network as an Administrative user; is
performing tasks and recording results much like a user normally
would, however, able to do this automatically

2. BAS and HVAC system databases and documentation imported
into PingCx platform

3. Tool leverages parser engine + tagging to automatically
homogenize and normalize data, automated test sequences are
selected and customized, assigned to the appropriate project, and
scheduled for execution

4. Data is collected and analysis engines computes results

5. Reporting and documentation provided for variety of
stakeholders
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How it works

j a®
——

Custome

r BMS
Project initiated Database file is Remote Test SCENarios Cx process is
in PingCx or > ) connectivity is ) ) initiated and
uploaded , selected
other tools established completed
SIEMENS VYHKON Easylo ;
TRIDIUM  2IRTESH  TOSHIBA AICPA\ . Results
Honeywell ~ #vtomstsclocc NN SOC E prese nted to
Project Haystack Johnsonlw)x(‘ SErAive 0 aicpa.org/socaso’ %Qé’ Sta keh0|ders
Controls ) ’b'é‘e,wcemga“\lﬁ(\o‘&\
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Test scenarios

As simple as pre-configured As complex as needed

Scenario Library Available Scenarios Selected Scenarios
Steps
| Makeup Air Fans @ebug=All
|| MAU Feature: <FeatureFilename>

fFlrkkokdorkk Read Tests skkksokskokskskk
[, MM Zone Temperature Check

|. Radiant @ReadValues
| RTU Zone RH Check Scenario: Read Values
VAV Given no preconditions

When I read '<Unit Tag>.*'

: Zone CO2 Check
| Alarming Then I should pass

|- Demand Controll
|. Flow Check
. HW Check
@PointToPoint

PointToPoint
W Fontioroln Scenario: Supply Air Temperature Check

|, Reheat Given no preconditions

| SF Running Che Then '<Supply Air Temperature>' should be between '40 F' and '100 F'
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Paying attention to the details

BACnet Priorities

BACnet

Wait/Delay Times (seconds) Array Slots

Who Is Scan Time Who Is Device Connect Timeout Override Priority

Ay Time A
30 5 60 - 4

4

Change Priority

8

Y

(<} < I

<]

Unit Tag filter...

Highly flexible

Schedule

Unit Tag Sort: @None OAscending O Descending

HH_02_VAV_SA1_01
HH_02_VAV_SA1_02
HH_03_VAV_ERU3S-1-200_01

O Run at specific Time:

Run Mode

O Interactive (Pause at start and after each step.)

Connection
® Online
Offline (Local agent required)
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Reporting capabilities

System generated Customized

42125,9:55 PM Full Report

Full Repo

[2 Custom Presentation Report X

Result: 36 failed (59 succeeded)
su Rate

Report Presentation

Testing Statistics

Feature Summary Presentation 1

= Feature: DryCooler_Pi.
~ Scenario: DryCoolerManualFan1Crtr

Execution Details

Client Project

Options All All All

Total Date From* Total Date To* Period Date From* Period Date To*
< Summary

04/02/2024 i 04/02/2025 03/02/2025 i 04/02/2025

firsation’ should equal

* should equal
1d equal 0ff (0)
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Multiple dashboards

Contractor focused Owner focused

?

o

H
0000 -
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Case study:
90 Park Ave, NYC
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Case study: Class A commercial
office building

The building:
46 story, 990,000sqft, 19,007 points - midtown
Manhattan

« Chilled/Hot Water System (3 CHs, CHWP, CWP, 3
CTs, 4 Boilers + VFDs on all pumping)

« 8 Large AHUs + ~600 Terminal units (VAVs +
PIUs)

« Misc. systems (Sump, meters, etc.)

Niagara front end - JCl Metasys + FX across base
building + several tenant BAS implementations

The challenge:

« New Chief Engineer with limited historical system
knowledge & confidence that systems “could be
working better”

« NYC LL87 filing approaching, traditional RCx approach
would take 30+ days of manual labor

» Occupied building with multiple tenants
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Implementation approach

j a2

— o config.bog
Customer —
BMS

Project initiated Database file is Remote Test scenarios Cx process is

in PingCx or m) uploaded, points  w=p connectivity is ) ) initiated and

e : selected
other tools unified established completed
[ | J [ | J [ | J
1 day 2 days 2 days

! |
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Phased approach

Project planning & connectivity

Meet with building team on
schedules & expectations

Coordinate with BAS contractor
for database files & BAS
credentials

Establish remote connectivity to
BAS

Install/deploy agent on-site

Test writing & configuration

Run project database through
parsing engine

Review points lists & project
documentation

Select test scripts from library
(code/standards-based)

Finalize scripts; review with
building team

Execution & analysis

Run tests over ~2 days; monitor
systems

Maintain open communication
with building staff

Review results & prepare final
reports

Present findings to building team
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Sample test result

Feature Summary

Test Success Rate Succeeded Failed Pending Ignored Skipped Duration

» Feature: Floor9.51_R5_AC Units_Averaging~ 100% 0 0 0 00:02:14.3
Feature: Floor9.51_R5_AC Units_OAT~ 00:04:35.3
Feature: Floor9.S1 R5 AC Units~ % 00:03:20.0
Feature: Floor9.S2_R6_AC Units_Averaging~ 00:00:54.9
Feature: Floor9.S2_R6_AC Units_ OAT~ 00:01:15.5
Feature: Floor9.52 R6 AC Units~ : 01:42:07.8
Feature: Floor3.S3_AC Units_ OAT~ 00:01:13.9

Feature: Floor9.S3_AC Units~ c 00:14:32.0
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Sample test detailed result

~ Scenal Minimum Flow Check - SumWinTRISP 0

Execution Details

Scenario: Minimum Flow Check - SumWInTRISP (in Park_Ave_90_F40.VAVS_41FL.VAV_41_5_VAV)
Tags: @Screenshof, @?vavswé&trisp, @functional

- Start Time: 3/3/2025, 9:30:12 AM

Steps Result

ndition

5.5UM_WIN®

And T wait "1' minut

VAV_41 5

iy ’1:'
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Testing results overview

Result: 812 failed (2222 succeeded)

Success Rate Tests Succeeded Failed Pending Ignored Skipped Duration

72% 3143 2222 812 66 0 43 2.04:05:30.2

B Passed (2,222)
. Partial success (109)
Failed (812)

3,143 total tests | total runtime: 2d 4hr 5m 30.2s
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Results highlights

1. Energy: Automated Control Limitations

1. AC units are improperly locked out of heating/cooling modes based on rigid outside air temperature
thresholds

2. Supply air temperature reset functionality is limited by hard-coded values

3. Winter mode (warmup) sequences activate unnecessarily and remain engaged without proper reset
capabilities

4. Floor dampers require manual adjustment due to poor automatic control
2. Comfort: Sensor and Measurement Issues
1. Significant discrepancies (20°F+) exist between outside air temperature sensors
2. Return/mixed air temperature sensors provide poor representation of actual zone condition
3. VAV boxes become stuck in purge mode without manual intervention
4. CFM measurements appear inaccurate, leading to improper air distribution

3. Safety: Safety and Scheduling Concerns
1. At least one freeze-stat safety device was found bypassed, creating potential system damage risk
2. PIUs (Powered Induction Units) operate continuously instead of following floor occupancy schedule
3. Inconsistent control methodologies exist across different building floors

2
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Financial & environmental impact

|dentified annual savings opportunities by system category

$84,450

$62,466

$60,000

$18,600

Equipment Sensor Economizer Control Logic Airflow
Scheduling Calibration Controls Deficiencies Management

Note: Savings estimates per ASHRAE RP-1404 findings and ASHRAE Standard 105-2014 quantification methods

Total identified
annual savings

$235K+

per year

Majority implementable through
programming changes
with minimal capital investment
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ROl Framework for autonomous
commissioning

Cost-benefit analysis: traditional vs. autonomous approach

Metric Traditional Approach Autonomous Approach
Testing Coverage 10-20% (sampling) 100% of all systems

Timeline 30+ days 5 days

Labor Hours (this building) ~380+ hours ~40 hours

Documentation Manual report generation Automated with screen captures
Repeatability One-time engagement Ongoing seasonal testing
Hidden Issues Found Limited by sample size $235K+ annual savings identified

Per ASHRAE RP-1404: Buildings typically experience 15-30% performance degradation over 3-5
years without ongoing commissioning. Autonomous technology makes regular verification
economically viable for the first time, enabling the Lifecycle Commissioning® programs
envisioned in ASHRAE Guideline 1.7P.
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Thank you!
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